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About the Manual

This manual introduces the operations of easyWDMS software.

All figures displayed are for illustration purposes only. Due to regular updates, figures in this manual may
not be exactly consistent with the actual products.

Document Conventions
Conventions used in this manual are listed below:

GUI Conventions:

Convention  Description

Bold font Used to identify software interface names e.g. OK, Confirm, Cancel

Multi-level menus are separated by these brackets. For example, File > Create >
Folder.

Symbols

Convention N Description

h This implies about the notice or pays attention to, in the manual

The general information which helps in performing the operations faster

L IS

The information which is significant

@ Care taken to avoid danger or mistakes
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c The statement or event that warns of something or that serves as a
cautionary example.
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Why easyWDMS

Our easyWDMS software is designed to measure, analyse and manage employees’ working hours and
deploy human resources more effectively. The software also aids in organizing and planning of each
process in a classic way that assimilates specific activities and delivers the output in no time. Our software
eases the tracking of employee productivity and regulates the ways to advance our managerial
effectiveness and workforce management.

Our software is built on a powerful architecture that integrates several modules, which permits you to
manage huge numbers of Personnel/Employees/Staff on a single platform. All you need is to set up your
organization, then add the Biometric Devices, and then add the Users/Employees with their shifts.

You can integrate the Device to our Software Application, which enables you to retrieve instantaneous
Reports and eases you in the importing and exporting of the data.

Our software gathers all the distinct information and gives you the best interactive view of the data and
records on a single interface.

Here in our documentation, you will acquire more information on how to create an admin and how to set
up the System and your Organization.
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Visualizing all in one Place

Our easyWDMS integrates all the jobs in a single platform, which updates the data and delivers the
output whenever required. It is a user-friendly software that helps you to maintain the records and also
monitors the actions of the users.

It even aids in broadcasting to employees about any important Organizational notifications and even
eases the employees to contact the Organization during an emergency situation. This benefits in taking
preventative measures and rescues employees from troublesome issues. And also, by handling this kind
of precautionary action makes employees feel secured which stabilizes the employees' performance and
hastens your product deliverables.

Overall, this improves your organization standard and facilitates in performance and growth of your
Management.

Key Features of easyWDMS software

Supports LAN and WAN Device Management and Data Synchronization.

Friendly User Interface and Platform Style brings new process experience for the user.
Simple installation process for Windows and Linux Operating Systems.

Supports the automatic synchronization of employees in the same area.

Supports multiple companies and divides the administrators with different permissions.
Supports HTTPS security communication.

Supports license control.

Supports hybrid-biometric templates such as fingerprint, face, and palm.

Simple deletion of outdated data..

License and Version Details

You can view the software version and license details in the About option. It also provides numerous
facilities such as:

Online Activation
Offline Activation

You can also download the fingerprint driver for using the USB fingerprint reader with your PC.
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Sdefault

& _About

? Help
7 e’ D | £ Company
mmand Company Mame & Language

[ Password

= Logout

The details will be displayed as shown below:
About the system

easy WOMS_9.0.5(fe1e19cce)-Bunid:Oct 13 2021

Software Name: gasy WDMS
No. of Devices: 0/2
No. of Employees: 0/1000
Activated Date: 2022-05-12
Valid Up to: 2022-08-10

Licensed to: 111a

GSVTbYpQXFChthfinlbmi/TH/OuvXO7YnbYgpoHrhRXcYX6wJlbq + DgceWFqd|
+ HUAS 3$ SOUFS0GO0jQUaqo TIVESHvZnOxf 7X2Xh XwgEAcKeyNzg DFDQ/BEy98
VTITIG 1 19gtargBEXU + I45PC + 4lwgB8A/uYJOLaCLvk + X0 =

Machine: ANDG4S
Processor: |ntelt4 Family 6 Model 158 Stepping 10 Genuinelnte
Platform: Windows-

SR

10-100.19041
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2.1 Online Activation

Before using this function, you should get the License Code from your dealer. Contact your

dealer and get the License Code.

About the system

Software Version
easy WDMS_9.0.5(fele19cce)-Build:Oct 13,2021

License Information
Software Mame: gasy WDMS
MNo. of Devices: 0/2
No. of Employees: 0/1000
Activated Date: 2022-05-12
Valid Up to: 2022-08-10
Licensed to: trial

Computer Unique Code

+145PC+4lwg8AfuYIOLaClvk+X0=

TbYpQXFCnhthfinlbmH,/TH/OuvXOT7VnbYg p9HrihRxcYX6wlbg + DgceWFgd|
+HUAS355DUF60GODjQllagoTiUESHvzn Oxf7XzXhXwgEAcKeyNzg DFDQ/8Ey08

License Operation
Online Activation Offline Activation

Driver Download

Fingerprint driver

After obtaining the license code, click Online Activation and authenticate using your

Username and Password.

Authenticate
Username*
admin

Password*

p—

You will get an interface to input the provided license code. Enter the license code and click

Activate.

Cancel
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Online Activation >

License Code *

2.2 Offline Activation

Contact your dealer to acquire the offline Activation Code.
After obtaining the Activation code, click Offline Activation and authenticate using your Username
and Password.

1. Click here

Authenticate

Username*
admin

Password™*

2. Enter the
Details

Cancel

3. Click to Confirm

You will get an interface to input the provided license code. Enter the license code and click
Activate.
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Offline Activation %

Activation Code *

Active Cancel
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3 Setting up the System

3.1 Requirements

CPU Dual-core 2.0GHz or above
RAM 4GB or above
Hard Disk 100GB available space or above
Operating System Windows 7/8/8.1/10
Server: 2003/2008/2012/2016 (64-bit)
Linux: CentOS, Ubuntu
Browser IE 11, Firefox 27, Chrome 33+
Database PostgreSQL (Default)/MySQL/SQL Server/Oracle

3.2 Procedure

Install the software from the provided setup file. Once installed, provide the port number.

3.2.1 Service Console

o On the easyWDMS menu, click open/Run as administrator, to go to the Service

Console.

Ensure the service is
running

m Servicas

| =] cnec

Sy

05—12 02:35 Fort i= OK!

-~ Bervices

———

~ Web Fort

i
o

0512 09:35 Start the service
05—1Z 03:35 bio—apachel is DK
0E—1Z 09:35 bio—proxy is OK
D5—1% 09:35 bio—cache iz DK
0517 N2:'35 hio—server iz OK
05—1Z 09:35 Finish Start

05—12 029:35 Start Restart
0E—1Z 02'36 bie—proexy =topped
05—1Z 09'35 bie—opachel =tapped
05—1Z 02°35 hie—apachel iz OK
o et S 05—12 0235 Eio—proi{ly iz OK

| 0512 02'35 biocache i= OK
NG 0512 02'35 bio—server is OK
0E—1Z 02'35 Finich Restart

-

15 Mayw, 2021 | C:heaswtime

| Hints:Fleaze stop the zervice and then modifw the parameters
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Click Stop, to provide the required service or the port number.
Then click Start to start the service.

Click Restart if you require to restart your service.
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Application View via Distinct Positions

Viewing our easyWDMS in distinct Positions eases to have a clear view of our different modules and
interfaces, which makes it easy to understand the basic and in-depth settings of your Organization in our
Software.

These Positions delimit Users' interface activity with login authentication that enables them to view from
each Position.

Admin will hold all the Groups and Roles, whereas each user can hold any number of specified roles based
on their designation which can be set only by the admin of the respective organization in easyWDMS.

Admin Account

An Administrator is an individual who plays a vital role in coordinating and controlling the working of
an organization or Enterprise. An Admin handles the operations of the Company and monitors all the
Organizational activities. An administrator plans and organizes the system workflow and responsible for

setting up the business goals. An Admin account is a User ID with excessive privileges which is
responsible in managing our easyWDMS.

The Administration department is liable in standardizing and making changes to the Company policies
which is to be adhered to by all in the Organization.

Not just the HR department but sometimes the department of administration is too prominent in the
process of hiring and screening.

Highlights of the Admin role

Installation of our Software

Managing your Organization’s User permissions
Handles in User Access and Information
Managing the Services, and more.

Login to esayWDMS

Enter the given Username and Password. Click Login.
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easy wDM

1. Emer the Usemame

—

Raw Data Collector

4.3 Common Features used in all the Modules

Bookmark ]
m Personlize
& Bookmarks+ Y Filters m Refresh

Add  Delete  Import  Personnel Transfer /) 90 M=

Department Id Department Name Parent Employee Count ned Count Department
Restore

Department - 0 .E Technical wri

Technical writer - 0 0

=) &)

Bookmarks

o This function bookmarks the filtered columns.

o Atfirst, afilter needs to be applied using the provided filter options, and then on the Bookmark
function, click New Bookmark, provide the new Bookmark name, and then click Save, to
bookmark the filtered columns. For more info Click on Bookmarks.

Filters

« This function filters and displays only the required columns by selecting the required options
provided on the Filter function.

Fit
» This function aligns and displays the columns based on the provided options.

» Best Fit shrinks all the column's width as much as possible, and Best Fit with Scale aligns the
column based on the scale.
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Expand
« This function expands the display of the columns based on the provided options.
+ Full Frame expands the column only within the frame interface and Full Screen expands the
whole interface with the size of the monitor.
History
« This function displays the history of all the activities done by the Administrator.

Page Count

* IneasyWDMS software, the default pagination count for all pages is 50.

@ 50 v n Total 3 Records 1 Page m

Columns

« This function allows selecting the preferred columns that need to be exported, as well as displays
only the selected column on the interface.

Export

» This function exports the selected columns, and the output format can be selected from the
provided options (CSV, PDF, Excel, TXT).

CSV/TXT: You can export only the current page or the entire report data.

CSW Export =

Export Scope: () Current Page All Data

Excel: You can export only the current page or the entire report data.
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Excel Export e

Export Scope: (@) Current Page All Data

PDF: The purpose is to export only the current page or the entire report data. You can also set the
export style namely Default/Employee-wise/Department-wise/Date-wise. If the page-wise
checkbox is selected, then the report will be generated as individual pages for the selected export
style.

PDF Export >

Export Scope: (@) Current Page All Data

Page Size Default

Orientation Default

The advantage of the PDF format is that you can define the page size according to your requirements. You
can also set the page orientation as Default/Portrait/landscape. The default parameters are taken from
PDF settings.

This setup greatly helps when you need to change the layout only at that instant.

Restore Layout

« This function restores the data to the default.

Refresh
e This function refreshes or reloads the page.
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Personalize

« This function changes the view of the display column on the interface, based on the below three

options.
Add Delete Import Personnel Transfer 7 e D M -~ =

| | Department Code %+ Department Mame % Parent Employ: Highlight identifier |
: ! . b‘le testing | Show zebra stripes | t
SE e hyperink Sk 2 e Ll b NIE NI
: 3 " W‘“ h'.gh".'gh‘ Devel(.:upment = 2044 | o Show line division E

4 Technical - 666 4] C
[ s g HR1 - 165 0 (
| G Managerl testing 165 o C
[ 10 dbbb = 0 o 1
[ L sales - 0 o (
N test - 0 1 C
I |k deptl2 - 1 o [
|:|-'_123455?89012345673901 23456789012345678901234567890 | 55 - o o [

Add Delete Import Personnel Transfer 7 % D m e ==
Department Code + Department Name < Parent Employ¢ o Highlight identifier
3 1 testing - 9 B C
— Show zebra stripes
2 test - 1000 E
(RE Development E 2944 ‘ Show line division [
R N - Technical - 666 L (0} ’ (
B Dlspla_ys the rows in = L N C
= alternative gray shades s testing | 165 5 Q
[ 1|10 ) C
| | e8 Sales = 0 0 (
_]|o test E 0 1 (
|7 dept12 = 1 0 C
12345678901234567890123456789012345678901234567890 | SS = 0 0 [

Add Delete Import Personnel Transfer y «” D M -~ =

B ~ |
- Department Code = Department Mame = Parent Emplcyi. | Highlight identifier
| 1 testing - 9 - .
= | Show zebra stripes
[ = 2 ] test - 1000 i
7S Development - 2944 | () Show line division
|__| 4 Technical - 666 T ]
s HR1 - 165 0
[Jls Displays Horizontal & Managerl testing | 165 0
L [10 Vertical divider lines dbob 0
| |/se 0
I_I g test - o 1
L |z deptiz - 0
| | 12345678901234567890123456788012345678901 224567890 o
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Note: The Preferences function changes the view of the columns only on the interface and does not
reflect this change on the exported sheet.

Edit

This function enables to revise the created data on the Software.
Delete

This function allows you to erase or remove the existing data on the Software.
Column Arrangement

This function arranges the columns either according to their position in the alphabets from A to Z
or in order of their numerical value.

Auto Logout

This Auto Logout of Idle Session, Auto Logout not happening when user logged in and close the
tab. Once user open the URL on after some time (at least after 3 minutes “of idle session”).
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5 Personnel Management

Our Personnel module eases the employee creation in the system by directing you only to the relevant
and the mandatory fields.

This feature allows updating employee details; managing request flow, area, job title, department, joined
date, and adding or removing positions of each employee.

The powerful reporting tools create both productive and pre-defined reports.

J—

Employee

Enrolment
_ \

Filtered

Profile

Reports | |
\ )/ Q‘lagement I

Integration of Process

\lnformation / @agement :

Features of Personnel module

o Area-based Check-In and Check-Out

o Biometric Device synchronicity

»  Customized access for different Roles

» Tracking of Employees process requests and workflows
o Centralized System of Employee information

» Quick and accurate retrieval of information

» Easy (and paperless) arrangement of Employee records
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5.1 Organization Setup

Our organization module simplifies you to make up major teams of employees structured to achieve in
close coordination with each other and to thrive in categorizing a requirement or sustaining collective
determinations.

On the Organization module, you can create, modify, or delete the Department, Employees and their
roles, establishment of the Areas and the Request flows of your organization.

On the Personnel module, click Organization to go to the Organization module.

Personnel

Organization

Position

Department

5.1.1 How to set up the Department (Department)

Our Department interface facilitates you to enhance and manage the functional space, such as
accounting, marketing, planning, which adds value to the overall strategy and targets of your
organization.

On the Personnel module, click Organization, and then click Department to go to the Department
Interface.
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Casy WDMS Personnel Device Access System

®» Q= Department

#& Organization - & Bookmarks~ T F\HEﬁv

Dep

Add Delete Import Personnel Transfer /s S 9D 0 A =

Position ] ~ N
Department Id Department Name Parent Employee Count Resigned Count

Area Department - ] 0 Ty

o Employee Management v

On this Interface, you can create a new Department or a Sub-department, modify or delete the existing
Departments or the Sub-department and can manage employees in existing Departments or the Sub
departments.

With design to the Corporate Structure, “Marketing”, “Finance”, “Operations management”, “Human
Resources”, and “IT” are some of the common Departments.

A brief note about the columns displayed on the Department Interface.
Department Id: Displays the unique code number of the Department.
Department Name: Displays the name of the Department.

Parent: Displays the Superior Department name.

Employee Count: Displays the total count of the Employees in a Department.

Resigned Count: Displays the total count of the resigned Employees in a Department.

Functions available on the Department Interface
Add Function

Add function lets to create a new name for a Department or a Sub-department, with a unique Department
Code.

Create a new name for a Department or a Sub-department:

On the Department interface, click Add to create a new Department or a Sub-department name.
Enter the unique Department Code and the required Department Name.

On the Parent field, select the required Department name from the list to define as the Parent
department if creating a new name for a Sub-department.
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as y Personnel Device Access System

Department

&% Organization & Bookmarks

1. Click here to add a
Department

Add Delete Import Personnel Transfer
Department Id <+ Department Name + Parent Employee Count
1 Department = 0
Add X

Department Id* 2

Department Name*
2. Enter the
Parent| ———— Required Details

After entering the details, click Confirm to save and update the newly created Department or the
Sub-department name.

Edit Function

Edit function lets you edit the existing Department from the software.

as y Personnel Device Access System

Department

& Organization & Bookmarks =

1. Click on department
Id or icon

it

Bhsfer 7 » 9 m

Department Name % Parent Employee Count ‘N
- 2 0 £ [
T}

Department
Technical writer - 0 0 =

Edit X

Department Id* 1

Department Name* Department -
Parent ———— 2. Edit required
GEIE]

Cancel

To edit existing Department details, perform the below steps:
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On the Department interface, select the required Department to be edited from the list.

Click Department Id or " Edit icon, to edit the selected Department.
Edit the required details and click Confirm.

Delete Function

Delete function lets you remove the existing data of the Departments or the Sub departments from the
list.

asy Personnel Device Access System

Department

& Organization & Bookma
Add Delete Import Personnel Transfer
ﬂ Department Id + Department Name % Parent Employe
~ Il Department - 0

& Employee Management a

1. Select the

Department Id

Prompt X

Are you sure you want to delete the selected 1

item?
3 Cancel

Delete the existing Department or a Sub Department

On the Department interface, select the required Department or the Sub-department data from
the list.

Click the Delete or D delete icon, to delete the selected Department or the Sub-department
data.

Click Confirm, to ensure and delete the selected Department or the Sub-department data from
the list.

How to import Department details from the system (Import)
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Import function lets you add a new or update the existing Department or the Sub-department data to
the Software.

as y Personnel Device Access System

Department

& Organization B Bookmarks~ T F“terp
Add Delete Impo Personnel Transfer

| Departmentld % ‘ Department Name = Bareni Employee Count

Ik 3. Upload that

- | Import saved file x B
& Employee Management a

-
Impart File:* \ Choose File | No file chosen

Existing Data: Ignore

Sample Template: XDownload Templage
A B C 2. Download the Template,

S.No Department Id Department Name Parent Add data and save file

1 NO.1 department1

2 NO.2 department2

3 NO.3 department3

Pay attention to the Description
Note 1. The header in file template is required

2. Department Code and Department Name are Required fields
3. The Parent Department must be Department’s Code

Note: Only "txt','xls’,'csv’ and "xlsx’ formats are supported

o

Cancel

Import a new or update the existing Department or the Sub-department details:

On the Department interface, click Import to import a new or update the existing Department or
the Sub-department details on the Software.

Click Download Template, to view and imply the same structure format specified on the
template document.

Please make sure that the document, which is to import, follows the guidelines specified in the
description of the Import window.

On the Import window, click Choose File to select the file from the PC to import.

Based on the import type, there are two options available in the Existing Data field.

Choose Overwrite, if the existing Department and the Sub-department on the Software need to
be updated with the imported data.

Choose Ignore, if the modification is not required for the existing Department or the Sub-
department on the Software.

Click Confirm, to ensure and import the saved data file to the software.

How to allocate Employees to Departments (Personnel Transfer)

On the Personnel module, click Organization, and then click Department to allocate Employees to the
departments.
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Personnel Transfer function lets you transfer the existing Employees from another Department or the
Sub-department to the specified Department or the Sub-department based on the Organization system.

Note: Only one Department or a Sub-department can be selected at a time to modify.

asy Personnel Device Access System

Department

& Organization & Bookmarks~ Y Filters + EP
Add Delete Import Personn nsfer /Z S 9 0

Department Id + Department Name < Parent Employee Count Resigned Count
Department = 2 0
Technical writer = 0 0
1. Select the
Depar‘tment Id Personnel Transfer X
Department Employee Q Selected

70001 Prasanth Department 70001 Prasanth Department

Employe... First Name Last Name Department Employe... First Name Last Name Department
70604 Anish Department

3. Select the
Employee

- Cancel

Manage and Modify Employees Departments.

On the Department interface, select the required Department or the Sub-department from the
list to move in the Employees.

Click Personnel Transfer to transfer the required Employees into that selected Department or the
Sub-department.

On the Personnel Transfer window, select the required Employees from the list displayed on the
left.

The selected Employees list will reflect on the right side of the Adjust Employee window.

Use the Department drop-down list or the Search option (search by Employee name or Employee
ID) to search for Employees.

Click Confirm, to ensure and adjust the Employees to the selected Department or the Sub-
department.

Managing Employee’s Designation (Position)

Our Position interface helps you to manage and maintain the nomination, selection, or ranking of an
employee into a distinct category from one another.
On the Personnel module, click Organization, and then click Position to go to the Position Interface.
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On this interface, you can create a new Position or a Sub position, edit or delete the existing Positions or
the Sub positions, based on the rules and requirements of the Organization.

a Sy ' Personnel Device Access System

aha Organization & Bookmarks~ Y Filters «

Department

Add Delete Import Personnel Transfer Ve "3
Position Code Position Name Parent Employee Count Resigned Count
Area 3 Position - 2 0
Technical writer - 0 o}

% Employee Management~

Position reveals both the role and the job responsibility of an employee in the Organization such as
"Director”, "Head Chief", "Manager", "Lead Accountant", "Developer", "Project Engineer", and more.

A brief note about the columns displayed on the Position Interface
Position Code: Displays the unique code number of the Position.

Position Name: Displays the name of the Position.

Parent: Displays the Superior Position name.

Employee Count: Displays the total count of the Employees in a Position.

Resigned Count: Displays the total count of the resigned Employees in a Position.

Functions available on the Position Interface
How to create Designations for the Employees (Add)
On the Personnel module, click Organization, and then click Position to create Employee designation.

Add function lets you create a new title for a Position or a Sub position with a unique Position Code.
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2. Enter the required
details

Create a New Position or a Sub position Name:

= On the Position interface, click Add to create a new Position or a Sub position name.
» Enter a unique Position Code and the required Position Name.

» Onthe Parent field, select the required Position name from the list to define as the Parent position
if creating a new name for a Sub position.

»  After entering the details, click Confirm to save and update the newly created Position or the Sub
position name.

Edit Function

Edit function lets you edit the existing position from the software.

To edit existing position details, perform the below steps:

1. Click on the Position
Code oricon

2. Enter the required
details

On the Position interface, select the required Position code to be edited from the list.
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Click Position Code or : Edit icon, to edit the selected Position.
Edit the required details and click Confirm.

Removing the Designation of an Employee (Delete)

On the Personnel module, click Organization, and then click Position to remove the Employee
designation. Delete function lets you remove the existing data of the Positions or the Sub potions from
the list.

as y Personnel Device Access System

& Organization & Bookmarks~ ilters -
Delele‘ mport Personnel Transfer

Position Code + Position Name + Parent = Employee
Position = 2
Technical writer = 0
1. Select the Position
Code Prompt X

Are you sure you want to delete the selected 1

‘ Cancel

item?

Delete the existing Position:

On the Position interface, select the required Position code data from the list.

Click the Delete or D Delete icon, to delete the selected Position data.
Click Confirm, to ensure and delete the selected Position data from the list.

Importing Employees' Designation (Import)

On the Personnel module, click Organization, and then click Position to import Employee designation
to the software. Import function lets you add a new or update the existing Position data to the Software.
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asy Personnel Device Access System

% Organization & Bookmarks~ T Filters n
Add Delete Import Personnel Transfer
Position Code = Position Name = Parent + Employee Count
; B import 3. Upload the Saved File < B i
Import File:* [ Choose File TNo file chosen
2. Download the Template File,
Existing Data: | lgnore Add Data and Save File
Sample Template: ZDownload Teniplate
A B c
S.No Position Code Position Name Parent
1 NO.1 position1
2 NO.2 position2
3 NO.3 position3
Pay attention to the Description
Notes 1. The header in file template is required
2. The Position Code and Position Name are Required fields
3. The Parent Position must be Position's Code
Cancel

Import a new or update the existing Position details:

On the Position interface, click Import to import a new or update the existing Position details on
the Software.

Click Download Template, to view and imply the same structure format specified on the
template document.

Please make sure that the document, which is to import, follows the guidelines specified in the
description of the Import window.

On the Import window, click Choose File to select the file from the PC to import.

Based on the import type, there are two options available in the Existing Data field.

Choose Overwrite, if the existing Position on the Software needs to be updated with the imported
data.

Choose Ignore if the modification is not required for the existing Position on the Software.
Click Confirm, to ensure and import the saved data file to the software.

How to move an Employees' Designation (Personnel Transfer)

Personnel Transfer function lets you transfer the existing Employees from another Position or the Sub
positions to the specified Positions or the Sub positions based on the Organization system.

Only one Position or a Sub position can be selected at a time, to modify.
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asy Personnel Device Access

&% Organization & Bookmarks~

Add Delete

Position Code +

Y Filters ~
Import Pemnl@rj\er

Position Name %

 Position

System

Parent &

Employee Count

|2

Resigned Count
0

1. Select the Personnel Transfer

Position code

Employe...
1

2

35

36

37

3. Select the 38
Employee 40

70001

70604

Employee

First Name Last Name

ram
shyam
radhe
kanha
HR
Prasanth
Anish

Q

Department
Department
Department
Department
Department
Department
Department
Department
Department
Department

Selected

Employe
35

First Name

ram

Last Name

Department

Department

& Cancel

Manage and modify Employees Departments.

On the Position interface, select the required Position from the list to move in the Employees.
Click Personnel Transfer to transfer the required Employees into that selected Position.
On the Personnel Transfer window, select the required Employees from the list displayed on the

left.

The selected Employees list will reflect on the right side of the Adjust Employee window.
Use the Department drop-down list or the Search option (search by Employee name or Employee
ID) to search for Employees.

Click Confirm, to ensure and adjust the Employees to the Position.

Classifying the Department to an Area (Aera)

Our Area interface benefits you to shape the workplace zone and the Department space, which in turn
have a remarkable effect on both the employees and the business as a whole.

On the Personnel module, click Organization, and then click Area to go to the Area Interface.

On this interface, you can create a new Area or a Sub-area and edit or delete the existing Areas or the Sub-
areas, based on the rules and requirements of the Organization. Area defines your employee’s service
location whether geographically or by sector such as, “Manufacturing Floor”, “Experience Centre”, “Server

Room”, “Development”, “Marketi

ing”, and more.
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{:}-—ff_asy NDMS™ Personnel Device Access System

s Organization & Bookmarks~

Y Filters ~

Department

Add Delete Import Personnel Transfer
Position Area Code Area Name Parent Device Count Employee Cou
Areg Not Authorized - 0 0
Bengaluru - 1 9

ﬁ Enr 3 e Management v

A brief note about the columns displayed on the Area Interface

Area Code: Displays the unique code number of the Area.

Area Name: Displays the name of the Area.

Parent: Displays the Superior Area name.

Device Count: Displays the total count of the Devices connected in an Area.
Employee Count: Displays the total number of Employees in each Area.
Resigned Count: Displays the total number of Employees resigned in each Area.
FP Count: Displays the registered Fingerprint count stored in each area.

Face Count: Displays the registered Face count stored in each Area.

VL Face count: Displays the Face count captured from the Visible Light Devices stored in each Area.

Functions available on the Area Interface
Creating an Area (Add)
Add function lets you create a new name for an Area or a Sub-area with a unique Area Code.
Create a New Area or a Sub Area Name:
On the Area interface, click Add to create a new Area or a Sub-area name.
Enter a unique Area Code and the required Area Name.

On the Parent field, select the required Area name from the list to define as the Parent area, if
creating a new name for a Sub-area.
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After entering the details, click Confirm to save and update the newly created Area or the Sub-
area name.

Personnel Device Access System

s8a Organization

arks - Y Filters -

Add Delete Import Personnel Transfer
Area Code = Area Name = Parent Device Count Employee Count Re
1 Mot Authorized - 0] 0] 0]
2 o ) ) o 9 0
Add x

Area Code* 3

Area Name*:

2. Enter the Details

Edit Function

Edit function lets you edit the existing Area from the software. To edit existing Area details, perform the
below steps:

as y Personnel Device Access System

1. Click on Area

& Organization
) Code orlcon

Import Personnel Transfer /S 9 M » ¢

% Area Name % Parent  Device Count Employee Count Resigned Count FP Count e Count
Not Authorized - 0 0 0 0 0 0 7 |
Bengaluru 0 0 0 0 s |
2 Edit X 2
Area Code*®: 1

Area Name*: Not Authorized

Parent: --————
2. Enter the
Details
. Cancel

On the Area interface, select the required Area code to be edited from the list.
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Click Area Code or : Edit icon, to edit the selected Area.
Edit the required details and click Confirm.

How to remove an Area (Delete)
Delete function lets you remove the existing data of the Area or the Sub-areas from the list.

Delete the existing Area or a Sub-area:

Access

Personnel Device

Area

& Organization & Bookmarks

System

ilters -
Add Delete Import Personnel Transfer
| Area Code % Area Name = Parent Device Count Empl
(]| 1 Not Authorized - 0 0
~ Bengaluru = 1 2]
Prompt b4

1. Select the Area Code

Are you sure you want to delete the selected 1

f Cancel

item?

On the Area interface, select the required Area or the Sub-area data from the list.

Click the Delete or D Delete icon, to delete the selected Area or the Sub-area data.
Click Confirm, to ensure and delete the selected Area or the Sub-area data from the list.

Importing the Area details from System (Import)
Import function lets you add a new or update the existing Area data to the Software.
Import a new or update the existing Area or the Sub-area details on the Software:

On the Area interface, click Import to import a new or update the existing Area or the Sub-area
details on the Software.

Click Download Template, to view and imply the same structure format specified on the
template document.

Please make sure that the document, which is to import, follows the guidelines specified in the
description of the Import window.

On the Import window, click Choose File to select the file from the PC to import.

Based on the import type, there are two options available in the Existing Data field.

Choose Overwrite, if the existing Area or the Sub-area on the Software needs to be updated with
the imported document.
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Choose Ignore, if the modification is not required for the existing Area or the Sub-area on the
Software.

asy Personnel Device Access System

Area

&% Organization e
Add Delete Import Personne!

a Z 7 9 m
Area Code = Area Nam 3. Upload the saved file fPCount  Face Count VLFace Count
1 Not Authy """t y 0 0
2 Bengalui E 0 0

Import File:* | Choose File | No file chosen

2. Download the Template

File, Add data and Save
Existing Data: Ignore

Sample Template: ZDownload Template
A B C
S.No  Area Code Area Name Parent
1 NO.1 areal
2 NO.2 area2
Pay attention to the 3 NO.3 area3
Note Description

1. The header in file template is required
2.The Area Code and Area Name is Required fields
3. The Parent Area must be Area’s Code

Note: Only "txt’,'xIs",'csv" and “xlsx’ formats are supported

i Cancel

Click Confirm, to ensure and import the saved data file to the software.
How to move Employees between Areas (Personnel Transfer)

Personnel Transfer function lets you transfer the existing Employees from another Area or the Sub-area
to the specified Area or the Sub-area based on the Organization system.

asy Personnel Device Access System

& Organization B Bookmarks- T Filters -

Add Delete Import Personnel Transfer A S D M
Area Code & Area Name < Parent Device Count Employee Count Resigned Count FP Count Face Count VLFace Count

1 Not Authorized = 0 1 0 0 0 0
a 2 Bengaluru = 1 8 0 0 0 0
1. Select the Personnel Transfer X
Area code
Department Employee Q Selected
Employe... First Name Last Name Department Employe... First Name Last Name Department
1 Department 36 shyam Department
2 Department
35 ram Department
36 shyam Department
37 radhe Department
38 kanha Department
40 HR Department
70001 Prasanth Department
70604 Anish Department

3. Select the

Employee

Cancel

LY
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Only one Area or a Sub-area can be selected at a time to modify.
Manage and modify Employees Areas

On the Area interface, select the required Area or the Sub-area from the list to move in the
Employees.

Click Personnel Transfer to transfer the required Employees into that selected Area or the Sub-
area.

On the Personnel Transfer window, select the required Employees from the list displayed on the
left.

The selected Employee’s information will reflect on the right side of the Adjust Employee window.
Use the Department drop-down list or the Search option (search by Employee name or Employee
ID) to search for Employees.

Click Confirm, to ensure and adjust the Employees to the selected Area or the Sub-area.

Creating Regions for Holiday (Holiday location)
If you have multiple branches of your company in a different location. Then you can configure holidays
according to different locations. You can create a location here and assign personnel to the particular
location.

How to set up Location-based Holidays

Our Holiday Location interface facilitates you to set up the location-based holidays to your Employees
in different regions by specifying the geographical place.

On the Personnel module, click Organization, and then click Holiday Location to go to the Location
Interface.

admin/default

Zza sy WDM 5'_' Personnel Device Access System

2 - 4 Holiday Location %

& Bookmarks ~ Y Filters ~

@~

& Organization

Department

» Add Delete Import Personnel Transfer /S 9 0O e, =
Position i
it @i et b= e EmnmesEot e G Location
Area Bangalore
Location - 0 0 Ty

Holiday Location Bangalore - 0 0 o
¥ Employee Management &

Employee

Resign

& s0 0w Total 2 Recards 1

On this interface, you can create a new Location or a Sub-location, edit or delete the existing Locations or
the Sub-location, based on the necessity of the Organization.
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Location defines your organization territory and the service location whether geographically or by sector

nou "o "o

such as “Head Office, Bangalore, India”, “Manufacturing,”, “Server Room, Dunedin”, “Development, India”,

"o

“Marketing, Los Angeles”, “Sales, Seattle” and more.

A brief note about the columns displayed on the Location Interface
Location Code: Displays the unique code number of the Location.

Location Name: Displays the name of the Location.

Employee Count: Displays the total number of Employees in each Location.

Parent: Displays the Superior Department name.

Resigned Count.: Displays the total count of the resigned Employees in a Department.
Creating a Location (Add)

Add function lets you create a new name for a Location or a Sub-Location with a unique Location Code.

/default

a Sy Personnel Device Access System

@~

Department ‘oliday Location

it Organization
& Bookmarks Filters =

Department
,-.

b Add Delete Import Personnel Transfer - T 1 1 Y o &~
Position
. . Location
Location Cg - ke Parent Employee Count Resigned Count
Area 4. Click to add . Bangalore
- 0 0 & W

P aIoT . 0 0 @ w

& Employee Management Add X
Employee Location Code* 3

Resign Location Name®

5. Enter the
required details

Parent  ------n---

6. Click to
confirm

Cancel

Create a New Location or a Sub Location name
On the Holiday Location interface, click Add to create a new Location or a Sub-Location name.
Enter a unique Location Code and the required Location Name.

On the Parent field, select the required Location name from the list to define as the Parent location if
creating a new name for a Sub location.

After entering the details, click Confirm to save and update the newly created Location or the Sub-
Location name.
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How to remove the created Location (Delete)

Delete function lets you remove the existing data of the Location or the Sub-Locations from the list.

a sy Personnel Device Access System

Holiday Location ¢

it Organization

& Bookmarks ~ Y Filters

Department
. ,-.

Add Delets Import Personnel Transfer /A S 9D M A = ~
Location

Location Code Location Name Parent Employee Count Resigned Count
Bangalore

- Location s 0 0 EAR |
it . 0 0 @ w
& Employee Manag Prompt X

\‘\

Employee

Are you sure you want to delete the selected 1
Resign 6. Click to
delete
Confirm Cancel

Delete the existing Location or a Sub Location

On the Location interface, select the required Location or the Sub-location data from the list.
Click Delete, to delete the selected Location or the Sub-location data.

Click Confirm, to ensure and delete the selected Location or the Sub-Location data from the list.
How to import location or a Sub Location

Import function lets you import the data of the Location.

Import the existing Location or a Sub Location

On the Location interface, select the required Location or the Sub-location data from the list.
Click Import, to import the selected Location or the Sub-location data.

Click Confirm, to ensure and import the selected Location or the Sub-Location data from the list.
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/default

a sy Personnel Device Access System

Holiday Location

5. Click
here

&% Organization

& Bookmarks ~ T Filters ~

Department

. -— ~
P Add Delete Import Personnel Transfer S S 9D 0O e = &
Position
Location Code Location Name Parent  Employee Count Resigned Count Location

Area = Bangalore

Location o 0 0 (& Ta]

Bangalore = 0 0 (& T

& Employee Manag
mport 6. Choose x
the file

Import File: | Choose File | No'fils chosen

Existing Data:  Ignore

Sample Template: &Download Template
A B C
S.No Location Code Location Name Parent
1 NO.1 Location1
O 50 v 2 NO.2 Location2
3 NO.3 Location3
Description

1. The Header in File template is required
2. The Lacation Code and Location Name are Required fields
3. The Parent Location must be Location's Code

Note: Only "txt’xls’ ‘csv’ and ‘slsx’ formats are supported

7. Click to
Comfirm
Confirm Cancel

How to move Employees between Locations (Personnel Transfer)

Personnel Transfer function lets you transfer the existing Employees from another Location or the Sub-
Location to the specified Location or the Sub-Location based on the Organization system.
Only one Location or a Sub-location can be selected at a time to modify.
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Personnel Device Access

Holiday Location

System

o m
Add Delete e pRa— e Z S 09D 0 e o= <
Location Code Location Name Parent  Employee Count Resigned Count Location
. Bangalore
Location - 0 0 & 1
Bangalore a 0 0 7 T
& Employee Management & f
Personnel Transfer x
Employee
Resign Department Employee Q Selected 0
Employee ... First Name Last Name Department Employee ... First Name Last Name Department
70848 Dada QA
50~ Tote 1 Records .
6. Click to
Confirm

Zonfirm Cancel

Manage and modify Employees Locations

On the Location interface, select the required Location or the Sub-location from the list to move in the
Employees.

Click Personnel Transfer to transfer the required Employees into that selected Location or the Sub-
Location.

On the Personnel Transfer window, select the required Employees from the list displayed on the left.
The selected Employees information will reflect on the right side of the Adjust Employee window.

Use the Department drop-down list or the Search option (search by Employee name or Employee ID) to
search for Employees.

Click Confirm, to ensure and adjust the Employees to the selected Location or the Sub-location.
How to edit the created Location (Edit)

Edit function lets you edit the existing data of the Location or the Sub-Locations from the list.
Edit the existing Location or a Sub location

On the Location interface, select the required Location or the Sub-location data from the list.

Click edit, to edit the selected Location or the Sub-location data.
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Click Confirm, to ensure and edit the selected Location or the Sub-Location data from the list.

5.2 Managing an Employee Account (Employee Management)

Our Employee Management module helps you to stay organized by maintaining all your employee data
up to date, which saves you an ample amount of time and also helps you to retrieve employee information
of your organization at any pointin time.

On the Employee Management module, you can add, modify, terminate, or revive the Employee details
of your organization.

On the Personnel module, click Employee Management to go to the Employee Management module.

I |

Our Employee interface facilitates you to update, sync, upload and retrieve Employees' personal, medical,
and identity information so that you need not delve into multiple papers and documents; and thus, eases
your work and saves your time.

5.2.1 Employee

On the Personnel module, click Employee Management, and then click Employee to go to the
Employee Interface.
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asy /DN Personnel Device Access System

* o = [Emoa]

&4 Organization v & Bookmarks~ Y Filters ~

& Employee Managementa Add Delete Import Personnel Transfer More settings
2 Employee Id First Name Department Position Code Device Privilege

Department - Employee

Resign 3 Department - Employee
ram Department - Employee

shyam Department = Employee

radhe Department - Employee

kanha Department - Employee

HR Department - Employee

Prasanth Department 1 Employee

Anish Department 1 Employee

On this Interface, you can add a new or delete the existing Employee information and even enables you
to transfer, modify and terminate a temporary or permanent Employee of your Organization.

Some common examples of the Employee Information include "Employee Name", "Identity Proof",
"Biometric details", "Personnel Information" and more.

A brief note about the columns displayed on the Employee Interface
Employee Id: Displays the identity number of each Employee.

First Name: Displays the First name of each Employee.

Department: Displays the Department names of each Employee.

Position Code: Displays the unique Position Code of each Employees'.

Device Privilege: Displays the Employees' Device privilege.

Area: Displays the located Area of each Employee.

Fingerprint: Displays the registered Fingerprint count of each Employee.

Face: Displays the registered Face count of each Employee.

Palm: Displays the registered Palm count of each Employee.

VL Face: Displays the registered Face count captured from the Visible Light Devices.

Update Time: Displays the Updated time of each entry.
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Functions available on the Employee Management Interface
How to create an Employee Account (Add)

On the Personnel Module, go to Employee Management, and click Employee Interface to create an
Employee Account.

Add function lets you add the new Employee details with the unique Employee ID and update the
Employee's personal information.

Personnel Device Access

2. Enter the
required details

3. Click
here

Add a New Employee

» On the Employee interface, click Add to add a new Employee.

« Enter the mandatory fields, the unique Employee ID, Employee's First Name, and then select the
Department, Position, and the Area (Employee's work department, position, and location) from the
drop-down list.

«  After entering the mandatory details, click Confirm to save created Employee Account.
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Note: Employees are allowed to punch only within their validity period. Punching will be restricted
after the validity has expired.

Where and how to update Employee Information

On the Personnel module, go to Employee Management, click Employee interface, and then either click
Edit or click the required Employee ID to update Employee Information.

Profile

On the Add window, under Profile, you can enter the following data.

Profile

Employes Id* First Name*
Department® . Last Name
Position®  —----me--- Area®  —eeeeeeees
Employment Type = -—-——-- Date of Joining
Validity Start Date Validity End Date

Employee Id: Enter the Employee Id of the Employee.

First / Last Name: Enter the First and Last name of the Employee.

Department: Select the department of the employee.

Position: Select the Organization Position or the designation of the Employee from the drop-down list.
Area: Select the Area of the Organization.

Employment Type: Select the required Employment Type Permanent or Temporary for the
Employee, based on the Employment discussion.

Date of Joining: Choose the Date of Joining or the joined date of the Employee from the calendar.
Photo: Click on the photo to upload the image of the Employee.
Validity Start Date: The date from which the employee’s access or punching begins and becomes active.

Validity End Date: The date on which the employee’s access or punching expires, after which punching
will no longer be allowed.

Personal Information

On the Personal Information tab, you can update the Employee's specific data.
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Personal Information Device Settings
Aadhaar No. Mick Name Gender -
Passport No. Mobile Wot::!rcycle
License
) Aut bil
Contact no. Office Tel utemabils
License
Card Mo. Religion City
P nt _ _
er’:;adriss Pincode Emai
Birthday Mationality

Aadhaar No: Enter the Employee's 12-digit unique identification Aadhaar number issued by the
government.

Nick Name: Enter the nick name or local name of the employee.

Gender: Select the sociocultural expression of the Employee from the drop-down list.

Passport No: Enter the Employee's official travel document number issued by the government.
Motorcycle License: Enter the Employee's driving authorization number issued by the government.
Automobile License: Enter the Employee's driving authorization number issued by the government.
Contact No: Enter the personal or official contact number of the Employee.

Mobile: Enter the alternative or the wireless cellular phone number of the Employee.

Nationality: Enter the legal Nation or the Country name of the Employee.

City: Enter the Employee's city name.

Permanent Address: Enter the Employee's permanent address.

Email: Enter the Employee's official Email ID.

Birthday: Enter the Employee's birth date. User can generate the Birthday report in Attendance Module.
Office Tel: Enter the Employee's Office desk contact number.

Religion: Enter the religious practice of the Employee.

Pin Code: Enter the postal code number of the Employee.

Card NO: Enter the Biometric Device RFID Card number of the Employee.
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Device Settings

On the Device Settings tab, you can set the Employee's Device Registration data.

Personal Information Device Settings
Verification Mode  Any Device Privilege Employee
Device Password
Enroll Device FP Registered(v10)

Verification Mode: This will be the mode of authentication through the device. Select the Employee's
Device verification mode from the list.

Device Password: Set the personnel password for the device. The black-and-white T&A device supports
passwords with only five digits. The color-screen T&A device supports passwords with only eight digits.
Passwords with digits exceeding the specified length are cut out by the system automatically. When you
change a password, clear the old password in the text box and then enter the new password.

Enroll Device: This field is automatically updated with the Device Serial Number after the Employee is
registered in that Device.

Device Privilege: Select the Device authorization type of the Employee.

FP Registration(v10): Using this function, you can remotely enroll personnel fingerprint. For this, you
need to connect a USB fingerprint reader to your PC. Once reader is successfully connected to the PC, click

Enroll, to register the Employee's Fingerprint.
Edit Function

Edit function lets you edit the existing Employee from the software. To edit existing Employee details,
perform the below steps:
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Personnel Device Access System

® troomvew: 1, Click on the
Employee ID or
icon

2. Enter the
details

» On the Employee interface, select the required Employee to be edited from the list.

| &
» Click Employeeid or — Editicon, to edit the selected Employee.

« Edit the required details and click Confirm.

Deleting an Employee Account (Delete)

On the Personnel module, click Employee Management, and then click Employee interface to remove
or delete an Employee account.

Delete function lets you remove the existing data of the Employee from the list.
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Personnel Device Access
Employee

I BoakrnarkSvn Filters

gement a Add Delete Import Personnel Transfer More settings

System

U * First Name = Department Position Code Device Privilege Area

U Department - Employee Bengaluru

D P Department = Employee Bengaluru

n B ram | Department = Employee Bengaluru

D B shya = : : ’ Employee Not Authorized

Il radf Prompt X B Employee Bengaluru
1. Select the il kank M Employee Bengaluru
employee Id U f HR_ Are you sure you want to delete the selected 1 B Employee Bengaluru

U i Prasi item? | B Employee Bengaluru

[l Anis| P Employee Bengaluru

N Cancel

Delete the existing data of the Employee:

On the Employee interface, select the required Employee data from the list.

Click the Delete or ] Delete icon, to delete the selected Employees' data.
Click Confirm, to ensure and delete the selected Employee's data from the list.

Import Employee Details (Import)

Import function lets you add a new or update the existing data to the Software.

casy WDMS : Personnel Device Access Syste

Employee

&2 Organization & Bookmarks~ T Filters vp

& Employee Management.a Add Delete Import Personnel Transfer

2 Employee Id Import Employee Drepartn

Resign Import Photo SEE:::
ram Departn

shyam Departn

radhe Departn

kanha Departn

HR Departn

Prasanth Departn

Anish Departn
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Functions available under Import

Import Employee
Import Photo

Importing Employees from Device to the Software

On the Personnel module, click Employee Management, and then click Employee interface, to import
the newly registered Employee from the Device to the Software.

Import Employee

Import Employee function lets you add a new or update the existing Employee data to the Software.

Personnel Device Access System

@ Bookmarks- Y Filters -

Add  Delete | Impoit Pe\scnsr More settings
Employee Id Department Position Code Device Privilege Area Fingerprint Face  Pam  VLFace Update Time

Import Employed

|mport Photo Department 1 Employee Not Authorized - - - - 2023-02-1 jof

& Employee Management ~ 4. Upload the saved file

Import Employee X

Resign |mport File;* [Choose File | No file chosen

3. Download the template; Add

Existing Data: Ignore data and save file

Sample
Template:

A B c D E F G H

Su.. Employee.. FirstN.. Departmentid Department.. PositionC.. Position Na.. Gender Date of Joi..
1 10001 Koi 1 HR 1 Director Male /Fe.. 2016-10-14
2 10002 Koe 1 HR 1 Director Male /Fe.. 2016-10-14

10003 Kosan 1 HR 2 Manager As... Male/Fe..  2016-10-14

Description

1.The header in file template are required
2.The Employee ID First Name,Department I Area Code are Required fields
3.The Card Number must be unique

ote: Only 'txt, xis’ esv’ and ‘sisx formats are supported

Pay attention to the notes

. Cancel

Import a new or update the existing Employee data on the Software:

On the Employee interface, click Import, and then select Import Employee from the drop-down
list to import a new or update the existing Employee data on the Software.

Click Download Template, to view and imply the same structure format specified on the
template document.

Please make sure that the employee details, which is to import, follow the guidelines specified in
the description of the Import window.

On the Import window, click Choose File to select the file from the PC to import.

Based on the import type, there are two options available in the Existing Data field.

Choose Overwrite, if the existing Employee data on the Software needs to be updated with the
imported document.

Choose Ignore if the modification is not required for the existing Employee data on the Software.
Click Confirm, to ensure and import the saved data file to the software.
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Importing Employee’s Photo from the System (Import Photo)

On the Personnel module, click Employee Management, and then click Employee interface, to import
the Employee photo to the Software.

Import Photo function lets you add a new or change the existing Employee's Photo to the Software.

F.] Sy Personnel Device Access System

v o = [0

& Organization - & Bookmarks= ¥ Fillersﬂ

¥ Employee Managementa Add Delete Import Personnel Transfer More settings S DD e

Employee Id T Department Pasition Code Device Privilege Area Fingerprint Face Palm  VLFace  UpdateTime

Department Bengaluru

mport Photor ‘
ram ‘ dep
X

shyam

3. Upload Photo Bengaluru

engaluru

radhe

kanha

Overwiite* No lanore Error No
Pay attention to the

Notes “Notice

1.The name of photo must be employee ID.

2The size of photo maximum 25kb.
3.The employee photo must be jpg format.
Cancel

Import a new or change the existing Employee Photo:

+ On the Employee interface, click Import, and then select Import Photo from the drop-down list
to import a new or to change the Employee's existing Image.

» Please make sure that the image, which is to import, follows the guidelines specified in the
description of the Import window.

s Onthe Import window, click Upload to select the image file from the PC to import.

o Click Clear if the image uploaded is not needed or does not meet the standards provided in the
description.

» Based on the import type, there are two options available in the Overwrite field.

« Choose Yes if itis required to revise the Employee's existing image with the imported image.

« Choose No if it is not required to revise the Employee's existing image with the imported image.

» Choose Ignore Error, if the modification is not required for the existing Employee's image on the
Software.

o Click Confirm, to ensure and import the saved image to the software.
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Personnel Transfer function

Personnel Transfer function eases the employee's migration or transference from one area, team,
department, or one position to another at the same or different location, which helps an employee gain
extensive and wide-ranging experience within the Organization.

Personnel Device Access System

& Bookmarks-

T Filters -

Add Delete Import

Employee Id Position Code Device Privilege Area Fingerprint Face Palm VL Face

4. Select the
Employee ID

Resignation

Functions available under Personnel Transfer

Department Transfer
Position Transfer
Move to New Area
Copy to New Area
Resignation

How to move Employees between Departments (Department Transfer)

On the Personnel module, click Employee Management, and then click Employee to move Employees
between Departments.
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‘Zasy WDMSE Personnel Device Access System

= [ewon]

& Bookmarks~

Y Filters ~

P
Area Fingerprint Face  Pam  VLFace Update Time
Not Authorized - - - - 2023-02-1

Add  Delete  Import
Employee Id Fil

& Em; 1. Selectthe
Employee ID

Resign epartment Transfer x

This function lets you transfer the Employees between Departments or the Sub departments within the
Organization.

Transfer Employees Department or the Sub-department:

On the Employee interface, select the required Employees from the list to move to another
Department or the Sub-department.

On the Personnel Transfer menu, click Department Transfer to transfer the selected Employees.
On the Department field, select the required Department or the Sub-department from the drop-
down list.

Use the Expand/Collapse option or the Search option to search for the specific Department or
the Sub-department.

On the Remarks field, write the reason for transferring the Employees.

Click Confirm, to ensure and transfer the selected Employees to the required Department or the
Sub-department.

How to move Employees' Positions (Position Transfer)
On the Personnel module, click Employee Management, and then click Employee to move Employees'

positions. This function lets you move the Employees from the existing Position or the Sub position to
another Position or the Sub position within the Organization.
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Personnel Device Access

System

W Employee 1. Select the
Employee ID

4. Enter the
required Details

Transfer Employees Position or the Sub position:

On the Employee interface, select the required Employees from the list to modify their Position
or the Sub position.

On the Personnel Transfer menu, click Position Transfer to transfer the required Employees'
existing Position or the Sub position.

On the Position field, select the required Position or the Sub position from the drop-down list.
Use the Expand/Collapse option or the Search option to search the specific Position or the Sub
position.

On the Remarks field, write the reason for moving the Employees.

Click Confirm, to ensure and move the selected Employees to the required Position or the Sub-
department.

Transferring Employees to New Area (Move to New Area)

On the Personnel module, click Employee Management, and then click Employee to move Employees
between Areas.

This function lets you shift the Employees from the existing Area or the Sub-area to another Area or the
Sub-area within the Organization.
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Personnel Device Access System

B Bookmarks- Y Filters - "n
Add Delete Import Person isfer More settings 7 S 9

Employee Id Position Code Device Privilege Area Fingerprint face  Pam  VLFace Update Time

1 Employee Not Authorized = - = = 2023-02-1 &

Fir' Department Transfer

e position Transfer

& Employec 4, Select the

Employee ID Copy to New Arel—

Resignation
Move to New Area X

J e —

Remarks:

4.Enter the
required Details

m Cancel

Transfer Employees Area or the Sub-area:

On the Employee interface, select the required Employees from the list to modify their Area or
the Sub-area.

On the Personnel Transfer menu, click Move to New Area to shift the required Employees'
existing Area or the Sub-area.

On the Area field, select the required Area or the Sub-area from the drop-down list.

Use the Expand/Collapse option or the Search option to search the specific Area or the Sub-area.
On the Remarks field, write the reason for shifting the Employees.

Click Confirm, to ensure and shift the selected Employees to the required Area or the Sub-area.

Copy the Employees Details to New Area (Copy to New Area)

On the Personnel module, click Employee Management, and then click Employee to move Employees
between Areas.

This function lets you shift the Employees from the existing Area or the Sub-area to another Area or the
Sub-area within the Organization.
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W Employee 1. Select the
Employee ID

Transfer Employees Area or the Sub-area:

On the Employee interface, select the required Employees from the list to modify their Area or
the Sub-area.

On the Personnel Transfer menu, click Copy to New Area to shift the required Employees'
existing Area or the Sub-area.

On the Area field, select the required Area or the Sub-area from the drop-down list.

Use the Expand/Collapse option or the Search option to search the specific Area or the Sub-area.
On the Remarks field, write the reason for shifting the Employees.

Click Confirm, to ensure and shift the selected Employees to the required Area or the Sub-area.

How to move Employees Profile to Terminated Account (Resignation)

On the Personnel module, click Employee Management, and then click Employee to terminate
Employees' Accounts.

This function lets you authoritatively terminate, relocate the Employees' regular or permanent position
based on your organization standards.
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Personnel Device Access. System

& Organization & Bookmarks- Y Filters - ’B
Department Add Delete Import Personnel Transfer More settings ]

ion Employee Id

sartment Position Code Device Privilege Area Fingerprint Face  Palm  VLFace Update Time
sartment 1 Employee Not Authorized = s = = 2023-02-1.. o

Firt  Department Transfer

Area tes position Transfer
Move to New Area

% Employee Mar,

1. Select the

Copy to New Area
Employee ID =

Resi

Resignation Date*:  2023-02-13
Resignation Type*: Quit
Report Generation End Date*: 2023-02-13
Attendance*: Disable

Resign Reason

4. Enter the
required Details 2 Cancel

Employees’ Resignation

On the Employee interface, select the required Employees from the list to terminate or transfer
their position permanently.

On the Personnel Transfer menu, click Resignation to officially terminate or transfer the selected
Employees.

On the Resignation Date field, select the last working day of the Employee and on the
Resignation Type, select the mode of Resignation.

On the Attendance field select Enable to calculate attendance till the last working date or select
Disable to stop the attendance calculation and on the Reason field, write the reason for resigning
or transferring the selected Employees.

Click Confirm, to grant the selected Employees either the transfer or the resignation from their
responsibility.

Employee Data Management (More Settings)

On the Personnel module, click Employee Management, and then click Employee to manage
Employee data in Device and Software.

Functions available under More Settings
Resynchronize to Device

Re-upload from Device
Delete Biometric Template
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asy
®q

& Organization -

& Employee Management

4. Select the
Employee id

Personnel

Employee
& Bookmarks~

Add Delete
Employee Id

Device

Y Filters ~

Import

First Name

ram
shyam
radhe
kanha
HR
Prasanth
Anish

Total 8 R:

Access

System

Personnel Transfer | More settings

Departm § gesynchronize to device
Departm
Departm

Departm

Re-upload from device

Delete Biometric Template

Department
Department
Department
Department
Department
Department

ecords

Device Privilege
Employee
Employee
Employee
Employee
Employee
Employee
Employee
Employee
Employee

Area Face Palm VL Face

Fingerprint

Bengaluru
Bengaluru
Bengaluru
Not Authorized
Bengaluru
Bengaluru
Bengaluru
Bengaluru
Bengaluru

How to Resynchronize Data to Device (Resynchronize to Device)

P
Update Time
2022-05-12 14:44]

On the Personnel module, click Employee Management, and then click Employee to resynchronize
Employee data to Device.

This function lets you sync or merge the Employees' data from the Software to the Device.

asy
LY

@ Organization

o Employee Management &

2

4. Select the
Employee id

Personnel

Employee

& Bookmarks~

Add Delete
—

Employee Id

Device Access

Y Filters ~

Import Personnel Transfer

First Name

ram
shyam
radhe
kanha
HR
Prasanth
Anish

System

More settings
Departm
Departm
Departm
Departm
Department
Department
Department
Department
Department
Department

Re-upload from device

Delete Biometric Template

Resynchronize to device‘ Device Privilege

Employee
Employee
Employee
Employee
Employee
Employee
Employee
Employee
Employee

Area Fingerprint Face  Palm  VLFace
Bengaluru - - -

Bengaluru

Bengaluru

Not Authorized

Bengaluru

Bengaluru

Bengaluru

Bengaluru

Bengaluru

Prompt

X

Are you sure you want to resynchronize User
data to device?

Cancel

Total 9 Records

Resynchronize Employee Data from Software to Device

7 [
Update Time
2022-05-12 14:44;
2022-05-12 14:44;
2022-05-12 14:44;
2022-05-12 16:04;
2022-05-12 14:44;
2022-05-12 14:44;
2022-05-12 14:44;
2022-05-12 14:124
2022-05-12 14:124

o On the Employee interface, select the required Employees' data from the list to sync or merge to
the Device.
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o On the More Settings menu, click Resynchronize to device, to sync or merge the selected
Employees' data to the Device.

o Click Confirm, to sync the selected Employees' data to the Device.

Re-uploading Employee Data from Device (Re-upload from Device)

On the Personnel module, click Employee Management, and then click Employee to re-upload
Employee data from Device.

This function lets you sync or merge the Employees' data from the Device to the Software.

asy DN Personnel Device Access System

® Q = Employee
£ O T & Bookmarks~ Y Filters -
@& Employee Management Add Delete Import Personnel Transfer More settings
2 Employee Id First Name Departm Resynchronize to dewceﬂDevice Privilege Area Fingerprint Face
Resign Departm Re-upload from device Employee Bengaluru - N
tesign| 3 Departm Employee Bengaluru
ram Departm Delete Biometric Template Employee Bengaluru
shyam Department - Employee Not Authorized
4. Select the radhe Department - Employee Bengaluru
E.mployee id kanha Department = Emnloves Bennaluru
HR Department Re-upload from device
Prasanth Department 7. enter the details
Anish Department Device* All
Serial Number
4
% Cancel
C 20 v n Total 8 Records Page m

Re-upload Employee Data from Device to Software

» On the Employee interface, select the required Employees' data from the list to sync or merge
from the Device.

e On the More Settings menu, click Re-upload from device, to sync or merge the selected
Employees' data from the Device.

o On the Device field, select from the drop-down list either All, to sync or merge the selected
Employees' data from all the connected devices, or select Specified, to sync or merge the selected
Employees' data from the specific Devices only.

» On the Device field, if you select Specified, then on the Serial Number field enter the serial
numbers of the Devices from which you need to sync the Employees' data to the Software.

»  Click Confirm, to sync the selected Employees' data from the Device to the Software.
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How to remove Bio-metric Template of an Employee (Delete Biometric Template)

On the Personnel module, click Employee Management, and then click Employee to delete the Bio-

metric template of the Employees.

This function lets you delete or remove the Employees' retained Biometric Impression from the Device.

Personnel Device

Employee

& Bookmarks~

asy
® Q=
& Organization -

= Employee Management « Add Delete
—

2 Employee Id

Resign| "3

4. Select the
Employee id

Access

Y Filters ~

Import

First Name

ram
shyam
radhe
kanha
HR
Prasanth
Anish

System

Personnel Transfer

Departm
Departm
Departm
Departm:
Department
Department
Department
Department
Department
Department

Total 9 Records

Delete Biometric Template from the Device

More settings

Resynchronize to device Device Privilege
ployee
ployee

Employee

Employee

Re-upload from device

Delete Biometric Template

Area

Bengaluru
Bengaluru
Bengaluru

Not Authorized

Delete Biometric Template
Fingerprint*: No
Face*: No
Finger Vein*: No
Palm*; No

VL Face*: No

Fingerprint

7. Select the Details

2

» On the Employee interface, select the required Employees from the list to delete their Biometric
Impression from the Device.
s On the More Settings menu, click Delete Biometric Template to delete the retained Biometric
Impression of the selected Employees from the Device.
» On the Fingerprint, Face, Finger Vein, and Palm drop-down list boxes, select Yes, to delete the

retained Biometric Impression or select No, to keep the same (it is No by default).

o C(lick Confirm, to remove or delete the unrequired Biometric Impressions of the selected

Employees.
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Managing Employee's Resignation (Resign)

Our Resign interface manages the discrete resignations professionally and systematically, which
simplifies your work and avoids unnecessary interruptions and obstructions. Resignation plays a crucial

role in proficient organizations primarily in thriving enterprises.

On the Personnel module, click Employee Management, and then click Resign to go to the Resign

Interface.

On this Interface, you can add a new, delete or restore the resigned Employee information and even
enables you to transfer, modify and terminate a temporary or permanent Employee of your Organization.

(;..f_asy /DMS*™ Personnel Device Access System
— 1
* o = [
& Organization v & Bookmarks~ T Filters =

& Employee Management a Add Delete Rehire Import Disable Attendance
Employee 2 Employee Id First Name Last Name Department
: shyam - Department
nesigq ram . Department
anish - Department

Position

Resign Type
Quit
Quit
Quit

Resign D)
2022-05
2022-05
2022-05

A brief note about the columns displayed on the Resign Interface

Employee id, First Name, Last Name: Displays the Employee id and direst and last name of employee.

Department: Displays the Employee's Department.

Position: Displays the Employee's Position.

Resign Type: Displays the Employee's Resignation type.

Resign Date: Displays the Employee's Resign or the last working date.
Attendance: Displays the Employee's Attendance status.

Resign Reason: Displays the Employee's relieving reason.

Report Generation End Date: Displays the Report Generation End Date
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Functions available on the Resign Interface
How to Terminate the Employees

On the Personnel module, click Employee Management, and then click Resign to terminate the
Employee’s Account.

Add Function

Add function lets you add the Employees' data who are getting dismissed from their responsibility in your
organization.

Personnel Device Access

T
Om. ¥ Fiters -
& Employee Managementa Ad Delete Rehire Import Disable Attendance

System

\:\ Employee Id First Name Last Name Department Position Resign Type < Resign Date < Resign Reason Report Generat,
[1]36 shyam = Department s Quit 2022-05-12 2022-05-12
\:\ 35 | ram =  Department -  Quit | 2022-05-12 2022-05-12
(] N Add % LZOZZ*US—WZ

Department Employee Q Selected

Employe... First Name Last Name Department Employe... First Name Last Name Department

2 Department 70001 Prasanth Department
37 radhe Department

38 kanha Department

40 HR Department

70001 Prasanth Department

70604 Anish Department

. Select the

Employee

20 v Total 6 Records

Resign Date* 2022-05-12 Report Generation End Date*  2022-05-12
Resign Type* Quit Attendance* Enable
Resign Reason
3. Enter the details
‘- Cancel

Add the Employee’s Resignation details:

On the Resign interface, click Add to include the Employees' resignation information.

On the Add window, select the required Employees' names from the list on the left.

The selected Employees' names will reflect on the right side of the Add window.

Use the Department drop-down list or the Search option (search by Employee name or Employee
ID) to search for the required Employees.

On the Resign Date field, select the last working date of the selected Employees.

On the Resign Type field, select the kind of resignation from the drop-down list.

On the Attendance field select Enable to calculate attendance till the last working date or select
Disable to stop the attendance calculation.

On the Resign Reason field, based on the type of resignation write the reason for resigning the
selected Employees.

Click Confirm, to update the resignation details for the selected Employees.
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Edit Function

Edit function lets you edit the existing Resign Data from the software. To edit existing Resign details of

employee, perform the below steps:

On the Resign interface, select the required Employee to be edited the resign data.

Click Employee id or Edit icon, to edit the selected Resign data of Employee.
Edit the required details and click Confirm.

Rehire  Import  Disable Attendance

ram - Departm... - = 122-05-12 Disable
anish . Departm... - : 122-05-12 Disable

2. Enter the Details

d FirstName lastNa.. Departm.. Position  ResignType = Resign Date = Resign Reason M
shyam - Departm.. - Quit 2022-05-12 2022-05-12 Disabl 4

Deleting Employees from the Terminated list (Delete)

On the Personnel module, click Employee Management, and then click Resign to delete the
Employee’s Account from the terminated list.

(74
@

Delete function lets you remove or discard the existing resignation details of the Employees from the

list.

Personnel Device Access System

= Bcaolcrnarksﬂ Filters =
& Employee Management a Add Delet Rehire Import Disable Attendance

Employee Id First Name Last Na.. Departm... Position Resign Type < Resign Date <  Resign Reason
- ﬂ 36 shyam = Departm... - Quit 2022-05-12
35 ram - Departm... - Quit 2022-05-12
1. Select the 1 E— - Marartem - Quit 2022-05-12
Employee id Prompt X

Are you sure you want to delete the selected 1

item?

Cancel
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Delete the existing Department or a Sub Department

On the Resign interface, select the required Employees' resignation details from the list.

Click Delete or D Delete icon, to delete the selected Employees' resignation details.
Click Confirm, to delete the selected Employees' resignation details from the list.

How to Reinstate the Terminated Employee's Account (Rehire)

On the Personnel module, click Employee Management, and then click Resign to reinstate the
terminated Employee’s Account.

Rehire function lets you revive or restore the Employees from the resignation list.

Personnel Device Access

L3

& Bookmarks~

System

Y Fil

2al

™ Employee Managementa Add Delete Rehire Import Disable Attendance

Employee Id First Name Last Na... Departm... Position Resign Type < Resign Date & Re
4 6 shyam = Departm... - Quit 2022-05-12

35 ram = Departm... - Quit 2022-05-12

1. Select the 1 anish = Departm... - Quit 2022-05-12
Employee Id

Prompt X

Are you sure to rehire the selected employee?

Cancel

Reinstate the Employees from the Resignation list:
On the Resign interface, select the required Employees from the resignation list.

Click Reinstate, to restore the selected Employees from the resignation list.
Click Confirm, to restore the selected Employees from the resignation list.

Importing Employee's Account to Termination (Import)

On the Personnel module, click Employee Management, and then click Resign to import the Employee’s
Account to termination.

Import function lets you add a new or update the existing Employees' resignation details to the Software.
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Personnel Device Access System

& Bookmarks~ ¥ Fllters ~ np
% Employee Managementa Add Delete Rehire Impo Disable Attendance

| | Employeeld First Name LastNa.. Departm... Pgsition Resign Tune Resign Date & Resign Reason Report Generation End Date + Atten:
mIES shyam L= 3 Upload the saved l2n23.05_12 L 2022-05-12 Disab|
Olas ram| Import file % | 2022-05-12 Disab
O anish b 2022-05-12 Disab

Impert File:* | Choose File”| No file chosen

2. Download the
Existing Data: lgnore Temp;:t;! ’523: Data
Sample Template: &Download Templat®

A B C D
S.No Employee Id Resign Date Resign Type Resign Reason
1 10001 2018-07-18 Quit

Description
1.The header in file template are required
2.The Employee ID,Resign Date,Resign Type, are Required fields

Pay attention
to the Notes Note: Only “txt’,'xls’, csv’ and "xlsx’ formats are supported

Cancel

A

Import a new or update the existing Employees’ Resignation details:

On the Resign interface, click Import to import a new or update the existing Employees'
resignation details.

Click Download Template, to view and imply the same structure format specified on the
template document.

Please make sure that the document, which is to import, follows the guidelines specified on the
description of the Import window.

On the Import window, click Choose File to select the file from the PC to import.

Based on the import type, there are two options available on the Existing Data field.

Choose Overwrite, if the existing Employees' resignation details on the Software needs to be
updated with the imported document.

Choose Ignore if the modification is not required for the existing Employee data on the Software.
Click Confirm, to ensure and import the saved data file to the software.

Disabling Employees' Attendance (Disable Attendance)

On the Personnel module, click Employee Management, and then click Resign to disable the
Employee’s Attendance.

Disable Attendance function lets you end the attendance calculation for the resigned or the transferred
Employees based on your organization standards.
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1. Select the
Employee Id

Prompt >

Are you sure to disable Attendance function for
1 item selected employee?

Cancel

Disable attendance for the Employees:

« On the Resign interface, select the required Employees from the resignation list.
» Click Disable Attendance, to stop the attendance calculation of the selected Employees from the
resignation list.

o Click Confirm, to disable or end the selected Employees' attendance calculation from the
resignation list.
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6 Integrating our Software and the Device

Device

Our Device module manages the implementation and maintenance process of the Biometric Devices,
which facilitates the proper tracking of the Employee attendance and transaction details. To know how to
add a device click here.

It eases the configuration of the Biometric Devices by ensuring consistency between the physical and the
logical assets.

It administrates the setup of mobile applications, Device instructions, Employee announcements,

capturing and uploading of Employee data, maintenance of logs, attendance, and the transaction details
among the Devices.

P—

Security

Configuration
\

Monitoring
Biometric

Devices I/
4 Acess Control
|

P—

P —

Notification

Management I
\ )/ Remote Access

Features of the Device module

» Centralized Device Management

s Mobile Workforce Management

o Work Code Management

o Device Data synchronicity

»  Customized Announcements for individual or all Employees
» Security and Threat Detection

o Tracking down of Anomalies
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aSy DN Personnel Device Access

~ o =[]

& Device Management &

System

& Bookmarks~ Y Filters ~

Add Delete Add New Area Clear Commands Clear Data Data Transfer Device Menu
Device C: 3 and Serial Number Device Name Area Area Code Device IP Status  Last Activity User Count  Fingerprint Count  Face Count Palm Count Transaction

Auto add Bengaluru 2 10.10.20.81 o 2022-05-1217:31:04 8 1 1 0] 4
% Message

Data

D log

©f Configurations

6.1 Device Management

Our Device Management simplifies you to mount and manage the Biometric Devices in your
Organization with the necessary configurations to track and maintain the Time and Attendance data of
your Employees.

On the Device Management, you can set instructions to the Devices, and add, remove, or modify Devices
and its locations.

On the Device module, click Device Management to go to the Device Management module.

6.1.1 Device

Our Device interface eases you to set up and administrate the Biometric Devices and its locations of your
organization.

On the Device module, click Device Management, and then click Device to go to the Device Interface.

asy DN Personnel Device Access System

v o =[]

& Device Management &

& Bookmarks~ Y Filters -

Add Delete Add New Area Clear Commands Clear Data Data Transfer Device Menu

Device C 3 and Serial Number Device Name Area Area Code DevicelP  Status Last Activity User Count  Fingerprint Count  Face Count Palm Count Transaction

Auto add Bengaluru 2 10102081 @ 2022-05-1217:31:04 8 1 1 0 4
Message

Data

J log

& Configurations
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On this Interface, you can add a new Device, modify, or delete the existing Devices, manage the existing
Device locations, transfer Data and more.

A brief note about the columns displayed on the Device Interface

Serial Number: Displays the unique Serial Number of the Device. By default, the company name will get.
It is displayed as default when there is no Company added.

Device Name: Displays the Device Name.

Area: Displays the Device's Area Name.

Area Code: Displays the Device's Area Code.

Device IP: Displays the Device IP address.

Status: Displays the Device (Active or Inactive) Status.

Last Activity: Displays the Device's last activity date.

User Count: Displays the User count registered in the Device.

Fingerprint Count: Displays the registered Fingerprint count stored in the Device.
Face Count: Displays the registered Face count stored in the Device.

Palm Count: Displays the registered Palm count stored in the Device.
Transaction Count: Displays the total transaction count of the Device.
Command: Displays the total Device command count stored in the Device.

Company Name: Displays the Device’s company name.

Functions available on the Device Command Interface

How to Set Up the Device (Add)

First, connect the Device to the required network cable and then log in to easyWDMS.
On the Device module, click Device Management, and then click Device interface.

Add function lets to add the mounted Device to the software.
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Add Delete ‘Add New Area Clear Commands. Clear Data Data Transfer Device Menu
Serial Number * Device Name * Area ¢ AreaCode  DewicelP  Status  LastActhity  UserCount  Fingerprint Count FaceCount  PalmCount  Transaction Count Command  Company Name

sevice Name
onnection Request Interval(secl* 10
Device Direction Device InfOut 2. Enter the required
details

Add the Mounted Device

On the Device interface, click Add to add the newly mounted Device to the software. Enter the required
details.

Company Name: Select the company name that the device belongs to from the drop-down list. By
default, the company name will get. It is displayed as default when there is no Company added.

Device Name: Enter the unique Device Name.

Serial Number: Enter the Device Serial Number.

Device IP: Enter the Device IP specified in the Device, under Network Settings.

Area: Select the mounted Area name of the Device from the drop-down list.

Timezone: Select the common standard time of the specified Area from the drop-down list.
Registration Device: Select from the drop-down list whether the Device is for User Registration or not.
Attendance Device: Select from the drop-down list whether the Device is for tracking Attendance or not.
Connection Request Interval: Enter the time-interval for the Device's pulse oscillation.

Transfer mode: Select from the drop-down list whether to transfer the Device data in real-time or to be
sent at the predefined time.

Device Direction: Select the device direction from the drop-down list.

Click Confirm to save the newly mounted Device to the software.
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Edit Function

Edit function lets you edit the existing device Data from the software. To edit the existing device details
of the employee, perform the below steps:

1. Click on the Serial Number

Company*  default
Device Name*  test ‘Serial Number*

Arest Not Authorized Devics P
Transfer Mode*  Real-Time. Timezone®  Etc/GMT+5:30

Registration Device* Mo Attendance Device*  Yes

Connection Request Interval(sec)* 10

Device Direction®  Davice In/Out
2. Enter the details

On the Device interface, select the required Employee to be edited the device data.

» Click Serial Number or (¢ Edit icon, to edit the selected device data of the Employee.
» Edit the required details and click Confirm.

Discontinuing the Device from the Software (Delete)

Delete function lets you remove or discard the existing Devices from the software.
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System

asy Personnel Device Access

®» Q E | Device

& Device Management & & Bookmarks

Filters ~

Add Delete Add New Area Clear Commands Clear Data Data Transfer Device Menu

Serial Number + Device Name & Area + Area Code Device [P Status Last Activity User Count Fingerprint Count  Face Count Palm
fd CKIW203460127 | Auto add Bengaluru 2 10.102081 o 2022-05-1217:31:04 8 1 1 0

1. Select the
Serial number Prompt %

Are you sure you want to delete the selected 1

i Cancel

item?

Delete the existing Devices:

On the Device interface, select the required Devices to be removed from the list.

Click the Delete or L Delete icon, to remove the selected Devices.
Click Confirm, to remove the selected Devices from the list.

Assigning the Device to an Area (Add New Area)

Add New Area function lets you create a new name for an Area or a Subarea with a unique Area Code.

asy Personnel Device Access System
& Device Management & Bookmarks~ Y Filter.
Add Delete Add New Area Clear Commands Clear Data Data Transfer Device Menu
Serial Number & Device Name < Area % Area Code Device IP Status  Last Activity User Count  Fingerpri
CKJW203460127  Auto add Bengaluru 2 10.10.20.81 o 2022-05-1217:31:04 8 1
Add New Area X

Area Code* 4

Area Name

Parent ---------- 2. Enter the Details
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Create a New Area

On the Device interface, click New Area to create a new Area or a Sub-area name.

Enter a unique Area Code (by default it takes the next Code number from the Area interface) and
the required Area Name.

On the Parent field, select the required Area name from the list to define as the Parent area, if
creating a new name for a Subarea.

After entering the details, click Confirm to save and update the newly created Area or the Subarea
name.

Clearing Commands from Device (Clear Commands)

Clear Command function lets you clear the commands or instructions from the Device.

On the Device interface, select the required Devices from the list to clear the commands.
Click Clear Commands, to clear the commands from the selected Devices.

as y 3 Personnel Device Access Systemn

* =[]

& Device Management a B Bookmarks -

Y Filters ~

Add Delete Add New Area Clear Commands Clear Data Data Transfer Device Menu

’ Serial Number & Device Name = Area = Area Code Device IP Status  Last Activity User Co... Fingerpr... Fac
b CKIW203460127  Auto add Bengaluru 2 10.10.20.81 e 2022-05-12 17:31:04 8 1 1

1. Select the

A Prompt X
Device

Are you sure to clear all the commands?

]

Cancel

Click Confirm, to clear the commands from the selected Devices.

How to Clear Data from Device (Clear Data)
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Clear Data clears away or erases the stored data from the Devices.

Personnel Device

asy

® Q

& Device Management

Device
& Bookmarks ~ Y Filters -

Add Delete Add New Area

Serial Number Device Name

Auto add

Configurations

Functions available under Clear Data
o Clear Attendance Data

o Clear Captured Photo
o Clear All Data

Clear Attendance Data

Access

System

Clear Commands Clear Data Data Transfer

Area Area Code  (Clear Attendance Data  Activity
Bengaluru |2 Clear Captured Photo

Clear All Data

Device Menu

User Co... Fingerpr... Face Co.. PalmCo.. Tra

2-05-1217:31:04 8 1 1 0 4

This function lets you clear or erases the stored Attendance information from the Device. Clear or erase

the stored Attendance data.

Personnel Device

Device

& Bookmarks~

asy
®© Q=

& Device Management  « Y Filters «

Add Delete Add New Area

Device Device Name

Auto add

Serial Number

2 Messaae v

4. Select the
Data Device
D lLog

Configurations

Access

System

Clear Commands Clear Data Data Transfer

Area Area Code

Bengaluru 2

Clear All Data

Device Menu

User Co... Fingerpr... Face Co. Palm Co... Tral

Clear Attendance Datay ACtVItY °
Clear Captured Photo L2017 31:08 (6 i i @ &

Clear Attendance Data

Start Time
End Time
Clear All

7. Enter the
Details
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On the Device interface, select the required Devices from the list to clear or erase the attendance
data from the Devices.

On the Clear Data menu, click Clear Attendance Data to clear or erase the attendance data from
the selected Devices.

Select the desired period and click Confirm, to clear or erase the attendance data from the
selected Devices.

Clear Captured Photo

This fun
erase th

ction lets you clear or erases the Employee captured attendance Photo from the Device. Clear or
e captured attendance photo.

CaSy WDMS Personnel Device Access

v a =[]

& Device Management  a

2

System

& Bookmarks v

Y Filters ~

Add Delete Add New Area Clear Commands Clear ISzIa Data Transfer Device Menu

Device 3 rand Serial Number Device Name Area AreaCode  (year Attendance Data | Activity User Co... Fingerpr.. FaceCo.. Palm Co.. Tral

2-05- 3
@ O - Auto add Bengaluru 2 Clear Captured Protg 270512 17:31:04 8 1 1 0 4
4. Select the Clear All Data
€ Da Device
D Log -

#8 Configurations -

Prompt X

Are you sure to clear the capture of selected 1

device(s)
o Cancel

On the Device interface, select the required Devices from the list to clear or erase the Employees
captured attendance Photo from the Devices.

On the Clear Data menu, click Clear Captured Photo to clear or erase the Employees captured

a

ttendance Photo from the selected Devices.

Click Confirm, to clear or erase the Employee captured attendance Photo from the selected
Devices.

Clear All

This func

Data

tion lets you clear or erases all the stored data from the Device. Clear or erase all the stored data.
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Personnel Device Access

Device

& Bookmarks~

EY
® Q=

& Device Management = ¥ Filters

Add
Serial Number

Delete Add New Area

Device Name Area
Auto add
4. Select the

Device

Configurations

Clear Commands

Bengaluru 2

System

Clear Data Data Transfer

Area Code Activity

2-05-12 17:31:04 8

Clear Attendance Data

Clear Captured Photo

Clear All Datal

Prompt x

Are you sure to clear all the data in device?

T Cancel

Device Menu

User Co...

Fingerpr.

1

Face Co...

1

Palm Co... Tra
) 4

« On the Device interface, select the required Devices from the list to clear or erase all the stored

data from the Devices.

e OntheClear Data menu, click Clear All Data to clear or erase all the stored data from the selected

Devices.

o Click Confirm, to clear or erase all the stored data from the selected Devices.

How to transfer Data (Data Transfer)

Data Transfer lets you send the stored data from the Device to the Software.

Functions available under Data Transfer.

» Upload User Data from Device
o Upload Transaction from Device
» Sync Data to Device

Personnel Device Access

asy

®Q=E

Device

& Device Management &

& Bookmarks - Y Filters ~

2 Add
Serial Number

Delete Add New Area

Device| 3 nand Device Name Area

- Auto add
) Message

4. Select the

! Device

D Log

@98 C onfigurations

Clear Commands

Bengaluru 2

System

2

Clear Data Data Transfer Device Menu
Area Code Device IP 1

10.10.20.81

Upload User Data from device
Upload Transaction from Device

Sync Data To Device

0...

Fingerpr...
1

Face Co...
1

P
0

Tran|
4

alm Co...
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Upload User Data from Device

This function lets you upload the User's or the Employee's data from the Device to the Software. Upload
the User data from the Device to the Software.

e asy DM Personnel Device Access System

* o =[]

& Device Management a

& Bookmarks~

Y Filters -
Devige 2

Add Delete Add New Area Clear Commands Clear Data Data Transfer Device Menu

Device| 3 nand Serial Number Device Name Area Area Code Device IP

9 Upload User Data from devic o.. Fingerpr... Face Co.. PalmCo.. Tran
Message dutoladd Bengaluris 103102051 Upload Transaction from De:@h 1 ! o +
4. Select the Sync Data To Device
Device
D log
Upload User Data from device X

of Configurations
Employee* All

Employee ID

P 7. Enter the Details

Cancel

o

On the Device interface, select the required Devices from the list to upload the Users or the
Employees' data to the software.

On the Data Transfer menu, click Upload User Data from Device to upload the Users or the
Employees' data from the selected Devices to the software.

On the Upload User Data from Device window, select from the drop-down list either All to
upload all the Users or the Employees data or select Specified to upload only the specific Users'
or the Employees' data.

If you select Specified, on the Employee ID, enter the unique Identity number of the Users or the
Employees whose data need to be uploaded from the selected Devices to the software.

Click Confirm, to upload the Users' or the Employees' data from the selected Devices to the
software.

Upload Transaction from Device

This function lets you upload the Device transactions to the software. Upload the Device transactions to
the software.

Page |77



easyWDMS User Manual

asy Personnel Device Access

~a = [

& Device Management

System

T Filters ~ p

Add Delete Add New Area Clear Commands Clear Data Data Transfer Device Menu

& Bookmarks =

2

Device], 3 nand Serial Number Device Name Area Area Code Device IP 9 Upload User Data from device o.. Fingerpr.. Face Co.. PalmCo.. Tran|

Auto add Bengaluru 2 10.10.20.81 1 1 0 4

2 Message Upload Transaction from Devige

| 4. Select the Sync Data To Device
! Device
D log

& Configurations

Upload Transaction from Device b e

Transaction® Al

Start Time 7. Enter the Details
End Time
ﬁ Cancel

» Onthe Device interface, select the required Devices from the list to upload the transactions to the
software.

e On the Data Transfer menu, click Upload Transactions from Device to upload the transactions
from the selected Devices to the software.

s On the Upload Transactions from Device window, select from the drop-down list either All to
upload all the transactions or select Specified to upload only the specific transactions from the
selected Devices to the software.

« If you select Specified, on the Start Time and the End Time fields select the required time to
upload the specific Device transactions to the software.

o Click Confirm, to upload the selected Devices' transactions to the software.

Sync Data to Device

This function lets you synchronize or update the data from the software to the Device. Sync Data to the
Device
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Personnel Device Access

Device

& Bookmarks~

System

asy

®» Q=

& Device Management a Y Filters +

2 Add Delete Add New Area Clear Commands Clear Data

Device| 3 nand Area Code  Device IP

10.10.20.81

Device Name Area

Auto add

Serial Number

Bengaluru 2
% Message g

4. Select the
Device

D Log

k. Configurations

Employee
Fingerprint

Palm

2

Data Transfer Device Menu
Upload User Data from device

Upload Transaction from Device

Sync Data To Dew‘ﬁe

Sync Data To Device

Photo
Face

Finger Vein

? Cancel

o...

Fingerpr..
1 1

7. Select the
Required details

Face Co...

Palm Co... Tran

0 4

» Onthe Device interface, select the required Devices from the list to sync the Employee Data from

the software.

»  Onthe Data Transfer menu, click Sync Data to Device to sync or update the Employee data from

the software to the selected Devices.

» On the Sync Data to Device window, select the required data, by switching the toggle button to
either Yes or No for the data options (Employee, Photo, Fingerprint, Face, Palm, and Finger Vein).
«  Click Confirm, to sync or update the selected data from the software to the selected Devices.

Device Menu

Device Menu allows you to perform other specific Device functions via software.

Functions available under Device Menu

» Reboot

» Read Information

» Enroll Remotely

o Duplicate Punch Period
o Capture Setting

o Upgrade Firmware

» Daylight Saving Time
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Personnel Device Access System

asy

®» Q

Device Management

& Bookmarks~ Y Filters =

Add Delete Add New Area Clear Commands Clear Data

3 nd Serial Number Device Name Area Area Code  Device IP

Auto add Bengaluru 2 10.10.2081 @

Message
2 4. Select Device
Log

Configurations

Reboot

This function lets you restart or reset the Device. Reboot the Device

Personnel Device Access

* o =[5

& Device Management &

asy System

& Bookmarks~ Y Filters ~

2 Add Delete Add New Area Clear Commands Clear Data Data Transfer

Device (=3 ind Serial Number Device Name Area

Auto add

Area Code Device IP Status  Last Activity

Bengaluru 2 10.1020.81 e 2022-05-12

Message

4. Select the

Da .
et device

Log

Configurations

Prompt X

Are you sure to reboot of selected device(s)?

Data Transfer

Status  Last Activity

Device ﬁenu

Reboot rpr... Palm Co.

Face Co...

2022-05-12 1 0 4 2

Read Information
Enroll Remotely
Duplicate Punch Period
Capture Settings
Upgrade Firmware

Daylight Saving Time

Device ﬁenu

Rebos rpr... Face Co.. PalmCo.. Transacti.. Command Cdg
Read In L g 4 9
Enroll Re

Duplicate Punch Period
Capture Settings
Upgrade Firmware

Daylight Saving Time

» Onthe Device interface, select the required Devices from the list to restart or reboot.
o On the Device Menu, click Reboot to restart or reboot the selected Devices.

o Click Confirm, to restart or reboot the selected Devices.
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Read Information

This function lets you read or pull Device information. Read Device Information.

Personnel

o =[Ee

& Device Management  a

asy

& Bookmarks~

2 Add
Serial Number

Delete
Device ¢ 3 ind

Q Message -

= p; 4. Select Device

9 Log -

& Configurations -

Device

Y Filters -

Access System

Add New Area Clear Commands Clear Data Data Transfer
Device Name Area Area Code Device IP Status  Last Activity
Auto add Bengaluru 2 10102081 © 2022-05-12

Device ﬁenu

Reboot rpr.

Read Informatign
el Rsmme\;‘
Duplicate Punch Perio

Capture Settings

Upgrade Firmware

Prompt X

Avre you sure to read information from selected

m%cm

device

Daylight Saving Time

s Onthe Device interface, select the required Devices from the list.
s Onthe Device Menu, click Read Information to read or pull the selected Devices information.
o Click Confirm, to read the selected Devices information.

Enroll Remotely

Face Co...

1

0

Palm Co..

Transacti... Command C
4

This function lets you communicate with the Device via software, for Employees Bio registration.

Personnel

=[]

& Device Management
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& Bookmarks~
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Serial Number

Delete
evice (-3 ind

 Message

4. Select the

Dat: .
¢ device

D Log

©f Configurations

Device

Access System

Y Filters »

Add New Area Clear Commands Clear Data Data Transfer
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Auto add Bengaluru 2 10102081 o 2022-05-12

Enroll Remotely

Bio Type*  Fingerprint
Employee ID
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!; Eﬂin(e\

Device ﬁenu

Reboot

Read Information
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Duplicate Punch
Capture Settings

Upgrade Firmware

Daylight Saving Time

pr...

Face Co...
1
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0

Transacti... Command Cd

4

2
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On the Device interface, select the required Devices from the list to communicate for Bio
registration.

On the Device Menu, click Enroll Remotely to start registration.
On the Enroll Remotely window, enter the following.

Bio Type: From the drop-down list, select the type of Bio-registration. At present, only the
Fingerprint option is available to register.

Employee ID: Enter the Employee's ID for registration.
Finger: From the drop-down list, select the required hand and the finger for use, to register.
Face: From the drop-down list, show the face which is to be registered.
Click Confirm, to communicate to the selected Device for registration.
Duplicate Punch Period
This function lets you indicate to the Employees about the duplication of the punch on the Device by
setting the time duration. For example, If the Duplicate Punch Period is set to 2 minutes, and the employee

punches twice at 18:00 and 18:01, then the system will only consider the punch at 18:00, the punch at
18:01 will be considered as a duplicate punch and will not be reflected in the report.

e asy WDM Personnel Device Access System

~a =[]

3 Bl mETE=m 4 & Bookmarks~ Y Filters ~ P
=13 2 Add Delete Add New Area Clear Commands Clear Data Data Transfer Device Menu

Device ¢ '3 ind

Serial Number ¢ Device Name & Area AreaCode DevicelP  Status LastActivity pepoor rpr... Face Co.. Palm

Auto add Bengaluru 2 10.10.2081 @ 2022-05-12 1 0

& Message - Read Information

4. Select the Enroll Remotely

device Duplicate Punch Period
Capture Sett
Duplicate Punch Period X Aptire Berings h
Upgrade Firmware
Duplicate Punch Period (m)%: 1 te Daylight Saving Time
7. Enter the period

Dat«

9 Lo
©

Configurations

fia Cancel

On the Device interface, select the required Devices from the list.

On the Device Menu, click Duplicate Punch Period to set the time on the selected Devices.

On the Duplicate Punch Period field, set the time (minutes) until which the Device should
consider the repetitive punch as Duplicate Punch.

Click Confirm, to set the time on the selected Devices.
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Capture Setting

This function lets you set the image capturing mode in the Device. Some devices let you capture the photo
of the employee during verification.

& Device Management  a & Bookmarks - T Flters «
Add Delete Add New Area Clear Commands Clear Data Data Transfer i
evice v

age
B8 Dt 4. Select the
a

Personnel Device Access System

® Q = Device 1

B Serial Number Device Name Area Area Code  Device IP Status  Last Activity  pepoot rpr.. Face Co.. PalmCo.. Transacti.. Command Cd

device

» Onthe Device interface, select the required Devices from the list to set the mode.
s On the Device Menu, click Capture Setting to set the capturing mode in the selected Devices.
s On the Capture field, select the required capture mode from the drop-down list.

Do not capture: The Device will not capture the image.

Capture photo but don’t save: The Device will capture the photo but will not save in the
Device.

Capture and Save: The Device will verify the captured photo and save it even if the verification
is not successful.

Save only when verification is successful: The Device will save only those photos whose
verification was successful.

Save only when verification is failed: The Device will save only those photos whose
verification is failed.

e Click Confirm, to set the mode on the selected Devices.
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Upgrade Firmware

In case if you need to upgrade the Firmware for whatsoever reason, then this function lets you upgrade
or enhance the Firmware of the Device. You must have an upgrade firmware file before operating this
function.

(:-.jasy NDM Personnel Device Access

va=[Ee

& Device Management 4 B Bookmarks= Y Filters ~ P
Devicg 2 Add Delete Add New Area Clear Commands Clear Data Data Transfer Device Menu

Device (43 ind Serial Number Device Name Area Area Code Device IP Status  Last Activity  papaot rpr... Face Co.. Palm Co.. Transacti.. Command C

System

Message - Auto add Bengaluru 2 10.10.20.81  © 2022-05-12 Read Information 1 0 4 2 de}
4. Select the Enroll Remotely
Dat: .
device Duplicate Punch Period

D lLog Capture Settings

Upgrade Firmware x
Upgrade Firmware,

iz Upgrade File*: [ Choose.File | No file chosen Daylight Saving Ti,b

N Cancel

On the Device interface, select the required Devices from the list to upgrade the Firmware.

On the Device Menu, click Upgrade Firmware to upgrade or enhance the Firmware of the
selected Devices.

On the Upgrade File field, click Choose File to select the configuration file from your PC to
upgrade.

Click Confirm, to upgrade the Firmware of the selected Devices.

Daylight Saving Time

The Daylight-Saving Time is a function to adjust the official prescribe local time to save energy. The unified
time adopted during the implementation is known as the "DST". Typically, regions that use daylight saving
time adjust clocks forward one hour to standard time close to the start of spring in the summer to make.
people sleep early. It can also help in conserving energy. In the autumn, the clocks are set back to get up
earlier. Various countries have different regulations. DST is now used in nearly 70 nations.
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T Filters

Add New Area
Device Name
Auto add
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Access System

Device ﬁenu

Reboot

Clear Commands Clear Data Data Transfer

Area Code Device IP Status

10.102081 o

Area Last Activity
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Read Information
Enroll Remotely
Duplicate Punch Period
Capture Settings

Upgrade Firmware

Daylight Saving nqe

By date/time

7. Enter the Details

-12

% Cancel

Face Co...

Palm Co...
0 4

Transacti...

2

» Onthe Device interface, select the required Devices from the list to set the mode.
o On the Device Menu, click Daylight Saving Time to set the daylight-saving time in the selected

Devices.

Commg

o On the Daylight-Saving Time field, enter the required details from the drop-down list.
o Click Confirm, to enable the selected Device.

6.1.2 How to delete Device instructions (Device Command)

Our Device Command interface facilitates you to set up instructions to the Biometric Devices to take
some action. On the Device module, click Device Management, and then click Device Command to go
to the Device Command Interface.
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Message
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Configurations

Personnel

Device Command

& Bookmarks +

Delete

Device

Y Filters +

Clear Commands
Device Name
Auto add
Auto add
Auto add
Auto add
Auto add

Serial Number

CKJW203460127
CKJW203460127
CKJW203460127
CKIW203460127
CKIW203460127
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add
CKJW203460127 Auto add

1
1
1
1
1
1
1
1
1
1
12]
1
1
1
1
1
1
1
1
1

Access

System

Content

DATA DEL_USER PIN=35

DATA DEL_USER PIN=1

CHECK OP

CHECK OP

CHECK

DATA USER PIN=70604 Name=Anish Pri=0 Passwd= Card= Grp=1 Verify=0
DATA USER PIN=70001 Name=Prasanth Pri=0 Passwd= Card= Grp=1 Verify=0
DATA USER PIN=40 Name=HR Pri=0 Passwd= Card= Grp=1 Verify=0

DATA USER PIN=38 Name=kanha Pri=0 Passwd= Card= Grp=1 Verify=0
DATA USER PIN=37 Name=radhe Pri=0 Passwd= Card= Grp=1 Verify=0
DATA USER PIN=35 Name=ram Pri=0 Passwd= Card= Grp=1 Verify=0
DATA USER P Pri=0 Passwd= Card= Gry

DATA USER PIN=1 Pri=0 Passwd= Card= Grp=1

DATA DEL_USER PIN=36

DATA UPDATE AccTimeZone UID=1 SunStart=0000 SunEnd=2359 MonStart=0000 MonEnd=2359 TuesStart=0000
DATA UPDATE USERINFO PIN=40 Grp=1 TZ=0000000000000000 Verify=-1
DATA UPDATE USERINFO PIN=38 Grp="1 TZ=0000000000000000 Verify=-1
DATA UPDATE USERINFO PIN=37 Grp="1 TZ=0000000000000000 Verify=-1
DATA UPDATE USERINFO PIN=36 Grp="1 TZ=0000000000000000 Verify=-1
DATA UPDATE USERINFO PIN=35 Grp="1 TZ=0000000000000000 Verify=-1

Operate Date/Time
2022-05-13 09:24:12
2022-05-13 09:24:11
2022-05-12 16:51:23
2022-05-12 16:49:05
2022-05-12 16:45:26
2022-05-12 16:45:04
2022-05-12 16:45:04
2022-05-12 16:45:04
2022-05-12 16:45:04
2022-05-12 16:45:04
2022-05-12 16:45:04
2022-05-12 16:45:04
2022-05-12 16:45:04
2022-05-12 16:04:22
2022-05-12 15:37:37
2022-05-12 14:44:57
2022-05-12 14:44:57
2022-05-12 14:44:57
2022-05-12 14:44:57
2022-05-12 14:44:57

Transfer Time

2022-05-12 16:51:32

2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
2022-05-12
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On this Interface, you can view and delete the Device commands that are being initiated to the Devices.
A brief note about the columns displayed on the Device Command Interface

Serial Number: Displays the unique serial number of the Device.

Device Name: Displays the Device name.

Content: Displays the command content.

Operate Date/Time: Displays the last command operated time.

Transfer Time: Displays the last command transfer time.

Return Time: Displays the last command return time.

Return Value: Displays the last command return value.

Functions available on the Device Command Interface
Delete
Delete function lets you delete or remove the successful and the pending Device instructions via software.

On the Device Command interface, select the required Devices from the list to delete or remove
the instructions.

Personnel Device Access System

Device Command

& Bool S~

T Filters ~

Delete Clear Commands
| | Serial Number Device Name Content

4 CKJW203460127 Auto add DATA DEL_USER PIN=35
Auto add DATA DEL_USER PIN=1

Auto add CHECK OP

Auto add CHECK OP

Auto add CHECK
CKJW203460127 Auto add [ e R R e e R T ard = Grp=1 Verify=0
CKJW203460127 Autoadd [ Prompt % ECard= Grp=1 Verify=0
CKJW203460127 Auto add C E}Z'l Verify=0
CKJW203460127  Auto add I Are you sure you want to delete the selected 1~ £ GFIP=1 Verify=0
CKIW203460127 Autoadd [  irem? £ Grp=1 Verify=0
CKJW203460127 Auto add L §p=1 Verify=0
CKJWZ203460127 Auto add C F

Cancel -

CKJW203460127 Auto add C

CKJW203460127 Auto add DATA DEL_USER PIN=36

CKJW203460127 Auto add DATA UPDATE AccTimeZone UID=1 Sun$tart=0000 SunEnd=2359 MonStart=0000 MonEnd=235
CKJW203460127 Auto add DATA UPDATE USERINFO PIN=40 Grp=1 TZ=0000000000000000 Verify=-1

CKIJW203460127 Auto add DATA UPDATE USERINFO PIN=38 Grp=1 TZ=0000000000000000 Verify=-1

CKJW203460127 Auto add DATA UPDATE USERINFO PIN=37 Grp=1 TZ=0000000000000000 Verify=-1

Lo anAL AcoinT A i PATA LIDDATE LICEDIAE S DAL,
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Click the Delete or D Delete icon, to delete or remove the pending or successful Device
instructions.

Click Confirm to delete or remove the selected pending or successful Device instructions from the
list.

Clear Commands

Clear Commands allows you to delete all the device commands.

asy Personnel Device Access System

& Device Management & Dookmarks ~ T
2
Delete Clear Commands
| | Serial Number Device Name Content
[ | CKJW203460127 Auto add DATA DEL_USER PIN=35
[ | CKJW203460127 Auto add DATA DEL_USER PIN=1
| | CKJW203460127 Autoadd  CHECK OP
[ ] CKIW20346012] brompt < bk
[ | CKIW20346012]
[ | CKIW20346012] \e=Anish Pri=0 Passwd= Card= Grp=1 Verify
| | CKJW20346012] Are you sure to clear all the commands?  je=Prasanth Pri=0 Passwd= Card= Grp=1 Ve
[ | CKIW20346012] 4R Pri=0 Passwd= Card= Grp=1 Verify=0
[ | CKJW20346012] Cancel  <anha Pri=0 Passwd= Card= Grp=1 Verify=0
[ ] CKIW203460121 ________ _.H._. ________ ‘adhe Pri=0 Passwd= Card= Grp=1 Verify=0
|:| CKJW203460127 Auto add | DAT. IN=35 Name=ram Pri=0 Passwd= Card= Grp=1 Verify=0
[ | CKJW203460127 Auto add DATA PIN=2 Pri=0 Passwd= Card= Grp=1
[ | CKJW203460127 Auto add DATA USER PIN=1 Pri=0 Passwd= Card= Grp=1
[ | CKJW203460127 Auto add DATA DEL_USER PIN=36
! |

W AN ASNIDT At Ad DATA LIDDVATE AccTi D=1 Coan€iart— 0000 Conbnd— 3360 Mon€i

On the Device Command interface, Click to the Clear Commands
Click Confirm to delete all Device commands.

Configure Employee Notification on Device (Message)

Our Message module eases you, to convey your Organizational announcements to the Employees. It
enables you to set messages to the Employees both as a public announcement and as a private message.

On the Message module, you can add or remove the Device Messages, select the Employees to send a
message, and set the retain duration for the public announcement or private messages.

On the Device module, click Message to go to the Message module.
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a Sy Pr Personnel Device Attendance Access System

Dashboard®

~a = [

& Device Management & Bookmarks - T Filters -

 Message Add Delete Send Message to Device

Device Name Serial Number Start Time Duration Content

BYEL192960077 2022-03-29 00:00:00 1439 please use 2nd floor device for attendance since 3rd flooor devic

0 Mobile App

o Configurations

6.2.17 How to Set Up Public Notification (Public)

Our Public interface benefits you to set up and convey the Organizational announcements to the
Employees.

On the Device module, click Message, and then click Public to go to the Public Interface.

On this Interface, you can add a new Device, modify, or delete the existing messages, and set public
messages to the required Devices.

a Sy Personnel Device Access System

> o = [E]

& Device Management ¥ & Bookmarks + Y Filters

2 Message - Add Delete Send Message to Device

Device Name Serial Number Start Time Duration

CKIW203460127 2022-05-12 00:00:00 60

£ Data

D Log

8 Configurations

A brief note about the columns displayed on the Public Interface
Device Name: Displays the Device name.

Serial Number: Displays the unique Device serial number.
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Start Time: Displays the message start time.

Duration: Displays the message transfer duration.

Content: Displays the content of the message.

Last Send: Displays the time of the last sent message.

Functions available on the Public Interface

Add

Add function lets you add and set messages to the connected Devices.

On the Public interface, click Add to add the connected Device to set the message.
On the Add window, proceed with the following.

Personnel

= Message d Delete

||| Auto add

Device

T Filters ~

Access

Send Message to Device

Serial Number
| CKJW203460127

System

Start Time
| 2022-05-12 00:00:00

Add

Device*

Start Time*

Duration*

Content®

60

X

Min 5. Enter the
Detials

. Cancel

Device: Select the required connected Device from the drop-down list.

Start Time: On the Start Time field click and select from the calendar, to commence the created message

to the Device.

Duration: Set the retainment duration for that message on the Device.
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Content: Enter the message to announce.
Click Confirm to save the newly created message.
Edit Function

Edit function lets you edit the existing public message from the software.

Personnel Device Access Systemn

1. Click on the Device
Name or icon

< Message Add

end Message to Device

Content
hh

Start Time
2022-05-12 00...

Duration
60

|| Devigai¥e Serial Number
[ || Auto add CKJW203460127

Edit X

Device*:

Start Time*:  2022-05-12 00:00:00

2. Enter the
required Details

Duration*: 60

Content*®:

Cancel

k)

To edit existing Messages details, perform the below steps:

On the Public interface, select the required Messages to be edited from the list.

Click the Device name or -~ Edit icon, to edit the selected Messages.
Edit the required details and click Confirm.

Delete
Delete function lets you delete or remove the successful and the pending announcements via software.

On the Public interface, select the required Device announcements to delete or remove from the
list.

Click the Delete or D Delete icon to delete the selected pending or successful Device
announcements.
Click Confirm to delete the selected pending or successful Device announcements from the list.
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Personnel Device Access System

Public

& Bookmarks~ Iters ~

< Message Add Delete Send Message to Device

v evice Name eria jumber tart Time
B Device N Serial Numb Start Ti
B Auto add CKJW203460127 2022-05-12 00:00:00

1. Select the device Prompt X

Name

Are you sure you want to delete the selected 1

i Cancel

item?

Send Message to Device

Send Message to Device function, lets you send that created message announcement to the respective
Device via software.

Personnel Device Access System

& Bookmarks~

Y Filters ~

4 Message Add Delete Send Message to Device

Device Name Serial Number Start Time
4 Auto add CKJW203460127 2022-05-12 00:00:00

1. Select the
Device

Prompt X
Are you sure to send the message?

Cancel

-

Send Message to the Device

On the Public interface, select the required message announcements to send to the respective
Devices from the list.

Click Send Message to Device to send the selected message to the respective Devices.

Click Confirm to send the selected message to the respective Devices.
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6.2.2 How to Set Up Private Notification (Private)

Our Private interface benefits you to set up and convey the messages to the Employees privately or
individually.

On the Device module, click Message, and then click Private to go to the Private Interface.

On this Interface, you can add a new Device, modify, or delete the existing Devices, and set individual or
private messages to the required Employees.

asy DN Personnel Device Access System

& Device Management « & Bookmarks~

Y Filters ~

< Message - Add Delete Send Message to Device
Employee First Name Last Name Start Time Duration
Anish - 2022-05-12 00:00:00 60

Public

¥ Configurations

A brief note about the columns displayed on the Private Interface
Employee: Displays the unique Employee ID.

First name: Displays the first name of the employee.

Last name: Displays the last name of the employee.

Start Time: Displays the message start time.

Duration: Displays the message transfer duration.

Content: Displays the content of the message.

Last Send: Displays the time of the last sent message.
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Functions available on the Private Interface

Add

Add function lets you add and set private messages for the Employees to the connected Devices.

On the Private interface, click Add to add the Employees, set the message, and the duration.

On the Add window, select the required Employees' names from the list on the left.

Personnel

< Message Add Delete

3| Employee
™ || 70604 Anish

& Bookmarks ~

Device

Y Filters ~

System

Send Message to Device

First Name

Last Name

Start Time
| 2022-05-12 00:00:00

Duration
60

37

38
4. Selectthe a
Employee 40

70001

70604

First Name

radhe
kanha

HR
Prasanth
Prasanth
Anish

20 v Total 9 Records

Qa

Department
Department
Department
Department
Department
Department
Department
Department
Department
Department

Selected

Employe... First Name Last Name

37 radhe

Start Time

Content

Duration’

60

Min

5. Enter the
details

Department
Department

‘- Cancel

—

The selected Employees' names will reflect on the right side of the Add window.

Use the Department drop-down list or the Search option (search by Employee name or Employee

ID) to search for the required Employees.
Enter the Required details.

Start Time: On the Start Time field click and select from the calendar, to start the created
message to Device.

Content: Enter the message to announce.

Duration: Set the retainment duration for that message on the Device.

Click Confirm to save the newly created message.

Edit Function

Edit function lets you edit the existing Private message from the software.

To edit existing Messages details, perform the below steps:

On the Private interface, select the required Messages to be edited from the list.
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Click the Device name or Edit icon, to edit the selected Messages.
Edit the required details and click Confirm.

Personnel Device Access System

1. Click on the Employee

& Bookmarks~ Name oricon

< Message 0 Message to Device

First Na... Last Name Start Time Duration  Content

70604 Anish Anish = 2022-05-12 00:00:00 60 tt

Edit X

Employee*:

Start Time*:  2022-05-12 00:00:00

2. Enter the

Duration®: 60 Required details

Content*: tt

% Cancel

Delete Function
Delete function lets you delete or remove the successful and the pending private messages via software.

Delete the private messages:

Personnel Device Access

System

& Bookmarks ~ -
2 Message Add Delete Send Message to Device
ﬂ Employee First Na... Last Name Start Time Duration  Content Last Send

@ 70604 Anish Anish - 2022-05-12 00:00:00 60 t - & w

1. Select the Prompt X
Employee message

Are you sure you want to delete the selected 1
item?

Cancel

On the Private interface, select the required Employee messages to delete or remove from the
list.
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Click the Delete or D Delete icon to delete or remove the selected pending or successful
Employee's private messages.

Click Confirm to delete the selected pending or successful Employee's private messages from
the list.

Send Message to Device

Send Message to Device function, lets you send that created private message to the respective Device
via software.

Personnel Device Access

R & Bookmarks~ Y Filters ~ a
< Message Add Delete Send Message to ice

H Employee First Na... Last Name Start Time Duration  Content Last Send
¥ 70604 Anish Anish - 2022-05-12 00:00:00 60 tt - & W

System

1. Select the Prompt X
Employee message

Are you sure to send the message?

n Cancel

On the Private interface, select the required private messages to be sent to the respective Devices
from the list.

Click Send Message to Device to send the selected message to the respective Devices.

Click Confirm to send the selected message to the respective Devices.

Device Data Management (Data)

Setting up the Process Work Code

Our Data module facilitates you in obtaining, authenticating, storing, protecting, and processing required
data to ensure the accessibility, reliability, and timeliness of the data for its users.

On the Data module, you can view and maintain the registered Biodata, add, modify, or delete a Work
Code and upload transactions via USB.

On the Device module, click Data to go to the Data module.
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Work Code

Our Work Code interface aid you to create labor codes that are relevant to the services provided by your
organization which eases to identify the different sections of work carried out by the Employees.

On the Device module, click Data, and then click Work Code to go to the Work Code Interface.

(-:;.g_asy NDM! Personnel Device Access System

& Device Management & Bookmarks -

Y Filters ~

2 Message Add Delete Send To Device Remove From Device
Work Code Work Code Name
= Data
Telugu
Social

Maths
Bio-Template 3

Bio-Photo
Transaction
Unregistered Transactions

D Llog

2§ Configurations

On this Interface, you can create a new Work code, modify, or delete the existing Work Codes, and even
can set up or remove the Work Code to the required Devices.

A brief note about the columns displayed on the Work Code Interface
Work Code: Displays the unique work code number.
Work Code Name: Displays the work code name.

Last Activity: Displays the time of the last activity of each work code.

Functions available on the Work Code Interface
Add Function
Add function lets you create a new Work Code.
On the Work Code interface, click Add to add or create a new Work Code.

On the Work Code field, enter a unique code number.
On the Work Code Name field, enter the name for the Work type.
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Click Confirm to save the newly created Work Code.

Personnel Device

Work Code

Afparmv Y Filters =
Delete Send To Device Remove From Device

Access System

‘Work Code Work Code Name Last Activity
03 Telugu 2022-05-13 14:08:42 &
02 Social 2022-05-13 14:08:42 @ mw
01 Maths 2022-05-13 14:08:42 & 1w
Add >
Work Code*:

Work Code Name*:

2. Enter required
Details

Edit Function

Edit function lets you edit the existing Work code details from the software.

Personnel Device System

1. Click on the work
code or Icon

Send To Device Remove From D

Work Code Name Last Activity
Telugu 2022-05-13 14:08:42 Ty
Social 2022-05-13 14:.08:42 Tip
01 Maths 2022-05-13 14:08:42 E4 )|
Edit >

Work Code*®: 03

Work Code Name*: Telugu

2. Enter the
Required details

To edit existing Work code details, perform the below steps:
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On the Work Code interface, select the required Work code details to be edited the list.

Click Work Code or Edit icon, to edit the Work code details.
Edit the required details and click Confirm.

Delete

Delete function lets you delete the required existing Work Codes.

d Sy P I Personnel Device Attendance Access System

* a =[Tore ]

& Bookmarks=

ilters «

Add Send To Device Remove From Device

Work Code Work Code Mame Last Activity
d 22 cyTest\WorkCode2 |-
200 1
o i Prompt ¥ B
555 ¢ )
Are you sure you want to delete the selected 1

022
itern?

a’ Cancel

Delete a Work Code

On the Work Code interface, select the required Work Code to delete or remove from the list.

Click the Delete or E Delete icon, to delete or remove the selected Work Codes.
Click Confirm to delete the selected Work Codes from the list.

Send to Device
Send to Device function lets you send or transmit the required Work Codes to the connected Device.

After transferring to the Device, you can set up the Work Code based attendance registration in the Device
which eases to identify your Employees' different types of the work process.

Send the Work Code to Device

On the Work Code interface, select the required Work Code from the list.

Click Send to Device to send the selected Work Codes to the required connected Device.
On the Device field, select the required Device from the drop-down list.

Click Confirm to send the selected Work Codes to the Device.
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Personnel Device Access

& Bookmarks~

System

Y Filters ~

Add Delete Send To Device Remove From Device

Work Code Work Code Name Last Activity
03 Telugu 2022-05-13 14:08:42 & W
02 Social 2022-05-13 14:08:42 & 1
1. Select the o1 Maths 2022-05-13 14:08:42 & W
Work code
Send To Device x
Device* --—--———-

Remove from Device

Remove from Device function lets you to remove or eliminate the transmitted Work Codes from the
Device.

Personnel Device

& Bookmarks~

System

Y Filters -~

Add Delete Send To Device Remove From Device

Work Code Work Code Name Last Activity
03 Telugu 2022-05-13 14:08:42 =
0z Social 2022-05-13 14:08:42 & 1w
1. Select the o1 Maths 2022-05-13 14:08:42 = W
Work code
Remowve From Device >

Device® -----—-——-

On the Work Code interface, select the required Work Code from the list.

Click Remove from Device to remove the selected Work Codes from the Device.
On the Device field, select the required Device from the drop-down list.

Click Confirm to remove the selected Work Codes from the Device.
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Bio-Template

Bio-template means the templates (Fingerprint, Face, Palm, Finger Vein) registered for the Employees. Our
Bio-Template interface aid you to view the detailed (mainly the major version number) information of
the Employee’s bio-templates. It gives an idea about the Major Version of the templates.

On the Device module, click Data, and then click Bio-Template to go to the Bio-Template Interface.

c}f'asy NDMS®E Personnel Device Access System

o = Di]

& Device Management O RS

Y Filters -~

< Message -

Employee Last Name Bio-Type Bio-Index Major Version
s

10

10

10

10

10

10

12

10

£ Data -
1 anish - Face

Work Code 1 anish - Fingerprint
3 - Fingerprint
3 - Fingerprint

Bio-P ) 2 - Fingerprint
2 - Fingerprint
5 Prasanth - Fingerprint
1 anish - Palm

Transaction

[o B R RN Rt < i YRV R I ]

Unregistered Transactions
1 anish - Fingerprint
D Log

& Configurations

A brief note about the columns displayed on the Bio-Template Interface
Employee: Displays the unique identity number of the Employee.

Last name: Displays the last name of the employee.

Bio-Type: Displays the type of registered Bio-template.

Bio-Index: Displays the arrangement of the registered Bio-template.

Major Version: Displays the algorithm version of the registered Bio-Template.
Minor Version: Displays the minor algorithm version of the registered Bio-Template
Serial Number: Displays the Device serial number.

Update Time: Displays the last update time of the Bio-template.
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Bio-Photo

Bio-Photo means the uploaded photos of the employees. During the initial step of adding employee,
Admin/HR can upload employees’ photo. Apart from this, employees too can also upload their photo
using mobile or scanning QR code. Our Bio-Photo interface aid you to view the registered Bio-Photo

information the Employees.

On the Device module, click Data, and then click Bio-Photo to go to the Bio-Photo Interface.

Personnel Device Access

:

& Bookmarks ~

System

Y Filters ~

£ Message Delete Approve/Reject QR Code Import Bio-Photo

Employee Id First Name Last Name Email Serial Number User Photo Bio-Photo

£ Data
‘Work Code

1 anish - - CKJW203460127

nplate

Transact

Unregi

D Log

€ Configurations

Register Time

. . 2022-05-12 16:48:51

A brief note about the columns displayed on the Bio-Photo Interface
Employee ID: Displays the unique identity number of the Employee.

First Name: Displays the first name of the Employee.

Last Name: Displays the last name of the Employee.

Email: Displays the E-mail ID of the Employee.

Serial Number: Displays the serial number of the Device.

User Photo: Displays the Employee's uploaded photo. (only JPEG, JPG format)
Bio-Photo: Displays the Employee's Device captured photo.

Register Time: Displays the photo registered time of the Employee.

Remark: Displays the comments (Approval or Disapproval reason) updated by the admin.
Status: Displays the approval or the disapproval status of the Bio-photo.

Approval Time: Displays the time of the approval or the disapproval status.
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Functions available on the Bio- Photo Interface
How to Upload User Photo via Mobile phone
QR Code

QR Code function lets you upload the user photo to the software by scanning the machine-readable code
by the camera on a smartphone.

QR Code

CRefresh &Download

Upload Bio-photo using QR Code

+ On the Bio-Photo interface, click QR Code to scan and upload the User photo via smartphone to
the software.

» Use the smartphone to scan the displayed readable code by the camera.

» The URL navigates you to the page displayed below. In case of any error kindly contact your
software User admin.
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Employee 1D~ q

Remarkﬂ

Upload Photo: Tap the camera button to capture the User's image for Bio-Photo.
Employee ID: Enter the Employee Identity Number.

Remark: Enter the required information.

Click Submit, to upload the captured photo from mobile device to software.
How to Import Bio-Photo via System (Import Bio-Photo)

Import Bio-Photo function lets you import the User photo via software.

» Onthe Bio-Photo interface, click Import Bio-Photo to a photo.
e On the Import Bio-Photo window, click +Upload to upload the photo from the local system.

Overwrite: Select either Yes to overwrite or No if the overwrite is not required from the drop-down list.
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Import Bio-Photo

=
5 4 Bl > ThisPC 5 Desktop v oo ge)
6. Select the
Organize » New folder Bio-Photo
I This PC | Mame

1 3D Objects easy WDMS 16-05-2022 09:41
[ Desktop Myriad Pro 27-01-2022 17:11
reference documents 09-05-2022 08:52
Works 05-05-2022 17:44

Documents
J Downloads
D Music

55 Dirburar,

v‘ Image Files

Overwrite* No Ignare Error*  No

Pay attention to the
Notes *Notice

1.The name of photo must be employee ID.

2.The employee photo must be .jpg, .jpeg, .png and .bmp format.

Cancel

Ignore Error: The filename of the Bio-Photo should be the Employee ID number. When we try to upload
the bio-photo, the system will match the filename with all the Employee IDs present in the system. If the
filename does not match with any employee ID, then the system will prompt an error “Employee
(filename) not found”. If you select Yes, then system will Ignore this error.

Click Confirm to save and update the Bio-Photo.

Approve/Reject the User's Bio-Photo

Approve
Approve function lets you approve the User photo as the registered Bio-Photo.
» On the Bio-Photo interface, select the required unapproved User photo from the list to approve.

» On the Bio-Photo interface, click Approve to approve the User photo.
» On the Approval window, proceed with the following.
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Approve/Reject

Status*:  Approved

1. Select the
desired Bio-Photo Overwrite*: No 3. Select the

Statuts

Remark:

Cancel

Status: Select either Approval Passed or Rejected from the drop-down list.

Overwrite: Select either Yes to overwrite or No if the overwrite is not required from the drop-down list.
Remark: Enter the description for the approval or the disapproval of the Photo.

Click Confirm to save and update the Bio-Photo.

Reject

Reject function lets you disapprove the User photo as the registered Bio-Photo. The operation is same as
Approve above.

Approve the User Photo
» Onthe Bio-Photo interface, select the required unapproved User photo from the list to approve.

» Onthe Bio-Photo interface, click Approve to approve the User photo.
o On the Approval window, proceed with the following.
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Approve/Reject

1. Select the Status™: Rejected

desired Bio-Photo

Overwrite*: Approved 3. Select the

Statuts

Remark:

Cancel

Status: Select either Approval Passed or Rejected from the drop-down list.

Overwrite: Select either Yes to overwrite or No if the overwrite is not required from the drop-down list.
Remark: Enter the description for the approval or the disapproval of the Photo.

Click Confirm to save and update the Bio-Photo.

Delete

Delete function lets you delete the required existing Bio-Photo.

1. Select the
Desired Bio-photo

Prompt *

Are you sure you want to delete the selected 1
item?

Cancel

» On the Bio-Photo interface, select the required Bio-Photo to delete or remove from the list.

o Click Delete or @ Delete Icon to delete or remove the selected Bio-Photo.
o Click Confirm to delete the selected Bio-Photo from the list.

Page |106



easyWDMS User Manual

Uploading the Device Data Transaction (Transaction)

Our Transaction interface avails you to view the recorded attendance transaction information of the
Employees.

On the Device module, click Data, and then click Transaction to go to the Transaction Interface.

ca Sy W s Personnel Device Access System

~ o =[]

& Device Management v ) PrfmErss

Y Filters ~

@ Message ~ Upload USB Transaction /Z 2 9D 0O e~ =
2

= Dat Employee ID First Name Department Date Punch Time Punch State Area  Serial Number Device Name Upload Time Actual Temperature
ata -

Work Code

# Configurations

A brief note about the columns displayed on the Transaction Interface
Employee ID: Displays the unique identity number of the Employee.
First Name: Displays the first name of the Employee.

Department: Displays the department of the employee.

Date: Displays the last Punch Date of the Employee.

Punch Time: Displays the last Punch Time of the Employee.

Punch State: Displays the last Punch State of the Employee.

Area: Displays the Area of the employee.

Serial Number: Displays the serial number of the Device.

Device Name: Displays the name of the Device.

Actual Temperature: Displays the Actual Temperature of the Employee.

Upload Time: Displays the last upload time.
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Functions available on the Transaction Interface

Upload USB Transaction

If you want to upload any transaction downloaded from a device, then you can use this interface.

Personnel Device Access System
EBOP ¥ Filters +
Upload USB Transaction Z S 9D 0O

\:\ Employee ID  First Name Department Date Punch Time Punch State Work Code  Area Serial Number + Device Name Upload Time + Actual Tem
Dlls r— P R RS lne - lerrranaicgD)  Test 2022-05-13 14:09:52
mE Upload USB Transaction 2 X 10022  Test 2022-05-13 14:09:22
Os 10022 Auto add 2022-05-13 14:06:53
O Upload File*: No file choser 0022 | Auto add 2022-05-13 14:06:27
Ol I 10022 Auto add 2022-05-13 14:06:27
Ol Q022  Auto add 2022-05-13 14:06:27
[l 5 @ pay attention to 2022-05-13 14:06:13
mIEE « 4 [E» TispC > Documents v o Search Documents the Note EIPRUSHR TR
[mlE 2022-05-12 14:44:24
[ 120 Omganize v Newfolder = W @ 50127 | Auto add 2022-05-12 14:44:23
O . [ Desktop A Name - Date modified el 50127 | Auto add 2022-05-1214:44:23

%] Documents Adobe e

¥ Downloads adobe llustrator I8 3. Select the file

D Music Camtasia Fi

&| Pictures Corel Fi

H Videos Corel Cloud Fi .

i Local Disk (C) v < Cram s Te . - ;‘ Cancel

Opin Cancel

Upload the USB Transactions

On the Transaction interface, click Upload USB Transaction to upload the attendance
transaction via a USB device to the software.

On the Upload File, click Choose file to choose the file from your PC or a USB Disk. This filename
should be same as the Device Serial Number. And make sure the system has the employees for
whom all you want to add transactions.

Click Confirm, to upload the attendance transaction from the USB device.

Unregistered Transactions

Our Unregistered Transaction interface avails you to view the unrecorded attendance transaction
information of the Employees.

On the Device module, click Data, and then click Unregistered Transaction to go to the unregistered
transaction interface.
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e asy /DM Personnel Device Access System

- Q = Unregistered Transactions

& Device Management ¥ & Bookmarks~

T Filters ~
» Message -

= Dat Date Punch Time Punch State Verify Type Work Code GPS Longitude Latitude Area Serial Number De
ata -

‘Work Code
Bio-Template

Bio-Photo

D log

& Configurations

A brief note about the columns displayed on the unregistered Transaction Interface
Date: Displays the last Punch Date of the Employee.

Punch Time: Displays the last Punch Time of the Employee.

Punch State: Displays the last Punch State of the Employee.

Verify Type: Displays the Punch verification type of the Employee.

Work Code: Displays the last punched unique Work Code of the Employee.

GPS: Displays the Employee's last punched Device's GPS location.

Longitude: Displays the Employee's last punched Device's GPS longitude location.
Latitude: Displays the Employee's last punched Device's GPS latitude location.
Area: Displays the Employee's last punched Area of the Device.

Serial Number: Displays the Device serial number.

Device Name: Displays the Device name.

Upload Time: Displays the last upload time.

Actual Temperature: Displays the actual temperature of the Employee.

Mask Flag: Displays the display of the flag mask of the employee.
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6.4 Where to view the Device logs

Log

Our Log module facilitates you to view the recorded events or day-to-day activities that have occurred on
the connected Devices.

On the Log module, you can view the list of generated logs recorded on the Device.

On the Device module, click Log to go to the Log module.

I |
Operation Log Upload Log

6.4.1 Operation Log
Our Operation Log interface aid you to view the events that took place on the connected Devices.

On the Device module, click Log, and then click Operation Log to go to the Operation Log Interface.

Personnel Device Access System

Operation Log
& Bookmarks - Y Filters -

Delete
Serial Number Timezone Administrator Action
CECT190360022 Etc/GMT+5:30 0 Enter menu
CECT190360022 Etc/GMT+5:30 Enter menu
CECT190260022 Etc/GMT+5:30 Enter menu
CECT190360022 Etc/GMT+5:30 Power on
CECT190360022 Etc/GMT+5:30 Enter menu
CECT190260022 Etc/GMT+5:30 Enter menu
Upl og CECT190360022 Etc/GMT+5:30 Enter menu
CECT190360022 Etc/GMT+5:30 Enter menu
gurations CECT190260022 Etc/GMT+5:30 Enter menu
CECT190360022 Etc/GMT+5:30 Enroll fingerprint
CECT190360022 Etc/GMT+5:30 Enroll new user
CECT190360022 Etc/GMT+5:30 Register user name
CECT190360022 Etc/GMT+5:30 Enter menu

Error Log

(=BT RRV, RV, = R = N = = N = =M = D= N =}

Page |110



easyWDMS User Manual

A brief note about the columns displayed on the Operation Log Interface
Serial Number: Displays the Device serial number.

Timezone: Displays the Device time zone.

Administrator: Displays the total number of Admin Users of the Device.

Action: Displays the activity or the operation that took on the Device.

Object: Displays the description of the activity that took place on the Device.
Parameters: Displays the specifications of the activity that took place on the Device.
Action time: Displays the time of the action took place on the Device.

Upload Time: Displays the uploaded time of the action that took place on the Device.

Functions available on the Operation Log Interface
Delete
Delete function lets you remove or discard the Devices' event records via software.

On the Operation Log interface, select the required Devices' event records to remove or delete
from the log list.

Click Delete or D Delete Icon to remove or delete the selected Devices' event records from the
log list.
Click Confirm, to discard or delete the selected Devices' event records from the log list.
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Personnel Device Access System

Operation Log

& Boo Y Filters ~
1. Select the Desired
operation Log DEEE
I | Serial Number Timezone Administrator Action Obje
d CECT190360022 Etc/GMT+5:30 0 Enter menu 0
CECT190360022 Etc/GMT+5:30 0 Enter menu 0
CECT190360022 Etc/GMT+5:30 0 Enter menu 0
CECT190360022  Etc/GMT+5:30 10 Power on 0
CECT190360022 Prompt < B Enter menu 0
CECT190360022 Enter menu 0
CECT190360022 1 | Entermenu 0
CECT190360022 | Are you sure you want to delete the selected 1 | 8 Enter menu 0
CECT190360022 e | Entermenu 0
CECT190360022 1 | Enroll fingerprint 5
CECT190360022 1 Cancel | Enroll new user 5
CECT190360022 —— J Register user name 5
CECT190360022 Etc/GMT+5:30 Enter menu 0
CECT190360022 Etc/GMT+5:30 0 Enter menu 0
CECT190360022 Etc/GMT+5:30 a Power on 0
CECT190360022 Etc/GMT+5:30 0 Enter menu 0
CECT190360022 Etc/GMT+5:30 0 Enter menu 0
CECT190360022 Etc/GMT+5:30 0 Enter menu 0
CECT190360022 Etc/GMT+5:30 0 Power on 0
CECT190360022 Etc/GMT+5:30 0 Enter menu 0

Error Log

Our Error Log interface facilitates maintaining a record of critical errors that are encountered by the
Devices while in operation.

On the Device module, click Log, and then click Error Log to go to the Error Log Interface.
A brief note about the columns displayed on the Error Log Interface

Serial Number: Displays the Device serial number.

Device Name: Displays the Device name.

Error Code: Displays the unique code of the Error captured by the Device.

Error Message: Displays the Error message.

Error Command: Displays the Error command.

Command ID: Displays the unique identity number of the error command.

Extra Message: Displays any added messages available for the error.

Upload Time: Displays the error uploaded time.
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Delete

Delete function lets you remove or discard the event errors detected by the Device. The process of Delete
is same as in operation log.

Upload Log

Our Upload Log interface facilitates maintaining a record of the transmission of Device commands and
instructions from the software to the Devices. On the Device module, click Log, and then click Upload
Log to go to the Upload Log Interface.

(jjasy NDM Personnel Device Access System

vam

evice Management  ~ & Bookmarks~ Y Filters ~
Delete

Serial Number Event Content Count Error Count Upload Tin

CECT190360022 Operation Log 1 0 2022-05-1

CECT190360022 Operation Log 1 0 2022-05-1

CECT190360022 Operation Log 1 0 2022-05-1

Operation Log CECT190360022 Operation Log 1 0 2022-05-1

CECT190360022 Operation Log 1 0 2022-05-1

Ereriles) CECT190360022 Operation Log 1 0 2022-05-1

Upload Lo CECT190360022 Operation Log 1 0 2022-05-1

3 CECT190360022 User Photo 1Jpg 1 0 2022-05-1

% Configurat!: CECT190360022 Face 1 anish 6 0 2022-05-1

CECT190360022 Face 1 anish 6 0 2022-05-1

CECT190360022 Fingerprint 5 Prasanth 7 0 2022-05-1

CECT190360022 Employee Info 5 Prasanth 5 0 2022-05-1

CECT190360022 Fingerprint 5 Prasanth 1 0 2022-05-1

CECT190360022 Employee Info 5 Prasanth 1 0 2022-05-1

CECT190360022 Operation Log 8 0 2022-05-1

CECT190360022 Operation Log 21 0 2022-05-1

CECT190360022 Operation Log 1 0 2022-05-1

CKJW203460127 Operation Log 1 0 2022-05-1

A brief note about the columns displayed on the Upload Log Interface.
Serial Number: Displays the Device serial number.

Event: Displays the occurrences that took place on the Device.

Content: Displays the description of the event that took place on the Device.
Count: Displays the total count.

Error Count: Displays the total number of errors.

Upload Time: Displays the uploaded time.

Function available on the Error Log Interface

Delete

Delete function lets you remove or discard the transmitted Device commands' logs from the software to
the Device. Delete the records from Upload log.
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» Onthe Upload Log interface, select the required Devices' event records to remove or delete from
the log list.

o Click Delete or @l Delete Icon to remove or delete the selected Devices' event records from the
log list.
o Click Confirm, to discard or delete the selected Devices' event records from the log list.

1. Select the
device's event
Record Prompt X

Are you sure you want to delete the selected 1
item?

Cancel

6.5 Device Configuration

Our Configurations module facilitates you to accomplish in managing the new or the existing Devices,
registration of Bio-Photo, and in the maintenance of the data, which eases your work and increases your
productivity.

On the Device module, click Configurations, and then click Configuration to go to the Configuration
Interface.
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System

(_’,aSy WDME Personnel Device Access
sa=
& Device Management ¥ # Device Communication Settings

Registration Device Disable Filter Resigned Disable Sync data to the device

Alow Auto Add € — ) Allow Upload New @ZEEEL ) Allow Name @205 ) Allow Card Upload § S—

Employee Upload
# Bio-Photo Appraval Policy
Edit Pending Batch Import*  Pending
Employee
Mobile Pending Device Autc Approved
Upload* Upload*
1 Data Retention Setting(The software will keep the recent data according to the value set here, setup 9999 to keep all data)

Transaction® 9999 Command* 0 Device Log* 90 Upload Log* 90

Functions available on the Configuration Interface

Device Communication Setting
This function lets you set up the Device signal for enroliment and data transmission.

Registration Device: Toggle Enable, to allow the newly connected Device to automatically consider as
the Registered Device.

Filter Resigned: Toggle Enable, to automatically eliminate or remove the resigned Employees from the
connected Devices.

Sync data to the Device: Toggle Enable, to automatically Sync Data to the connected Devices.
Allow Auto Add: Toggle Enable, to automatically add the new Devices to the Software.

Allow Upload New Employee: Toggle Enable, to automatically upload the New Employees from the
Device to the Software.

Allow Name Upload: Toggle Enable, to automatically upload the Usernames from the Device to the
Software.

Allow Card Upload: Toggle Enable, to automatically upload the Users' Card numbers from the Device to
the Software.

Bio-Photo Approval Policy

Bio-photo refers to the employee profile picture. There are several methods to upload it. Below are the
several ways to upload. This function lets you set up the approval method for the uploaded Bio-Photo.

Edit Employee: Toggle Auto Approved, to automatically approve the captured Bio-Photo of the
Employees.

Batch Import: Toggle Auto Approved, to automatically approve the batch upload of the Bio-Photo.
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Mobile Upload: Toggle Auto-Approved to automatically approve photo uploaded via mobile device.

Device Upload: Toggle Auto-Approved to automatically approve the photo captured via Bio-metric
Device.

Data Retention Setting

This function lets you set up Device enrollment and Data transmission.

Transaction: Provide the required number of days the transactions need to be retained.
Command: Provide the required number of days the commands need to be retained.

Device Log: Provide the required number of days the log files in the Device need to be retained.

Upload Log: Provide the required number of days the upload log files need to be retained.
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7 Access Control Setup

The Access control module enables the user to perform various operations such as door settings, approval
commands, setting holidays in devices, assigning user groups, access combinations, and other access
related privileges. The Access Control module regulates the user access within the organization which is
the critical factor while considering the safety of the organization. To use these functions, the users must
install devices and connect them to the network first, then set corresponding parameters, so that they can
manage devices, upload access control data, download configuration information, output reports and
achieve digital management of the enterprise.

Restricts
unauthorized
access

Access
Control

7.1 Device Configuration for Access Control (Device)

Initially, you need to add an access device, then set the communication parameters of the connected
devices, including the system settings and device settings. When the communication is successful, you
can view here the information of the connected devices, and perform remote monitoring, upload, and
download operations etc.
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Device

Once the device is added successfully, you can view here.

;’_jasy WDM Personnel Device Access

> a = [

& Device -

System

& Bookmarks~

Y Filters ~

Open Door Cancel Alarm Set Parameter Data Transfer
Device 3 and Serial Number Device Name Status Door Lock Delay Door Sensor Delay Door Sensor Type Door Alarm Delay Retry Times To Alarm

M Access Control Auto add Ll 10 10 Normal Close(NC) 30
ess Control

of Configurations

The fields are described as follows:

Serial Number: This displays the Serial Number of the device.

Device Name: This displays the Name of the device.

Status: The status of the device whether it is enabled or disabled.

Door Lock Delay: The delay time to lock the door (in seconds).

Door Sensor Delay: The delay time to enable sensor if the door is not locked (in seconds).
Door Sensor Type: The type of sensor connected to the door.

Door Alarm Delay: The Door alarm delay displays the time after which the alarm will be triggered because
of an exception.

Retry Times to Alarm: When the number of failed verifications reaches the pre-set value (the value range
is 1 to9 times), an alarm will be triggered. If there is no pre-set value, an alarm will be triggered after a
failed verification.

Valid Holidays: Displays whether holidays are applicable to the device.
Door Configuration (Open Door)

The Open-Door feature enables to open the door which is connected to the Access Controller without
locking.

Select the required device and click Open Door.
In the appearing prompt, click Confirm to open the door.
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Personnel Device Access

System

& Bookr

Y Filters ~

Open Door Cancel Alarm Set Parameter Data Transfer
Device Command Serial Number Device Name Status Door Lock Delay Door Sensor Delay Door Sensor Type Door Alarm Delay
£ Access Contrl Auto add -] 10 10 Normal Close(NC) 30
1. Select the
L e Device
Prompt X

Are you sure to unlock of selected device(s)?

Cancel

Alarm Configuration (Cancel Alarm)

The Cancel Alarm feature is used to disable the alarm of the door associated with the selected device. If
this feature is disabled, the alarm will not be triggered if the door is left open.

Personnel Device Access

& Bookmarks~ T F:?
Open Door Cancel Alarm Set Parameter Data Transfer

B3 Serial Number Device Name Status Door Lock Delay Door Sensor Delay Door Sensor Type Door Alarm Delay
b CKJW203460127 Auto add -] 10 10 Normal Close(NC) 30

System

1. Select the
Device

Prompt X

Are you sure to unalarm of selected device(s)?

it Cancel

Select the required device and click Cancel Alarm.
In the appearing prompt, click Confirm to cancel the alarm.
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Set Parameter

The Set Parameter feature is used to set the access control parameters of the device. You can set the
following device features:

e Access Control Options
e Duress Options
e Anti-PassBack Setup

Set Parameter

1. Select the
Device Access Control Options Duress Options Anti-PassBack Setup
Door Lock Delay* 5 Door Sensor Delay* 15
0 - 10 Second(s) 1 - 255 Second(s)

Door Alarm Delay* 1
0 - 999 Second(s)

Door Sensor Type* Normal Close(NC)

NC Time Period* 0 NO Time Period* 0
Timezone Number(0 - 50) Timezone Number(0 - 50) 3. Enter the
Details
Retry Times To Alarm* None Verify mode by R5485*  Fingerprint/Card

Valid Holidays m Speaker Alarm m

Access Control Parameters

Set Parameter x

Access Control Options Duress Options Anti-PassBack Setup

Door Lock Delay* 5 Door Sensor Delay* 15
0 - 10 Second(s) 1 - 255 Second(s)

Door Alarm Delay* 1
0 - 999 Second(s)

Door Sensor Type* Normal Close(NC)

NC Time Period* 0 NO Time Period* 0
Timezone Number(0 - 50) Timezone Number(0 - 50) .
1. Enter Details
Retry Times To Alarm* None Verify mode by RS485* Fingerprint/Card

Valid Holidays m Speaker Alarm m

Door Lock Delay: Set the door lock delay for the device. The range is 0-10 second(s).
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Door Sensor Delay: Set the door sensor delay for the device. The range is 1-255 second(s).

Door Sensor Type: Select the door sensor type for the device. The types are Normal Open (NO), Normal

Close (NC) and None.

Door Alarm Delay: Set the door alarm delay for the device. The range is 0-999 second(s).
NC Time Period: Set the normal close time period. The range is 0-50.

NO Time Period: Set the normal open time period. The range is 0-50.

Retry Times to Alarm: When the number of failed verifications reaches the pre-set value (the value range
is 1-9 times), an alarm will be triggered. If there is no pre-set value, an alarm will be triggered after a failed

verification.
Verify mode by RS485: Select the verification mode by RS485.

Valid Holiday: Select whether the NC Time Period or NO Time Period settings are valid in the pre-set

holiday time period. Disable this button to apply the NC or NO time period to the holiday.
Speaker Alarm: When it is enabled, the buzzer will raise an alarm when the device is dismantled.

Click Confirm after entering the required details.

Duress Parameters

The Duress option is used at the time of emergencies. Initially, it is required to register the duress
fingerprint/password on the access control device before using this feature.

Set Parameter x

Access Control Options : Anti-PassBack Setup

Duress Function §

Alarm on 1:1 Match Alarm on 1:N Match

Alarm on Password Alarm Delay* . 10. —

Enable or disable
desired option

o

Cancel

Duress Function: Select whether to enable the duress function for the device or not.
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Alarm on 1:1 Match: If it is enabled and a user performs 1:1 verification method to verify any registered
fingerprint, then the alarm will be triggered.

Alarm on 1:N Match: If it is enabled and a user performs 1:N verification method to verify any registered
fingerprint, the alarm will be triggered.

Alarm on Password: If it is enabled and the user performs the password verification method, the alarm
will be triggered.

Alarm Delay: Set the alarm delay for the device. The range is 110999 second(s).

Anti-PassBack Setup:

Set Parameter X

Access Control Options Duress Options

Anti-PassBack Mode* No Anti-passback . Door Direction*  Qut
——
Out Anti-passback Select the desired option

In Anti-passback
In/Out Anti-passback
MNo Anti-passback save door status

Confirm to Anti-
passback setup

Confirm Cancel

Anti-PassBack Mode: Select the type of Anti-Passback mode.
Door Direction: Set the door direction. It can be none, in or out.

Click Confirm after setting the parameters.

Edit Function
Edit function lets you edit the existing device details from the software.
To edit existing Device details, perform the below steps:

» On the Device interface, select the required device details to be edited from the list.

& _... . . .
o Click Serial Number or = Edit icon, to edit the Device details.

» Edit the required details and click Confirm.
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Personnel Device Access System

1. Click on Serial number or
Editicon

Door Lock D...

10 10 Normal ... 30 3

Status Door Se... Door Sen... Door Alarm De.™

rial Number Device ... Valid Holidays

JW203460... Autoadd @

Edit x
Duress Options  Anti-PassBack Setup
Door Lock Delay* 10

Door Sensor Delay* 10

Door Sensor Type*  Normal Close(NC)
2. Enter the Details
Door Alarm Delay* 30

NC Time Period* 0

NO Time Period* 0

Cancel r

Q
IEN!

Data Transfer

Data Transfer lets you send the stored data from the Device to the Software. Functions available under
Data Transfer.

Sync Data to Device

This function lets you synchronize or update the data from the software to the Device. Sync Data to the
Device.

Personnel Device Access System

o @D
=D
6. Select the Required
Details

On the Device interface, select the required Devices from the list to sync the Employee Data
from the software.
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» On the Data Transfer menu, click Sync Data to Device to sync or update the Employee data
from the software to the selected Devices.

» On the Sync Data to Device window, select the required data, by switching the toggle button to
either Yes or No for the data options (Time Zone, Holiday, Group, Combination, and Privilege)

o Click Confirm, to sync or update the selected data from the software to the selected Devices.

7.1.2 Device Command

This section is used to check the commands issued by the software to the device during communication.

Device

£ Access Control

£ Configurations

Personnel Device

= [

& Bookmarks~

Serial Number

CECT190360022
CECT190360022
CECT190360022
CECT190360022
CECT190360022
CECT190360022
CECT190360022
CECT190360022
CECT190360022
CECT190360022
CKJW203460127
CKJW203460127
CKJW203460127
CKJW203460127
CKJW203460127

Y Filters ~

Delete Clear Commands

Access System

Device Name  Content

Test
Test
Test
Test
Test
Test
Test
Test
Test
Test
Auto add
Auto add
Auto add
Auto add
Auto add

DATA UPDATE WORKCODE CODE=03 NAME=Telugu

DATA UPDATE WORKCODE CODE=02 NAME=Social

DATA UPDATE WORKCODE CODE=01 NAME=Maths

CHECK

DATA UPDATE FINGERTMP PIN=5 FID=6 Size=zk bio_size Valid=1 TMP=zk bio_data 0000000003 06
DATA USER PIN=5 Name=Prasanth Pri=0 Passwd= Card= Grp=1 Verify=-1
SET OPTION LimitAllocSpace=160

SET OPTION IsSupportABCPin=1

CHECK ALL

INFO

DATA DEL_USER PIN=35

DATA DEL_USER PIN=1

CHECK OP

CHECK OP

CHECK

Operate Date/Time
2022-05-13 14:08:42
2022-05-13 14:08:42
2022-05-13 14:08:42
2022-05-13 14:08:34
2022-05-13 14:06:17
2022-05-13 1406:17
2022-05-13 14:06:06
2022-05-13 14:06:05
2022-05-13 14:05:58
2022-05-13 14:05:58
2022-05-13 09:24:12
2022-05-13 09:24:11
2022-05-12 16:51:23
2022-05-12 16:49:05
2022-05-12 16:45:26

Transf{
2022
20224
20224
2022
20224
20224
2022
20224
20224
2022

2022
20224
20224

A brief note about the columns displayed on the Device command Interface:

Serial Number: Displays the unique serial number of the Device.

Device Name: Displays the Device name.

Content: Displays the command content.

Operate Date/Time: Displays the last command operated time.

Transfer Time: Displays the last command transfer time.

Return Time: Displays the last command return time.

Return Value: Displays the last command return value.

Functions available on the Device Command Interface

Delete Device Command

This feature is used to clear the commands issued by the software to the device during communication.
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On the Device Command interface, select the required command to remove or delete from the
device command list.

Personnel Device Access System

E= | Device Command

& Device & Eccp Y Filters -

Delete Clear Commands

Serial Number Device Name Content

@ CECT190360022  Test DATA UPDATE WORKCODE CODE=03 NAME=Telugu
CECT190360022  Test DATA UPDATE WORKCODE CODE=02 NAME=Social

1. Select the CECT190360022  Test DATA UPDATE WORKCODE CODE=01 NAME=Maths

o e—— CECT190360077  Tamt rucov

CECT190360 Prompt X d=5 FID=6 Size=zk bio_size Valid=1 TMP=zk bio_data 0000000003 _06
CECT190360 santh Pri=0 Passwd= Card= Grp=1 Verify=-1
CECT190369 Are you sure you want to delete the selected 1 lGO
CECT190360 11y E
CECT190360
CECT190360 - ¥
CKIW20346¢ Cancel |
CKJW203460127 TAtito'add | DATA I:blNﬂ
CKJW203460127  Auto add CHECK O
CKJW203460127  Auto add CHECK OP
CKIW203460127  Auto add CHECK

Click Delete or E Delete Icon to remove or delete the selected command to remove or delete
from the device command list.

Click Confirm, to discard or delete the selected required command to remove or delete from the
device command list.

Clear Command

Clear Commands allows you to delete all the device commands.

Personnel Device Access System

=
& Device 8 Bookmarks+ Y Filters ~
Delete Clear Commands

Serial Number Device N Content Op:
CECT190360022 T¢— mATeTRm R RueanT =2 DE=03 NAME=Telugu 202
CECT190360022 % Prompt X DE=02 NAME=Social 202|
CECT190360022 T DE=01 NAME=Maths 202
CECT180360022 "8  Are you sure to clear all the commands? |8 202)
CECT190360022 Tt =5 FID=6 Size=zk _bio_size Valid=1 TMP=zk bio_data_0000000003_06 202
CECT190360022 fi Cancel ljl’lth Pri=0 Passwd= Card= Grp=1 Verify=-1 202
CECT190360022 Tt 60 202|
CECT190360022  Test TSET OPT|OhDI’tAECPiH=1 202
CECT190360022  Test CHECK ALL 202
CECT190360022  Test INFO 202
CKJW203460127  Auto add DATA DEL_USER PIN=35 202
CKJW203460127  Auto add DATA DEL_USER PIN=1 202|

On the Device Command interface, Click to the Clear Commands.
Click Confirm to delete all Device commands.
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Access Control

Access control interface is help you to create a new time period or edit the existing time period to
define the operating hours of the access control device. It can be assigned for every week days and
holidays also.

On the Access module, click Access Control to go to the Device Management module.

Time Period

The Time Period is usually set to define the operating hours of the access control device. It can be
assigned for every week. The time format is HH: MM: SS — HH: MM: SS.

Casy WDM® Personnel Device Access System

® Q1

& Device & Bookmarks~

Y Filters =

Device —~
~ Add Delete Clone To Areas
evice C a
S conend Time Period No. Time Period Name

mahadevpur 1

4 Access Control

Privilege

8 Configurations

A brief note about the columns displayed on the Time Period Interface:

Time Period Number: Displays the time period number. The time period number is unique for each
area.

Time Period Name: Displays the time period name.

Functions available on the Time Period Interface
Add a Time Period

The add function help to add a new Time Period to define the operating hours of the access control
device. It can be assigned for every week.

On Time Period interface Click on Add option to create new time period to set the operating hours of
the devices.

Set the following details:

Area: It displays the area name. It cannot be modified in the interface.

Time Period Number: Enter the time period number. The time period number is unique for each area.
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Time Period Name: Enter the time period name.
Start Time/End time: Set the start and end time for each time period within a week.
Remark: Enter the remarks.

Status: The default is ON. Turn off the toggle button to disable the time period, the door cannot be
open for the whole day for a specific employee.

Personnel Device Access System

ime Perioc
P
z dd Delete Clone To Areas

bengalore Time Period No. ¢ Time Period Name +
1

Add x

Time Period No

me Per e’
Remark 5 Enter the desired
details
ime nd Time

6.Click to confirm

Click Confirm after entering the required details.

Edit a Time Period

If you want to edit the time period, perform the following steps:

Add Delese Clone T Aress. Y 7 9D e =
Time Period No. 2 o
1 — ¢ o
th &
4.Enter the
desired details

5.confirm to edit X

Click the corresponding area on the left of the interface. The time period list of the corresponding
area will be displayed.

In the time period list, select the Time Period Number or click Editicon.
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Modify the parameter settings based on the requirements.
Click Confirm to save the modified time period information.

Delete a Time Period

In the time period list, select the time period and click Delete on the upper part of the interface or click

@ icon.

Personnel Device Access System

Device Time Period

& Device & Bookmarks= Y Filters ~ 5.Click on delete
< Add Delete Clone To Areas

Bengaluru B Time Period No. % Time Period Name %

4 Access Control WH 1 1

Prompt X

Are you sure you want to delete the selected 1

item?

6. confirm to delete Cancel

Note: The Time Period, which is in use, cannot be deleted.

Clone To Areas

The Clone option is used to copy the time period of one particular area to another area. It saves the time
of creating individual time period to each area.

Select the time period to be cloned. Click Clone To Areas to open the following interface.

Personnel Device Access

Device = Time Period

& Device 8 Bookmarksw Y Filters -

System

- 5.Click here to
< Add Delete  Clone To Areas G e
Bengaluru B Time Period No. = Time Period Name +
) Access Control [ i 1
W Clone To Areas X
Area®;  ----------
C A v
Remark: a

O wot Authorized
O sengaluru 6 Select the desired
options

m Cancel

Page |128



easyWDMS User Manual

Enter the parameters as shown below:
Area: Select the area (multiple areas can be selected).
Remark: Enter the remarks.

Click Confirm to save the clone details.
Holiday
The Holiday settings can be configured to control the door access on holidays. On holidays, special access

control may be required. To facilitate this requirement, the access control time on holidays can be set
which applies to all the employees of the corresponding area.

Personnel Device Access

Device Time Period Holiday

System

& Device

& Bookmarks ~ T Filters ~
Device —
[ Add Delete Clone To Areas
ereelConmand Name Start Date Duration(Day)
™ Access Control May 12, 2022 1

Time Period

Groups
Combination

Privilege

¥ Configurations

The fields are described as follows:

Name: Displays the holiday name.

Start Date: Displays the Start date of the Holiday.
Duration(days): Displays the Duration of the Holiday (days).

Time Period: Displays the time period applicable to the holiday. The door opening time period depends
on this parameter.

Functions available on the Holiday Interface
Add a Holiday

On Holiday interface, click on the Add option and enter the parameters as shown below:

Area: Select the area from the area list.
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Holiday Name: Select the holiday name from the drop-down list. These holidays are those added in the
Attendance Module.

Start Date: It will be automatically filled after selecting the holiday name and cannot be modified.
Duration (Days): It will be automatically filled after selecting the holiday name and cannot be modified.

Timezone: Select the timezone applicable to the holiday. The door opening timezone depends on this
parameter.

asy Personnel Device Access System

Holiday

& Device

& Bookmarks~ Y Filters ~

4. Click to Add

< Add Delete Clone To Areas
Name Start Date Duration(Days) Time Period
9 Access Control
None
Add X
Area® -
Holiday* -
€ Configurations Start Date * 5. Enter the

required

Duration(Days) * details

Timezone*  ---------

8. Confirm
to Add Cancel

Click Confirm to save the holiday details.
Edit a Holiday

If you want to change the holiday details in the corresponding area, perform the following steps:

Personnel

@ Bookmarks~ ¥ Filters ~

Q
:
i

4. Click to Edit —
Feb. 15, 2023

23(Cleaning time) &

I— . 5. Enter the required
o details
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In the holiday list, click the Holiday Name or click Editicon.

Modify the parameter settings as per your requirements and Click Confirm to save the modified holiday

information.

Delete a Holiday

Select the holiday and click Delete on the upper part of the interface or click ] Delete icon.

Personnel Device Access System
il

Device Time Period Holiday

& Device

Bengaluru u Name

™ Access Control Wﬂ holi

Prompt

item?

Confirm to delete

& Bookmarks~ T Filters = Click to delete
= Add Deléte Clone To Areas

Start Date
May 12, 2022

Are you sure you want to delete the selected 1

Cancel

Click to Confirm to delete the Holiday.

Clone To Areas

The Clone option is used to copy the time period of one particular area to another area. It saves the time

of creating individual time period to each area.

Select the Holiday to be cloned.
Click Clone To Areas to open the following interface.

Personnel Device Access System
Deice Command -
B Bookmarks~ Y Filters ~ P
ess Co ol
2 AEEE = Add Delete Clone ToAreas
Bengaluru B Name Start Date
CEEEE 2 holi May 12, 2022

Test

1. Select the Holiday Clone To Areas
to be Clone

Remark:

Duration(Day)
1

x

3. Select
the Area

Cancel

0

Page |131



easyWDMS User Manual

Area: Select the Area.
Remark: Enter the Remarks.

Select area and click Confirm to clone to Area.

Groups

The Group option enables you to manage the employees in groups. The access parameters specified
here are applicable to all the employees belonging to the specific group.

(_’,aSy WDM? Personnel Device Access System

Device Time Period Holiday

& Device & Bookmarks~ T Filters ~

Device »
Add Delete Group Menu /7 " D m ™ =

Group No. Group Name Verify Mode Time Period 1 Time Period 2 Time Period 3 Include Holiday

Q

Device Command
) Access Control 1 Any 1 0 0 No W

Time Period

Holiday

Combination

Privilege

@ Configurations

A brief note about the columns displayed on the Group Interface
Area: Select the area name.

Group Number: Enter a unique group number.

Group Name: Enter the name of the group.

Time Period: Set the time period of the group. Each group can have a maximum of 3 time period. As
long as one of them is valid, the group can be verified successfully.

Verify Mode: Set the verification mode of the group. When the group verification mode overlaps the
user verification mode, then the user verification mode prevails.

Include Holiday: If it is set as [Yes], the door opening time period on holiday subjects to the time period
setin holidays.

Functions available on the Group Interface

Add an Access Group

Page |132



easyWDMS User Manual

To create a new access group, follow the below procedure.

Initially, select the area in which you want to create the user group. Then Click on Add. Enter the
following details.

asy Personnel Device Access System
1

Device Time Period Holiday = Groups

& Device & Bookmarks - T Filters =
= Add Delete Group Menu s S D
Bengaluru Click to add Group No. Group Name Verify Mode Time Period 1 Time Period 2 Time Period 3 Include
) Access Control 1 1 Any 1 0 0 No
Add X

Area®
Group No.*
Group Name*

Timezonel?*

Timezone2  ————
imezone, Enter the desired

Timezone3  --------- details

Verify Mode* Any

Include Holiday* No

confirm to add ~
Cancel

Area: Select the area name.
Group Number: Enter a unique group number.
Group Name: Enter the name of the group.

Time Zone: Set the time zone of the group. Each group can have a maximum of 3 time zone. As long as
one of them is valid, the group can be verified successfully.

Verify Mode: Set the verification mode of the group. When the group verification mode overlaps the
user verification mode, then the user verification mode prevails.

Include Holiday: If it is set as [Yes], the door opening time period on holiday subjects to the time period
setin holidays.

Click Confirm to save the settings.

Edit an Access Group

Perform the following steps to edit an Access Group.

Click the corresponding area on the left side of the interface. The list of all the groups in the
corresponding area will be displayed on the right side of the interface.
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In the group list, click the group name or click editicon.
Modify the parameters as per your requirements.

as y Personnel Device Access System
1
Device Time Period Holiday Groups
& Device & Bookmarks~ Y Filters ~
= Add Delete Group Menu S D M o~ =
Bengaluru Group No. 4 _Click to edit ge ime Period 2 Time Period 3 Include Holida

4 Access Control 1

Edit x

Area*

Group No.*

Group Name* 1

Timezonel* 1(1)

Timezone2 ----———-—-

5_Enter the

desired details
Timezone3  ---——-—--

Verify Mode*  Any

Include Holiday* No

6.confirm to Cancel
edit Cance

Click Confirm to save the modified group information.

Delete

Select the Group and click Delete on the upper part of the interface or click @ delete icon. Click on
Confirm to delete the selected group.

Personnel Device Access

System

& Bookmarks~ Y Filters ~ p
B Access Control = Add Delet Group Menu 7 S 9D M e = Move To Group 1
Bengaluru [ Group No. Group Name Verify Mode Time Period 1 Time Period 2 Time Period 3 Include Holiday Employe... Fi
'_I_“ai‘ad“"”' = 1 Any 1 0 0 No [Eln) 70604 A
est
70001 P
4. Select the ]
Group 5 o
Prompt x
35 ra
a7 ra
Are you sure you want to delete the selected 1 38 =
item? 40 Hi

Cancel

R

Group Menu

On the Access module, click Access Control, and then click Group interface, to transfer the employees to
a specific group.

Functions available under Group Menu
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o CloneTo Areas
o Personnel Transfer

a Sy Personnel Device Access System

& Bookmarks ~ Filters ~

& Device

e Ae Add Delete Group Menu /s S D 0O
=

Group No. Grou} cione To Areas ime Period 1 Time Period 2 Time Period 3 Include Holiday
mahadevpur 1 0 0 No

™ Access Control Test Personnel Transfer

Time Period

5. Select the

Holiday
Group

& Configurations

o Select the area in which you need to transfer the employees.

e Then, select the Group and click Group Menu -> Personnel Transfer. The interface appears as
shown below:

* Now, select the employee whom you need to transfer to the selected group and click Confirm.

Clone To Areas

The Clone option is used to copy the group of one particular area to another area. It saves the time of
creating individual Group to each area.

Personnel Device Access System

& Bookmarks~ p
= 4. Sele -

Device
Aera Add Delete Group Menu >
Device Command - . *
Group No. GrOUE  Clone To Areas leriod 1 Time Period 2 Time Period 3

mahadevpur

= 1 0
9 Access Control Tk Personnel Transfer

Clone To Areas

5. Select the
Group Area*:

Remark:
8. Select the
Aera
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o Select the Group to be cloned.

¢ C(lick Group Menu and Select Clone To Areas to open the following interface.

o Select Area from the drop- down List to clone to area and then enter the Remark.
e Click Confirm to clone the Area.

Personnel Transfer

If you need to transfer the employees to a specific group, perform the below given steps:

a Sy Personnel Device Access System

& Device & Bookmarks~ Filters ~
4. Select the
9 Access Control Aera Add Delete Group Menu F S 9D M =
=

Group No. Grouf  cione To Areas jod 1 Time Period 2 Time Period 3 Include Holiday
mahadevpur 1 0 0 No
Test Personnel Transf

5. Select the
Group

&F Configurations

o Select the area in which you need to transfer the employees.
e Then, select the Group and click Group Menu > Personnel Transfer. The interface appears as
shown below:

a sy Personnel Device Access System

& Device & Bookmarks~ Y Filters ~

£ Access Control o Add Delete Group Menu /s S 9 O~

Group No. Grouk  cigne To Areas ime Period 1 Time Period 2 Time Period 3 Include Holiday
mahadevpur 1 0 0 No

Personnel Transfer 1

Department Employee Q Selected 0

Employe... First Name Last Name Department | Employe... First Name Last Name
& Configurations

2. Select the
Employee

2

Confirm Cancel

* Now, select the employee whom you need to transfer to the selected group and click Confirm.
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Combination

Access groups can be used with different unlock combinations to enable multiple authentications and to
improve security.

For each area, the maximum number of unlocking combinations is 10. When an area is created, 10 unlock
combinations are automatically created.

The unlock combination with combination No. 1 will be setin a way that one employee from Access-Group
1 can open the door by default. Other unlock combinations do not include any employee from the access

group.

€asy WDMS d Personnel Device Access System
1

Device Time Period Holiday Groups

& Device & Bookmarks~ T Filters ~

Device
Clone To Areas

3]

Jevice C a
e Combination No Combination Name Employee from Group Employee from Group Employee from G

* Access Control 1
2
Time Period

Holiday

Privilege

- 0 ®~N e U e w
cC o0 00000 o =
cC oo 00000 oo
cocoooocooo oo

=)

4f Configurations

A brief note about the columns displayed on the Combination Interface
Area: Displays area name.

Combination Number: This displays a unique Combination number.
Combination Name: This displays the name of the Combination.

Employee From Group: This displays the group which the employee belongs to. For example, If the
selected group is Group 1, one of the employees from Group 1 can open the door in the specified area. In
a combined verification, the range of user number is 0<N=<5. You can combine two or more employees
to achieve multi-verification and security advancement.

Functions available on the Combination Interface

Edit Access Control Combination
To edit the Access Control Combination, perform the following steps:

Click the corresponding area on the left side of the interface. The combinations belonging to this
area will be displayed on the right side of the interface.
Click the corresponding combination number to edit the combination.
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Area*

Combination No.*

Combination Name*
Remark
Employes from Group
Employee from Group
Employee from Group  ~--------
Employee from Group -

Employee from Group

m Confirm Cancel

Enter the parameters as shown below:

Area: Select the area name.

Combination Number: The combination number cannot be edited.
Combination Name: Set the name of the combination.

Remark: Enter the remark.

Employee from Group: Select the group which the employee belongs to. For example, If the selected
group is Group 1, one of the employees from Group 1 can open the door in the specified area. In a
combined verification, the range of user number is 0<N<5. You can combine two or more employees
to achieve multi-verification and security advancement.

Click Confirm to save the settings.

Clone To Areas

The Clone option is used to copy the time period of one particular area to another area. It saves the time
of creating individual time period to each area.

1. Select Combination

To clone Clone To Areas

Remark:

3. Select the
Area

Cancel
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Select the time period to be cloned. Click Clone To Areas to open the following interface.

Select the Area from the drop-down list and enter the Remark.
Click Confirm to Clone to area.

Privilege

The privilege option is used to view and assign access privileges to all the employees.

za Sy W J Personnel Device Access System

& Device & Bookmarks - T Filters ~
Device
= Adjust
e G Employee Id First Name Last Name Group Time Period Mode Time Perig
9 Access Control manadevpur Anish 1 Group 0
Prasanth 1 Group 0
Time Period anish 1 Group 0
Holiday R ! Group 0
ram 1 Group 0
Groups rache 1 Group 0
P . kanha 1 Group 0
Combination
HR 1 Group 0
€ Configurations

Edit Employees Access Privilege

If you need to edit an employees’ access privilege, you can do as per the following:

Click the corresponding area on the left side of the interface. The privilege information of
employees who are belonging to this area will be shown on the right side of the interface.

Click the corresponding employee ID or editicon to edit the employee privilege.

System

& Bookmarks~

Y Filters ~

z L —— 772920 =

T [|Enpiopsia 4.Click to edit ¥ " L _
CETELD [ 70604 A @
(], 70001  Prasanth - 1 Group 0 [ 0 Apply Group Made =
a .. L Apply Group Mode 3
] e X[ ApplyGroup Moge =z
O e | AoplyGroup Mode ]
| ne b Apply Group Mode =
] Group* 1 5.Enter the desired | ApplyGroup Mode =
O details | Apply Group Mode Z

Verify Mode Time Period
Personnel  (8) Group nn: ®) Grou

Verify Mode

6.confirm to edit
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Edit the details as shown below:
Employee: The employee field cannot be edited.

Group: Adjust the access group for the employee from the drop-down list. The corresponding
verification mode and time period will be updated automatically.

Verify Mode: If Group is selected, the employee can be verified by using the verification mode of the
group to which this employee belongs. If Personnel is selected, you can customize the verification mode
for this employee from the drop-down list of verifying mode.

Time Period: If Group is selected, the time period of the group will be applicable to the employee. If
Personnel is selected, then set the unlocking time period for this employee. The time period of this
employee does not affect the time period of any other employee in this group.

Click Confirm to save the details.

Adjust Employee’s Access Privilege (Adjust)

The employee’s access privilege can be altered as per your requirements. Perform the following steps:

Click the corresponding area on the left side of the interface.

The privilege information of employees who are belonging to this area will be displayed on the
right side of the interface.

Click Adjust to access the adjust privilege interface:

ccess

Bookmarks~ Y Filters = p
Adj

Q

Bengalur Employee Id _ First Name: ~Last Name Group Time Period Mode ~Time Period 1 Time Period 2
mahadevpl
— 4. Select Adjust =8
the area
)epartment mployee Q Selected

Employe... First Name Last Name Employe... First Name Last Name

8
40 iR
6. Select the 70001 Prasanth
Emplnyaa 20 ~ Total 6 Records

Group * 1

Verify Mode Time Period
Personnel Group Personnel Group
Verify Mode Time Period 1

Time Period 2

7. Enter the required
Details

Time Period 3

» Cancel

Enter the parameters as shown below:
Employee: Select the employee from the list to whom the privilege must be adjusted.

Group: Select the access group for the employee from the drop-down list. The corresponding verification
mode and time period will be updated automatically.
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Verify Mode: If Group is selected, the employee can be verified by using the verification mode of the
group to which this employee belongs. If Personnel is selected, you can customize the verification mode
for this employee for the drop-down list of verifying mode.

Time Period: If Group is selected, the time period of the group will be applicable to the employee. If
Personnel is selected, then set the unlocking time period for this employee. The time period of this
employee does not affect the time period of any other employee in this group.

Click Confirm to save the details.

Configurations

Our Configurations module facilitates you to accomplish in managing holidays of employees. On the
Device module, click Configurations, and then click Holiday to go to the Holiday Interface.

The Holiday settings can be configured to control the door access on holidays. On holidays, special access
control may be required. To facilitate this requirement, the access control time on holidays can be set
which applies to all the employees of the corresponding area.

Personnel Device Access

System

Holiday

& Bookmarks ~

Y Filters ~

Add Delete

~ ) Name Location Start Date Duration{Day) Working On Holiday
8 Configurations B
Location 2022-05-12 1 Calculate as Holiday OT
olida

3

Functions available on the Holiday Interface
Add a Holiday

To Add holiday in the corresponding area, perform the following steps:

ay*  Calculate as Holiday C
2. Enter the
Details

Page [141



easyWDMS User Manual

On Holiday Interface click on Add option
Enter the parameters as shown below:

Holiday Location: Select the area from the area list.
Name: Enter the Holiday name. These holidays are those added in the Attendance Module.
Start Date: It will be automatically filled after selecting the holiday name and cannot be modified.

Duration (Days): It will be automatically filled after selecting the holiday name and cannot be
modified.

Working on Holiday: If Employees work on weekends, then you can define that worktime by
choosing; Do not calculate/Calculate as Normal Work/ Calculate as Normal OT/ Calculate as
Weekend OT/ Calculate as Holiday OT as per your company’s policy.
Do not calculate: Working on the weekend will be ignored by the system.
Calculate as Normal Work Time: Working on the weekend will be moved to normal work.
Calculate as Weekday OT: Working on the weekend will be moved to normal overtime.
Calculate as Week Off OT: Working on the weekend will be moved to weekend overtime.

Calculate as Holiday OT: Working on the weekend will be moved to holiday overtime.

OT Level 1/0T Level 2/0T Level 3: You can set the levels for overtime according to the
worked hours.

What are Overtime levels?
When an employee works more than the needed hours, the company management sets overtime levels
such that, the employee gets paid according to his worked overtime level. Overtime levels must be in
hours and must be set in such a way that OT Level 3> OT Level 2 > OT Level 1.
E.g.: OT Level 1 to 3 hours

OT Level 2 to 5 hours

OT Level 3 to 7 hours
Foreach OT level, you may set distinct pay levels. Consider an employee A works for 3 hours and employee

B works for 5 hours. The worked hours of employee A falls under Level 1. The worked hours of employee
B falls under both Level 1 and Level 2. So, employee B gets consolidated pay by considering both levels.

Click Confirm to save the holiday details.

Edit a Holiday

If you want to change the holiday details in the corresponding area, perform the following steps:
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In the holiday list, click the holiday name or click editicon.

Personnel Device Access System

Holiday

1. Click on Heliday - Y Filters ~
Name or Editicon

Delete
Location Start Date Duration i Holiday

€ Configurations
Location 2022-05-12 1 Calculate as Holida Z T

Name* ho Holiday Location*

Start Date*  2022-05-12 Duration(Day)* 1
Working On Holiday* Calculate as Holiday C OT Level 1* 0.0 YT
OT Level 2 0.0 OT Level 3% 0.0 required details

Cancel

Modify the parameter settings as per your requirements and Click Confirm to save the modified holiday
information.

Delete a Holiday

Delete function lets you remove or discard the Holiday details via software.

Personnel Device Access System

Holiday

& Bookmarks~

Filters -

Add Delete

#f Configurations B name Location Start Date Duration(Day)  Working On Holiday
# Config ns

holi Location 2022-05-12 1 Calculate as Holida... =

1. Select the
Holiday Prompt Pre

Are you sure you want to delete the selected 1

o Cancel

item?

On the Holiday interface, select the required Holiday to remove or delete from the list.

Click Delete or ] Delete Icon to remove or delete the Holiday from the list.
Click Confirm, to discard or delete the selected Holiday from the list.
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8 System Management

System Management defines the process in which the software and other devices interact with each
other based on system settings. The System Management module is designed to manage multiple users,
user groups, databases, and other system-related parameters. With its advanced framework, the
configuration of system parameters is made simple. You can view all the system logs with associated
details that enable efficient management. You can also backup the system data that ensures data security
and data availability at any time.

- Users and Group Management

- Database backup and migration

- Data Integration

- Middleware to establish communication
- Log Management

- User Authentication

System Management

\

Advantages of System Management

« Consistent user management

» Back-up options to prevent data loss

» Displays all the transaction logs

o Auto-export the data

» Configuration of Email, SMS, WhatsApp, and Alert settings
» System log details in a single interface

o Alerts for exceptions

Page |144



easyWDMS User Manual

Organisation
setting

Setting up Setting up

shifts Devices

The setting tab will not be visible in any other normal employee’s account. This superuser will be able to
assign new users (such as company management personnel, registrars, and more.) for the employees
inside the company and configure corresponding user roles.

3.1 Authentication

Authentication technology provides access control for systems by checking to see if a user’s credentials
match the credentials in a database of authorized users or in a data authentication server.

8.1.1 Group

The Superuser assigns different user levels to different users. To avoid assigning one by one, the
Superuser can create a user group and set roles with specific levels of access to other users.

The Group option enables you to manage the employees in groups. The access parameters specified
here are applicable to all the employees belonging to the specific group. Group Name column displays
the name of the group.
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asy Personnel Device Access System

®»Q=E Group
# Authentication N & Bookmarks~ Y Filters ~

Add Delete

Group Name
technical
Department

comapny

Functions available on the Group Interface
Add a User Group
Perform the following steps to add a new user group:

o Click Add to add a new user group.
o A window appears as shown in the image below:

4 Click here

5.Enter the group name

Personnel  Device  Access

w OE personnel (0/43)
¥ D03 company (0/5)
¥ O employee (0/13)
> DO pepartment (0/6]
¥ D3 postion (0/6)
¥ D03 area (0/6)
> OOResign (0/7) 6.Select the appropriate check-boxes to allot
permissions to user group

Page |146



easyWDMS User Manual

Name: Enter the name of the group.

Permission: Under each module, select the permissions to the user by selecting the corresponding
checkboxes. Only the corresponding user can use the selected options. If you want to select all the options,
select the Master checkbox.

Click Confirm after setting the permissions.

Edit a User Group

To edit a User Group, perform the below steps:

4. Click on Group
Name or Edit Icon

Edit

*Name Department

Personnel  Device  Access  System

¥ Awv

> 00 employee (0/13)
> &3 Department (6/6)

9 O3 postion (0/6)

> O area (0/6)

> O3 Resign (0/7) 5. Select the
Required details

» Inthe User Group interface, click on the group name to be edited or (£ editicon.
o Edit the required details in the user group and click Confirm.

Delete a User Group

This feature is used to clear the commands issued by the software to the device during communication.
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Personnel Device Access System

& Authentication & BOkaarkS'epterS -
Add Delet

|| Group Name

bd Department 24 @l
[] comapny ( L[ w
3. Select the Prompt X
Group Name

Are you sure you want to delete the selected 1

D Cancel

item?

In the user groups list, select the group to be deleted and click on Delete or @ delete icon.
On the appearing pop-up, click Confirm to delete the selected user group.

How to set up a User account (User)

The User Management option allows you to manage multiple users. You can also assign user roles and
set privileges to the users.

easy WDMS > Personnel Device Access System

& Authentication

& Bookmarks~

Y Filters ~
Group Add Delete Change Password
Username First Name Last Name Email Group Name Enable Is superuser Last Login

Date 5 admin@zkteco.com True 2022-05-16 14:32:17

Integration

Middleware Table

D Log

@8 Configuration

The columns are explained as follows:

Username: This name will be displayed at the top right corner of all the module interface.
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First Name, Last Name, Email: The Name and Email ID of the user.
Group Name: The name of the user group to which the user belongs.
Enable: Whether the user is allowed to login the account or not.

If this field is not checked, this user will not allow to login.

Superuser: Whether the user is Superuser or not. If the checkbox is selected, the user becomes a
Superuser and there is no need to assign permissions. If it is not selected, the user will be a normal user
with specified access permissions.

Date of Joining: The Date on which the user account is created.
Last Login: It displays the latest login of this user.

Login Times: Number of times the user logged into the account.
Click Confirm after entering the required details.

Functions available on the User Interface

Add a User Group

Perform the following steps to add a new user:

Click Add to add a new user.
A window appears as shown in the image below. Then enter required details and click to Confirm.

Personnel Device System

Username First Name Last Name Emall Group Name Enable
admin ———== o

Add x

Username

Password

Confirm Password
5.Enter the required details
Email
6.confirm to add —
| Confirm | Cancel
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Edit a User

To edit a User, perform the below steps:

Username®  admin
Basic Details
First Name
Last Name
Email
Permissions

Enable

Superuser B

Company  default
Authorized Department

Authorized Area

« Inthe User interface list, click on the username to be edited and click E editicon.
o Edit the required details in the user and click Confirm.

The columns are explained as follows:

Username: This name will be displayed at the top right corner of all the module interface.
First Name, Last Name, Email: The Name and Email ID of the user.

Superuser: Whether the user is Superuser or not.

If the checkbox is selected, the user becomes a Superuser and there is no need to assign permissions. If it
is not selected, the user will be a normal user with specified access permissions.

Enable: Whether the user is allowed to login the account or not.
Company: This shows Company Name of the User.

Authorized Department: If Department(s) is selected, then the User can access data of only that
Department(s).

Authorized Area: If Area(s) is selected, then the User can access data of only that Area(s).
Authorized Position: If department is selected, then the user can access data of only those designation(s).

Groups: This shows Group Name of the User.
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Date of Joining: The Date on which the user account is created.

Last Login: It displays the latest login of this user.

Click Confirm after entering the required details.

Delete User Account

This feature is used to Delete the existing User account from the Software.
Perform the following steps to delete a user:

On the User interface, select the required user account to remove or delete from the software.

click Delete or D delete icon to remove or delete the selected user account from the Software.
On the appearing pop-up, click Confirm to delete the user.

Personnel Device Access System

Last Name Email Group Name Enal

i€ Change Pa

B Usemame First Name

& L °
5.Select the desired details
Prompt X
Are you sure you want to delete the selected 1
item?
m J Cancel

6. confirmto delete

How to reset or change your Password
You can change the password by performing the following steps:

In the user's list, select the user to change the password.
A prompt appears as shown in the image below:
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4.Click here to change
password

Prompt X

Are you sure, you want to Change Password for
the selected Usemame?

Confirm Cancel
S5.confirm to change password

o Click Confirm to change the password.
o Inthe appearing window, enter the old password, new password and confirm it.

Change Passwoaord b

0Old Password®
New Password*®

Confirm New
Password*®

» Click Confirm after entering the password details.

Alternatively, you can also follow below steps to change password.
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Personnel Device

4.Click to enter profile

5.Click to change password

g U 0 om

&

3.2 Database

Database management is important to manage multiple types of user data. It also enables
you to perform multiple tasks at the same time. It increases data consistency by reducing the
update errors. The database also increases data security.

8.2.1 Backup

Database backup at regular intervals is highly recommended to avoid a network disaster. It
helps to restore the data and its operational state in case of any data loss.

On the System module, click Database, and then click Backup to view the Backup Interface.

Personnel  Device Access  System

& Bookmarks ~ ¥ Filters ~

Backup Automatically Backup Manually Restore

Database Database Name Operator Save File At

The fields are described as follows:
Database: This Displays the type of database.
Database Name: This displays the Name of the database.

Operator: This displays who backed the file. For example, if the admin manually backup the file,

operation column shows as admin.
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Save File At: This displays the location to save the backup file.

Time: This displays the Time of backup.

Status: This displays the status of the backup file. If the backup process is successfully completed, then
the Status of backup will be Success.

Remark: This displays the remarks of the backup. If the backup process is done by manually the remark

will be Backup Manually.

Functions available on the Backup Interface
Backup Automatically

This option allows you to back up the data when the day and time are pre-set.
Perform the following steps to back up the data automatically:

Click Backup automatically to back up the data automatically.
A window appears as shown in the image below:

Personnel Device Access

& Bookmarks ~

System

ilters ~

£ Database Backup Automatically Backup Manually Restore
2 | Database Database Name Operator Time = Save File At Status Remark

3 None
Backup Automatically X

Database*

Database Name*
Save File At*
Frequency* Monthly
) o 5. Enter the
Day* 1 Time | 01:00:00 required Details
Backup photos

Cancel

o

Database: The database type cannot be modified.
Database Name: The database name cannot be modified.
Save File at: Enter the location to save the backup file.
Frequency: Select the backup interval.

Day: Select the Day to backup.

Time: This displays the Time of backup.

Backup photos: Click on checkbox to backup photos.
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Click Confirm after entering the details.

Backup Manually

Perform the following steps to back up the data manually:

Personnel Device

& Bookmarks~

£ Database

Database

Access

T Filters ~
Backup Automatically Bac anually Restore

Database Name

Backup Manually

Save File At*

Backup photos

System

Operator Time =

5. Enter the
Location to Save

Cancel

Save File At

Status

None

Click Backup manually to manually backup the data.

A window appears as shown in the image below:

Enter the location to save the backup file.
Click Confirm after entering the file location.

Restore

Perform the following steps to restore the data manually:

Click Restore Manually to restore the data manually.

A window appears as shown in the image below:
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Personnel Device Access

& Bookmarks ~

System

Y Filters ~

€ Database Backup Automatically Backup Manually tore

Database Database Name Operator Time = Save File At Status

None

Restore X

Database Name*

Backup File name*

5. Enter the
Required Details

Restore photos

i Cancel

Database Name: Enter the database name.
Backup file Name: Enter the file name to be restored.
Restore Photos: Click on checkbox to restore the photos.

Click Confirm after entering the details.

Migrate
Software migration is the practice of transferring data, accounts, and functionality from one operating
environment to another. It could also refer to times when users are migrating the same software from one

device to another.

On the System module, click Database, and then click Backup to view the Backup Interface.
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a Sy Personnel Device Access System

® Q=
& Authentication -
£ Database - Migrate Fm”j (®) ZKTimeweb2.0 Biotime7.0 WDMS5 WDMS6 ZKTime.net3.0 BioTimeB.0/easyTimePro/easyWDMS

Backup 3
Database * MSSQL Server

IP Address *
Port * Please Enter the Valid Port Number Based on Database
Name*

£ Integration User

2 Middleware Table Passwaord

9 Log Fields to
migrate

¢ Confiauratio
SeConinaticn Migrate Status [Pending J[Clear Cache]  [Refresh Status|

If Migration didn't execute, click Clear Cache to fix.

oo

Functions available on the Migrate interface:

Migrate From: Select the software from which you want to migrate the data.

Database: Select the Database type.

IP Address: Enter the IP Address of the Database.

Port: Enter the port number to connect to the Database.

Name: Enter the Database name.

User: Enter the Username.

Password: Enter the Password.

Fields to migrate: Select the fields which you want to migrate from the software.
Migrate Status: check the status of migrate file.

After entering the migration details, click Test Connection. If the connection is successful,

click Migrate.
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a Sy Personnel Device Access System

~ o =[] *

& Authenticati 4. Select the desired option
- uthentication -

£ Database - Mig"a‘”m”j@ ZKTimeweb20 ) Biotime7.0 () WDMS5 (  WDMS6 (  ZKTimenet30 () BioTime8.0/easyTimePro/easyWDMS

Backup

3 Database *  MSSQL Server

IP Address *
Port * Please Erfte
Name? 5. Enter the required details

Integration User

3 6. Select the required details
Middleware Table Password

D Log Fields to
migrate

% Configuration

Migrate Status [Pending J[Clear Cache]  [Refresh Status|
7. Click to test If Migration didn't execute, click Clear Cache to fix.

connection 8. Click to here clear all fields

Clear All Fields

Notes: If the data is not migrated, clear the Cache memory, and try again.

8.2.3 Parallel Database

A parallel database distributes data over multiple processing units or nodes to handle large amounts of
information more effectively. This allows many units to perform on various areas of a query at the same
time, resulting in faster processing. The data present in our database can be pushed to the external
database at the same time. The columns may be adjusted with the data type for the data.

On the System module, click Database, and then click Parallel Database to add the database.

a Sy Personnel Device Access System
W Q = Parallel Database
% Authentication -

Add Delete

Database 1P Address Port Database Name Service Name/SID(Oracle Only) Duplicate Punch Period(Second)

Database None

= Integration =

Middleware Table -
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Add Parallel Database:

Perform the following steps to add parallel database:

Click Add to add parallel database.
A window appears as shown in the image below:

Personnel Device Access System
Parallel Database

k to Add
Add Delete

IP Address

£ Database

Duplicate Punch Period(Second)

Database Name User

Database Service Name/SID(Oracle Only)

None

Add X

Database*: Oracle

IP Address*:

Port*:

Database Name*: 5. Enter the required

LEETS

User®:
Password*:
Service Name/SID(Oracle Only):  Service Name

Duplicate Punch Period(Second): 0

A Cancel

The columns are described as follows:
Database: Select the Database Type.

IP Address: Enter the IP address of the user's system.
Port: Enter the Port number of the server.

Database Name: Enter the Database Name.

User: Enter the user type of action.

Password: Enter the Port number of the server.
Server Name: Select the Port number of the server.

Duplicate Punch Period: The duplicate punch period defines the time duration in which the system
considers only punching for the first time, even if the user punches several times within the defined punch
period. The unit is minutes.

Click Confirm after entering the required details.
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Delete:

Click Parallel Database to delete.

Parallel DB Export

You can use database management tools or command-line interfaces to create data export files in various
formats, such as CSV, Excel, or SQL scripts, to export data from a parallel database. The method for
exporting data will change based on the database management system and the tool or interface utilized.
The data present in our database table can be mapped to the external database table.

On the System module, click Database, and then click Parallel DB Export to add the database.

Personnel Device Access System

Add Parallel Database Export:

Perform the following steps to add parallel database:

Click Add to add parallel database export.
A window appears as shown in the image below:
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4. Click to Add

Add

Table Name*: Employee Code*: Punch Time:
Time Format: HHMMSS Bunch Date & Time: Punch Date:
Punch State: Punch States: Verify Type:
Verify Types: Terminal SN: Terminal Alias:

Area Alias: Work Code: Upload Time:

5. Enter the required details

Purpose: Emp ID: Terminal ID:
Source: Temperature: Mask Flag:

Terminal IP:

*Note: All fields in the Parallel Database should be Variable Character Field (Varchar) with appropriate Length.
6. Click to confirm

The columns are described as follows:

Table Name: Enter the Table Name.

Employee Code: Enter the Employee Code.

Punch Time: Enter the Punch time of the employee.

Time Format: Select the Time Format.

Punch Date & Time: Enter the punch date and time of the employee.
Punch Date: Enter the last Punch date of the employee.

Punch State: Enter the punch state of the employee.

Punch States: Enter the punch states as required.

Verify Type: Enter the punch verification type as required.

Verify Types: Verify types will have all the types of data like fingerprint, face, card.
Terminal SN: Enter the terminal serial number.

Terminal Alias: Device name is Terminal alias.

Area Alias: Area name is area alias.
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Work Code: Enter the code number of the employee.

Upload Time: Enter the last upload time as required.

Purpose: Enter the allowance purpose of the employee.

Emp ID: Enter the name of the employee.

Terminal ID: Enter the Terminal ID of the employee’s data.
Source: Enter the source where can be the message commenced.
Temperature: Enter the temperature of the employee.

Mask Flag: Enter the flag mask of the employee.

Terminal IP: Enter the Terminal IP address of the employee’s data.

Click Confirm after entering the required details.

Delete:

Click Parallel Database export to delete.

AD Server Settings

Administrators use Active Directory (AD) to centrally manage and authenticate network resources such as
users, computers, and applications. In this module, you can set up the AD server details to connect the

easyWDMS Application.

On the System module, click Database, and then click AD Server Settings to add the database.
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a Sy Personnel Device Access System

AD Server Settings

& Authentication £ AD Server Settings

£ Database Server
Address®

Backup
- Port*
4. Enter the details
Al User name*

Password®
AD Field Settings Domain node*

= Integration

= Middleware Table

Configuration

Server Address: Enter the Server IP address.

Port: Select the Number of Ports of the server.
Username: Enter the Login Username of the application.
Password: Enter the Login Password of the application.
Domain node: Enter the company domain node.

Click Submit after the entering the required details.

8.2.6 AD Field Settings

In the AD Field Settings, you can map the employee details to sync manually or automatically from the
application fields to the AD server attributes.

On the System module, click Database, and then click AD Field Settings to add the database.
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a Sy Personnel Device Access System

W Q =] AD Field Settings

& Authentication v £ AD Field Settings
2

£ Database ~ Employee |d* employeelD First Name* givenName

Backup Department |d* departmentNumber Department Name* department

Email mail mobile telephoneNumber

£ Auto Synchronization

4. Enter the required

Enable details

Integration
Middleware Table
D Log

6. If required click here to sync
k; Configuration manually

Employee Id: Enter the name of the employee.

First Name: Enter the first name of the employee.

Department Id: Enter the department Id of the employee.
Department Name: Enter the department name of the employee.
Email: Enter the email Id as required.

Mobile: Enter the mobile number as required.

Auto Synchronization: Enable the option to sync automatically from the AD server to the application
after every 1 minute.

Click Submit after the entering the required details.
Manual Sync: This function lets you to sync manually from the AD server to the application as required.

8.3 Integration

Software integration can be required for a number of reasons, such as: Migrating from a legacy system to
a new database system, auto export the files.

8.3.7 Auto Export

Data export is the extraction and conversion of data from their existing format into excel, pdf format.
Exporting data is also a way of backing up data or moving the files setting to the system.
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a Sy Personnel Device Access System

* o = e

Authentication - & Bookmarks~ YV Filters ~

Database Add Delete Manual Export

Code Name Search By Export Path
Integration
department Upload Time AutoExport

3.

= Middleware
D log

& Configuration

A brief note about the columns displayed on the Auto Export Interface
Code: Displays the code number.

Name: Displays the Name.

Search By: Displays the activity taken place.

Export Path: Displays the export path of the activity.

Auto Export Time: Displays the auto export time of the activity.

Functions available on the Auto Export Interface
Add Auto Export
Perform the following steps to add an auto export:

o Click Add to add an auto export.
o A window appears as shown in the image below:

Auto Export Time

00:01
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4.Enter the required files
File N Employee Id {emp_code}
ile Name: -MM-|
yyyy-MM-DD First Name {first_name}
il
Data Template * (Please drag the required fields to be exported from the column available on the right to the text box below.) Lest Mame {last_name}
Department Code {dept_code}

Department Name {dept_name}
{emp_codet{first_name}\t{last_namej\t{dept_code]\t{dept_name}\t{date]\t{time}\t{verify_type)\t{p

unch_stateJ\tfwork_code}\t{card_numberj\t{area_name}\t{terminal_alias}\t{terminal_snj\t{temperatu
re\t{mask flag)\r\n

Date {date}
Time {time}
Verify Type {verify_type}
" . Punch State {punch_state}
required fields

Work Code {work_code}
to be exported
Date Format*  yyyy-MM-DD Time Format* HH:mm Card Number {card_number}
Area {area_name}
ID Digits* 0 File Format*  Tut Device Alias {terminal_alias}
The digits of employee ID Only support xls, .csv, .bxt format Serial Number Fim—rril o)

5.Drag the
Format Setting Data Filter Setting Export Time Setting Export Path Setting 9

Temperature {temperature}

6.Enter the required fields Mask Flag {mask flag}

» Drag the required files to be exported from the format setting.
o Click Confirm to Export the File.

Data filter setting:

o Click Data filter setting to add an auto export.
» A window appears as shown in the image below:
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Employee Id {emp_code}

File Name -
First Name {first_name}

Data Template * (Please drag the required fields to be expor (TR I QU CRX I Y Ril 13 the text box below) 25t Name {last_name}
Department Code {dept_code}
Department Name {dept_name}
Date {date}
Time {time}

{emp_codel\t{first_namef\t{last_namel\t{dept_codel\t{dept_namel\t{datel\t{timel\tiverify_typel\tip
unch_statef\tiwork_code\t{card_numberi\t{area_namej\titerminal_aliash\t{terminal_snj\t{temperatu

rel\t{mask flagi\rin Verify Type {verify type}

Format Setting Data Filter Setting Export Time Setting Export Path Setting {punch_state}
{work_code}

Search By* Upload Time Include Today* Yes

{card_number}

{area_name}

Department

Device Alias {terminal alias}
Export all by default Export all by default

Serial Number {terminal_sn}

Temperature {temperature}
6.Enter the required fields Mask Flag {mask_flag}

7. cofirm to export the
5

« Inthe data filter setting, you can export the data by giving, department and area.
o Click Confirm to Export the File.

Export Time setting:

o Click Export Time setting to add an auto export.
o A window appears as shown in the image below:

Code*

Sloyee {emp_code}
File Name Y
" {first_name}
. : st Name {last_name
Data Template * (Please drag the required fields to be expd 4 Enter the required files to the text box below.) st ¥
Department Code {dept_code)
Department Name {dept_nane)

Date {date)

{emp_c i {dept_code) Pt i Ntiverify_typeit{p

unch_stateN\t{work_codef\t{card_numberj\t{area_name)\t{terminal_alias)\t{terminal_snj\t{temperatu i {tine}

rel\timask flaghrin Verify Type {veri®y type}

Format Setting  Data Filter Setting Export Time Setting Export Path Setting 5.Drag the Punch State {punch_state}
[CETERIEICERN ok Code {work_code}

Interval* 0 Auto Export  00:01 to be exported RN {card_nuwber}

Minutes Time* HH:mm

Area {area_name)
Device Alias {terninal_alias)

Frequency* Daily Day* 1 Serial Numbe {terminal_sn}

Temperature {temperature}

6. Enter the required fields Mask Flag {mazk_flag}

7. cofirm to exfort ti
fle

Page |167



easyWDMS User Manual

In the Export Time setting, you can export the data by giving, interval, frequency, and day.
Click Confirm to Export the File.

Export Path setting:

asy Personnel Device Access System

L NS Group -« User «~  Backup - Migrate » [EARGYS
Authentication - 8 Bookmarks= T Filters ~

Add Delete Manual Export
|| Code Name Search By Export Path
[J}o1 | Upload Time  AutoExport

Auto Export Time
00:01

Add

Code* Name*

File Name Y

Data Template * 4.Enter the required files
{emp_codet{first_namet{last_namel\t{dept_code]\t{dept_name}\t{date}\t{timef\t{verify_type}\tip
unch_statef\tiwork_codeP\ticard_numberj\t{area_nametiterminal_aliash\t{terminal_sni\t{temperatu

reftimask flagiirin

5.Drag the
required fields
to be exported |

Format Setting Data Filter Setting Export Time Setting

Export Path  AutcExport Email

FTP Path

FTP Server -———-——

6.Enter the required fields

7. cofirm to exfort the
file Cancel

Click Export Path setting to add an auto export.
A window appears as shown in the image below:
In the Export Path setting, you can export the data by giving, export path, email, FTP server and

FTP path.
Click Confirm to Export the File.

Delete

This feature is used to Delete the existing Export details from the Software.

Perform the following steps to delete a user:

On the Auto Export interface, select the required exported data to remove or delete from the
software.

click Delete or D delete icon to remove or delete the selected exported data from the Software.
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asy Personnel Device

Auto Export

Authentication & Bookmarks~ Y Filters =
5 Click here to delete

Access System

Add Dele
4 Select here
B Code Name Search By

Database ki department Upload Time

Prompt X

= Integration Are you sure you want to delete the selected 1

item?
Cancel

6.Confirm to delete

On the appearing pop-up, click Confirm to delete the exported data.
Manual Export

Perform the following steps to export the attendance data manually:
Select the template and click Manual Export.
A window appears as shown in the image below:
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Personnel Device Access

Authentication ,
& Bookmarks - T Filters ~ -
5.Click to here
Add Delete Manual Export

4 Select here
d Code Name Search By Export Path

System

TrTeleEs 4 01 department Upload Time AutoExport

Manual Export *

Start Date *

) P
Integration :
End Date *
6.Enter the required
Search By Upload Time details

7.Confirm to manual
export Cancel

Start Date/End Date: Set the data export period.

Search by: Select the search criteria.

Upload Time: The data will be searched based on data uploaded time.
Punch Time: The data will be searched based on attendance time.

Click Confirm after entering the details.

Middleware Table

Database middleware is a generic term used to refer to software infrastructure that supports
functionality, improved database service.

Department

When we migrate the department field data, it will transfer the data to department and all the data in
the department field that is migrated from other package to the current package will display along
with status of transfer showing whether the details have successfully transferred, or failed department
wise status will display making it easy to find out if any data has failed to be transferred.
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a Sy Personnel Device Access System

v o =g

@ Authentication = & Bookmarks~ Y Filters =

Department Id Department Name Submit Time

Z Database k None
= Integration 2 4. The data will display
here after migrated

= Middleware Table

#§ Configuration

3.4.2 Position

When we migrate the position field data, it will transfer the data to position and all the data in the
position field that is migrated from other package to the current package will display along with status
of transfer showing whether the details have successfully transferred, or failed position wise status will
display making it easy to find out if any data has failed to be transferred.

Personnel Device Access System

& Authentication & Bookmarks - Y Filters ~
Group

User Position Code Position Name Submit Time

Database None

Integration

Middicware Table A8 4. The data will display
here after migrated

D log

& Configuration

3.4.3 Area

When we migrate the area field data, it will transfer the data to area and all the data in the area field
that is migrated from other package to the current package will display along with status of transfer
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showing whether the details have successfully transferred, or failed area wise status will display
making it easy to find out if any data has failed to be transferred.

asy Personnel Device Access System
1
®© Q E| Aea
@ Authentication “ & Bookmarks - T Filters ~
Group
Area Code Area Name Submit Time Flag

£ Database

Non

= Integration

= Middleware Table

4. The data will display here after
migrated

€ Configuration

8.4.4 Employee

When we migrate the employee field data, it will transfer the data to employee and all the data in the
employee field that is migrated from other package to the current package will display along with
status of transfer showing whether the details have successfully transferred, or failed employee wise
status will display making it easy to find out if any data has failed to be transferred.

asy Personnel ~ Device ~ Access  System

voaf

B tutenicaton * £ Bookmarks+ Y Flfers

/220

Employee Id First Name LastName Departmentid Department Name Position Code Position Name Area Code AreaName Multiple Area Card No. Date of Joining Gender Birthday Email Active Status Submit Time Flag

4. The data will display here after migrated

2 Middleware Table
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8.5 Log
8.5.1 Log

Log collects and displays all the data-based operations/events/actions of a system. It helps you to track
all the interactions through which the data, files or applications are stored, accessed, or modified. The
log record consists of the following fields:

asy Personnel Device Access
va=
& Authentication “ & Bookmarks~ Y Filters -
Group
User User  IP Address Action Time
7 admin 10.10.21.27  2022-05-13 15:00:02
admin 10.10.20.76  2022-05-13 14:08:42
= (T admin 10.10.20.76  2022-05-13 14:08:34
. admin 10.10.20.76  2022-05-13 14:08:12
e — admin 10.10.20.76  2022-05-13 14:07:45
admin 10.10.20.76  2022-05-13 14:07:32
partment admin 10.10.20.76  2022-05-13 14:05:58
admin 10.10.20.76  2022-05-13 14:05:51
n admin 10.10.20.76  2022-05-13 14:05:30
admin 10.10.20.125 2022-05-13 10:28:32
admin 10.10.20.109 2022-05-13 09:48:18
EmplyEE admin - 2022-05-13 09:24:12
9 Log admin 10.10.20.109 2022-05-12 18:23:26
admin  10.10.20.109 2022-05-12 18:23:04
admin 10.10.20.125 2022-05-12 18:17:44
g admin 10.10.21.27  2022-05-12 16:51:23
#f Configuration admin 10.10.21.27 2022-05-12 16:49:05
admin 10.10.21.27  2022-05-12 16:45:26
admin 10.10.21.27  2022-05-12 16:45:04
admin 10.10.20.125 2022-05-12 16:04:22

System

Action

Login

Send To Device
Change

Add

Add

Change

Change

Add

Lagin

Login

Login

Resigned Scanner
Change

Add

Add

Upload User Data from device
Upload User Data from device
Change

Sync Data To Device
Personnel Transfer

Action Category
User

Work Code
Device
Work Code
Work Code
Work Code
Device
Area

User

User

User

Area
Area
Resign
Device
Device
Device
Device
Area

Status

Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success

Description

Terminalworkcode = ['3','2", '17]
Company(6b969e80-f3ff-11e9-afc7-acde48001122- > defa|
Work Code=03,Work Code Name=Telugu

Work Code=02 Work Code Name=Social

Work Code Name(Lunch->Maths)
Company(6b969e80-f3ff-11e9-afc7-acde48001122- > defa|
Area Code=4,Area Name=Test

Success: 3, Failed: 0

Area Code=3,Area Name=mahadevpur
Resign = []

Terminal = ['17]

Terminal = ['1']

Company(6b969e80-f3ff-11e9-afc7-acde48001122- > defa|
Terminal = ['1"]
Area =['17]

The columns are explained as follows:

User: The user type of action.

IP Address: The IP address of the user's system.

Action Time: The actual time of the execution of the action.

Action: The action performed by the user.

Action Category: The content type of the action (The module in which the action is performed).

Status: The status of the action. It can be successful/Failure.

Description: The short statement of the outcome of the action.
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Configuration

You can set up the system parameters through the System Configuration. It manages the
specifications of the given software and its associated processes. In easyWDMS, you can manage and
configure various parameters such as Company, Reports, WhatsApp, SMS, Email, and more.

Ftp Settings (File Transfer Protocol)

FTP server is a computer that has a file transfer protocol (FTP) address and is dedicated to receiving an
FTP connection. FTP is a protocol used to transfer files via the internet between a server (sender) and a
client (receiver)

Casy WDM? Personnel Device Access System

W Q =] Fip Settings

& Authentication - & Bookmarks~

Y Filters ~

£ Database - Add Delete

Host Address Port Number Username Ftp Method
80 easy FTP

2 Integration -
= Middleware Table v
D log v

& Configuration

Alert Settings

Bookmarks

The fields are described as follows:

Host Address: This displays the host address.

Port Number: This displays the port number, and the default port number is 20/21/22.
Username: This Displays the Username.

Ftp Method: This Displays the Ftp Method like FTP Method or SFTP Method.
Functions available on the Ftp Interface

Add Function

Add function lets you create a Ftp data in software, Perform the following steps to add a Ftp setting:
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Personnel Device Access System

Ftp Settings

CEEETET 4.Click to here

Add Delete
Port Number

|| Host Address =
80

[]|10.10.10.140

Add x

Host Address*:

©f Configuration

Port Number*:

Ftp Method*: FTP

Username*:
5.Enter the
Password: desired details

6.click to confirm
Cancel

Click Add to add a Ftp setting.
A window appears as shown in the image below:
Enter the required data.
Host Address: Set the host address.
Port Number: Set the port number and the default port number is 20/21/22.

Username, Password: Enter the username and password.

Ftp Method: This Displays the Ftp Method like FTP Method or SFTP Method.
Click Confirm to add Ftp setting.

Edit Function

Edit function lets you edit the existing Ftp setting details from the software.

To edit existing Ftp setting details, perform the below steps:
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Personnel Device Access System

Ftp Settings

& Bookmarks

4. Click on the Host address
or Edit icon

Add Delete

Host Address Port Number
10.10.10.140 80 easy FTP

Username < Ftp Method

Edit *
Host Address*:  10.10.10.140
&% Configuration Port Number®: 80

5. Enter the Required
Ftp Method*: FTP details

Username®*: easy

Password:

On the Ftp Setting interface, select the required Ftp details to be edited from the list.

Click the Host Address or Editicon, to edit the Ftp details.
Edit the required details and click Confirm.

Delete

This feature is used to Delete the existing Ftp Setting details from the Software.
Perform the following steps to delete a user:

Personnel Device System

Ftp Settings
& Bookmarks ~ n{ers -

Add Delete

Host Address = Port Number Userr
| 10.10.10.140 80 easy

1. Select the Ftp
Data to be Delete Prompt x

€ Configuration Are you sure you want to delete the selected 1

item?
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» OntheFtp Setting interface, select the required Ftp details to remove or delete from the software.

o clickthe Delete or @ delete icon to remove or delete the selected Ftp details from the Software.
«  On the appearing pop-up, click Confirm to delete the Ftp details.

8.6.2 Company Settings

The Company Settings allows you to add and configure Company Name and Logo. This logo can be
used in exported reports.

a Sy Personnel Device Access System

® Q E | company Settings

ntication - [ Company Logo Review

4. Enter the company details

©f Configuration
= Company Detalls in Report
Ftp Settings
Company Loge  Click to upload logo Logo Display Do not Display

Company Name Do not Display

Company Name Display

@, Company Information

Phone Country --Selec

City Address

Latitude Longitude

= Email Signature
5. Click to

< Regards Option 1 Option 2
submit

Company Details in Report

By using the below section, you can configure the company details that will be displayed on the report.

& Company Details in Report
Company Logo  Click to upload logo Logo Display Do not Display

Company Name Company Name Display Do not Display
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Make sure the logo is of below mentioned size.

[ Company Logo Review

Logo Display: Select the display position of the logo. It can be aligned to Left/Centre/Right.
Company Name: Enter the company name.

Company Name Display: Select the display position of the company name. It can be aligned to
Left/Centre/Right

Company Information

In the company information section, input the required company details such as Phone, Country, State,
City, Address, Latitude, and Longitude. You can also select the company address through the map. Click
the Location button and select the company address.

& Company Information

Phone Country --Select-- Province/State

City Address

Latitud Longitud
itude angituce Click here to set the company address

Email Signature

Here you can set the email signature of the Admin. Any email correspondence from the Admin will contain
this email signature.

B Email Signature

Regards HR Department Option 1 Option 2  Bangalore
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Ciear Empliyes Hame

Employes 1D 1

There are some attendance exception

START DATE
END DATE
LATE

EARLY LEAVE
ABSENT

2019-12-20
20189-12-20
i
0
1

Click Submit after entering all the desired details.

8.6.3 PDF Report Settings

PDF Report Settings allows you to set the report style settings. You can generate PDF reports such as
Transaction Reports, Attendance Summary Reports, Scheduling Reports, Employee Details, Device Details,
Payroll Structure, Increment/Deductions and so on. The major advantage of exporting the reports as PDF
is, you can configure the page size and report components as per your requirements.

asy

Authentication
Database

= Integration
Middleware Table

Lo a

#f Configuration

Ftp Settings

Company

Personnel

Device Access System

PDF Report Settings

PDF Report Export Style Settings

Page Size

Orientation

Footer Left

Footer Right

Report style

A4

Portrait

Page/Total Page

Blank 4 _Enter the desired
details
Classic

5_Click to submit
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Page Size: Select the page size according to your requirements. The Auto option generates the report
with size which fits the columns. You can also set other page sizes such as A0, A1, A2, A3, Ad etc.

PDF Report Settings

= PDF Report Export Style Settings

Fage Size A4

Auto
A0
A
AZ
AT

AL
Report style

Orientation

Footer Left

Footer Right

BO
B1
Bz
B3

B4
BS

Orientation: Select the page orientation. It can be a portrait or landscape.

Footer Left: Select the content which is to be displayed on the left side of the footer. It can be (Page/Total
page) / Username/ Date/ Username-+Date.

Footer Left | Page/Total Page

Blank

Username

Footer Right

Feport style
Date

Username+ Date

Footer Right: It is the same as Footer Left.
Report style: Select the report style. It can be Classic or Blank.

Click Submit after setting PDF report formats.
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8.6.4 TD/MD Settings (Temperature Detection/Mask Detection Settings)

The Temperature and Mask Detection Settings are used to configure the temperature and mask detection
parameters which will be used to measure the body temperature when an employee is making the
attendance punch and it is also helpful to detect whether the employee is wearing the mask or not.

asy DN Personnel Device Access System
W Q = | T1D/MD Settings
Authentication N Temperature Detection

Database Temperature Unit t @

Integration

Middleware Table %

Y Log

4. Select the unit of the
Temperature

& Configuration
Ftp Settings
Company Settings

PDF Report Settings

Email Settings 3

Alert Settings

Bookmarks

e Select the Temperature Unit as Celsius or Fahrenheit.

o Click Submit to save the TD/MD settings.

8.6.5 Email Settings

Email settings are used to trigger an email alert if there is an exception.
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Personnel Device Access System
1
Email Settings
Authentication Email Settings
Database SMTP Server® SIMTP .00
= Integration Port® SSL TLs
Email Account™ occ@ooceegdomain name/domain user

= Middleware Table

Log Password®

4.Enter the

Configuration Email Address* required details

PDF Report Settings w

TD/MD Settings

Alert Settings

Bookmarks

SMTP Server: Enter the Email sending Server's address.
Port: Enter the Port number of the email sending server.

Email Account: In case if you have an Email ID linked to your domain name, then enter the email account
here.

Password: Enter the one-time random authorization password from the mailbox provider.
Email Address: Enter the Email address.

Note: The domain name of the E-mail address and E-mail sending server (outgoing server) must be the
same.

For example, the Email address is test@yahoo.com, and the E-mail sending server must be
smtp.mail.yahoo.com.
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8.6.6 Alert Settings

Here, the alert can be set for Attendance exceptions such as late check-in, early check-out and absent. You

must set the value for each exception. For example, let the values for Late, Early-Leave and Absent are set
as 4,5,6, respectively.

Personnel Device Access System

Alert Settings

Authentication
SMHESHO L\ Password Change Alert Settings

Database
c Admin Password Change Notification

Integration [\ Device Offline Notification

Middleware Table Device Offline Notification (email will be sent to superuser and area user in about 5 minutes after the device is offline,

Log L1 Approve Alert Settings

D Lo
2 ) 4 Enter the desired details
Configuration Email Alert

Email Settings

Bookmarks

Password Change Alert Settings

You can set the alert if the password of Admin account is changed.

[\ Password Change Alert Settings

Admin Password Change Motification

Device Offline Notification

[\ Device Offline Notification

Device Offline Motification (email will be sent to superuser and area user in about 3 minutes after the device is offling,

Email will be sent to super user and area user in about 5 minutes after device is offline.

Note: You can also send an alert if the Admin's password is changed.
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Approve Alert Settings

L\ Approve Alert Settings

Email Alert

« Set the mode of alerts. The mode can send the Alert Email to Employees.
o Click Submit after entering the details.

2.6.7 Bookmarks

Bookmarks are filtered results to simplify the search operation and they can be used for future references.
All the module interface has bookmark options as shown below, once you save, it is reflected here.

Below is an example of adding a bookmark by filtering User in Log page in System Module.

» Open the Log page and then go to filter, enable the toggle button, then click on the desired
User(s). Apply the condition for the filter as shown in the image below:

Personnel Device Access System

Authentication -

& Bookmarks~ Y Filters -

3. Select the desired

Database Y User action time

User |P Addre T Action fis  Description
Integration
admin 10.10.21 T IP Address i - User Success

Middleware Table admin 10.10.20 _ @) v Action Time Work Code Success Terminalworkcode =[]

> To I; 20 Y Action Category Cholce Date Device Success Company(6b969e80-f
-loggle jpiy Work Code Success Work Code=03,Work {
Log Y Status Date Range

admin  10.10.20 Work Code Success Work Code=02,Work ¢

admin 10.10.20 T Description With Date Work Code Success Work Code Name(Lun

admin 10.10.20.76  2022-05-13 14:05:58 Che Today Device Success  Company(6b969%e80-f
Configuration admin 10.10.20.76  2022-05-13 14:05:51 Yesterday Area Success Area Code=4,Area Na

admin  10.10.20.76  2022-05-13 14:05:30 Log Last7 Days User Success

admin  10.10.20.125 2022-05-13 10:28:32 Lod This Week User Success

admin 10.10.20.109 2022-05-1309:48:18 Log  This Month User Success

admin - 2022-05-13 09:24:12 Res = Success Success: 3, Failed: 0

This Year
admin 10.10.20.109 2022-05-12 18:23:26 Cha..— Area Success

admin 10.10.20.109 2022-05-1218:23:04 Add Area Success Area Code=3,Area Na
admin 10.10.20.125 2022-05-12 18:17:44 Add Resign Success Resign =[]

admin 10.10.21.27 2022-05-12 16:51:23 Upload User Data from device Device Success Terminal = ['1]
admin 10.10.21.27 2022-05-12 16:49:05 Upload User Data from device Device Success Terminal = ['1']
admin 10.10.21.27 2022-05-12 16:45:26 Change Device Success Company(6b969e80-f
admin 10.10.21.27 2022-05-12 16:45:04 Sync Data To Device Device Success Terminal = ['17]
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Device Access System

| v Action Time is Yesterday X< ]

arks~ Y Filters @)~ n 4

T User I Click here to apply filter
IP Addre T Action ion
10.10.21 T IP Address jin User Success
10.10.20 @) v Action Time Work Code Success Terminalworkcode =
10.10.20 Y Action Category Device Success Company(bb969e80-
10.10.20 Work Code Success Work Code=03,Work]
10.10.20 T Status Work Code Success Work Code=02,Work
10.10.20 T Description Work Code Success Work Code Name(Lu
10.10.20.76 | 2022-05-13 14:05:58 | Cha Device Success Company(bb969e80-
10.10.20.76  2022-05-13 14:05:51 Ad Area Success Area Code=4,Area N¢
10.10.20.76  2022-05-13 14:05:30 Log User Success
10.10.20.125 2022-05-13 10:28:32 Log User Success
10.10.20.109 2022-05-13 09:48:18 Log User Success
- 2022-05-13 09:24:12 Res - Success Success: 3, Failed: 0
10.10.20.109 2022-05-1218:23:26 Cha..pw Area Success
10.10.20.109 2022-05-12 18:23:04 Add Area Success Area Code=3Area N
10.10.20.125 2022-05-12 18:17:44 Add Resign Success Resign =[]
10.10.21.27  2022-05-12 16:51:23 Upload User Data from device Device Success Terminal = ['17]

o Then click Bookmarks and select New Bookmark as shown below:

Personnel Device Access System

1. Click to bookmark
T Action Time is Yesterday X
& Bookmarks~ Y Filters @)~ n n

No Bookmarks

| | Enter bookmark title... i Action Category
ew Bookmark:
U Is shared [ 3.enter the desired

name

admin | 10.10.20.7€
admin 10.10.20.7¢
admin  10.10.20.76 L Work Code

Log

admin 10.10.20.76  2022-05-13 14:07:45
admin 10.10.2076  2022-05-13 14:07:32 4.Save the bookmarks

admin 10.10.20.76  2022-05-13 14:05:58

iguration admin 10.10.20.76  2022-05-13 14:05:51

10.10.20.76  2022-05-13 14:05:30

o Enter the Bookmark name and click Save Bookmark.

» Saved Bookmarks appears as shown below.
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& Bookmarks = T Filtersov u H

M Login Time

; E"IZE’ DOCEMark ‘ti: =
- == New Bookmark
- . ] (] Is Shared

admin | 192.168.1.1

admin 192.168.1.1 Save Bookmark

admin 192.168.1.1

Delete a Bookmark

For deleting the Bookmarks, you need to navigate to System > Configuration > Bookmarks.

Perform the following steps to delete a bookmark:

On the Bookmark interface, select the required Bookmark data to remove or delete from the
software.

Personnel Device Access System

& Bookmarks~ Y Filters ~

4.Click either to delete
Delete  —

Title User Content Type Filters

department admin Department {"Department Id contains 1 :["1°,"_p1_dept_code_contains=1","%5B%221%22%5D"]]

5.Select the bookmark to be deleted

» Select the bookmark to be deleted and click Delete or the delete icon @of the corresponding
bookmark.

o On the appearing pop-up, click Confirm to delete the bookmark.
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