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Without the prior written consent of ZKTeco, no terminalion of this manual can be copied or forwarded
in any way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the
"Company" or "ZKTeco").

ZK is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned
by their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in
and is the property of ZKTeco. The contents hereof should not be used or shared by the receiver with
any third party without the express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance of
the supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please
contact ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential for
the safe operation of the machine/unit/equipment that personnel has read, understood and followed
the safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract conditions/
documents shall prevail. The contract specific conditions/documents shall apply in priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any
information contained in this manual or any of the amendments made thereto. ZKTeco does not
extend the warranty of any kind, including, without limitation, any warranty of design, merchantability
or fitness for a particular purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents
which are referenced by or linked to this manual. The entire risk as to the results and performance
obtained from using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential,
indirect, special, or exemplary damages, including, without limitation, loss of business, loss of profits,
business interruption, loss of business information or any pecuniary loss, arising out of, in connection
with, or relating to the use of the information contained in or referenced by this manual, even if
ZKTeco has been advised of the possibility of such damages.

This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ZKTeco periodically changes the information herein which will be incorporated
into new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or
modify the information contained in the manual from time to time in the form of circulars, letters,
notes, etc. for better operation and safety of the machine/unit/equipment. The said additions or
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amendments are meant for improvement /better operations of the machine/unit/equipment and such
amendments shall not give any right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to any
non-compliance of the instructions contained in this manual (ii) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and
equipment in conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures
and relevant documents are available on http://www.zkteco.com.

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business-related queries, please write to us at sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial, Finger-
vein) readers. Product offerings include Access Control readers and panels, Near & Far-range Facial
Recognition Cameras, Elevator/floor access controllers, Turnstiles, License Plate Recognition (LPR) gate
controllers and Consumer products including battery-operated fingerprint and face-reader Door Locks.
Our security solutions are multi-lingual and localized in over 18 different languages. At the ZKTeco
state-of-the-art 700,000 square foot 1SO9001-certified manufacturing facility, we control manufacturing,
product design, component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of
biometric verification procedures and the productization of biometric verification SDK, which was
initially widely applied in PC security and identity authentication fields. With the continuous
enhancement of the development and plenty of market applications, the team has gradually
constructed an identity authentication ecosystem and smart security ecosystem, which are based on
biometric verification techniques. With years of experience in the industrialization of biometric
verifications, ZKTeco was officially established in 2007 and now has been one of the globally leading
enterprises in the biometric verification industry owning various patents and being selected as the
National High-tech Enterprise for 6 consecutive years. Its products are protected by intellectual
property rights.

This manual introduces the operations of EC16 Elevator Control Panel & DEX16 Elevator Floor
Expansion Board.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly
consistent with the actual products.

Features and parameters with % are not available in all devices.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

For Software ‘

Convention Description
Bold font Used to identify software interface names e.g., OK, Confirm, Cancel.
S Multi-level menus are separated by these brackets. For example, File >

Create > Folder.

Convention Description
<> Button or key names for devices. For example, press <OK>.
[ Window names, menu items, data table, and field names are inside square
brackets. For example, pop up the [New User] window.
/ Multi-level menus are separated by forwarding slashes. For example,
[File/Create/Folder].
Symbols

Convention

g

Description

This represents a note that needs to pay more attention to.

[ S

The general information which helps in performing the operations faster.

The information which is significant.

Care taken to avoid danger or mistakes.

The statement or event that warns of something or that serves as a cautionary
example.
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Safety Instructions

Important Security Instructions

—_

Before operating the equipment, please read and strictly follow all security and operation instructions.
Please keep the instructions in good condition for future reference.

2. Please use the accessories recommended by the manufacturer or delivered together with the
product. Any other related product is not recommended to be used as the alarm or monitoring
system (cameras, infrared detectors, smoke detectors, etc.). The alarm or monitoring system
should comply with the local applicable fire-prevention and security standards.

3. Do not place this equipment on any unstable table, tripod mount, supterminal or base to prevent
the equipment from falling and damages, and more undesirably causing severe personal injuries.
Therefore, it is important to install the equipment as instructed by the manufacturer.

4. All peripheral devices must be grounded.

5. No external connection wires can be exposed. All connections and idle wire ends must be

wrapped with insulating tapes to prevent accidental contact with exposed wires from damaging
the equipment.

6. Do not attempt to carry out unauthorized repair of the equipment. Disassembly or detachment is
likely to cause electric shock or other physical problems. All repair should be done by qualified
repair personnel.

~

In any of the following cases, disconnect the power supply from the equipment first and notify
qualified repair personnel for repair:

<> The power cord or connector is damaged;

<~ Liquid leaks into or any objects fall into the equipment;

< The equipment has got wet or exposed to bad weather (rain, snow, etc.);

< If the equipment cannot work normally even though it is operated as instructed;
< The equipment falls down or its performance changes obviously.

8. If it is necessary to replace a component, the repair personnel must use only the substitutes
specified by the manufacturer.

9. After the equipment is repaired, the repair personnel needs to conduct security inspection to
ensure the equipment works normally.

10. Operate the equipment with only the type of power supply indicated on the label. Contact the
operator for any uncertainty about the type of power supply.

@ Violation of any of the following cautions may result in personal injury or equipment malfunctions.
We assume no responsibility for any damage caused by mishandling that is beyond normal usage
defined in this product manual.

m Before installation, switch off the external circuit (that supplies power to the system).

m Before connecting the equipment to power supply, ensure the output voltage is within the specified
range.

= Never connect the product to the power before completion of installation.

- /
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10.

11.

12.

13.

14.

Installation Cautions

To protect the wiring from rats, all wires should be placed in pipes. It is recommended to use PVC
conduits or galvanized tubes. Although the control panel has a good anti-static, anti-lightning,
and anti-leakage design, it is important to ensure that the case of the control panel and the AC
ground wire are connected perfectly and the AC ground wire is grounded.

It is recommended not to plug and unplug connection terminals frequently when the system is
energized. Be sure to unplug the connection terminals before starting any relevant welding job.

Do not detach or replace any control panel chip without permission because unprofessional
operation may cause damage to the control panel.

It is recommended not to connect any other auxiliary devices without permission. All non-routine
operations must be confirmed with our engineers in advance.

A control panel should not share one power socket with any other large-current devices.

It is preferable to install card readers and buttons at a height of 55 inches to 59 inches (1.4m to
1.5m) above the ground, subject to proper adjustment according to customers’ usual practice.

It is advised to install the product in a place convenient for future maintenance, like a weak
electric well.

The exposed part of any connection terminal is strongly recommended not be longer than 0.16
inches (4mm). Professional clamping tools may be used to avoid short-circuit or communication
failure resulting from accidental contact with excessive exposed wires.

To save access control event records, exterminal data periodically from control panels.

Prepared countermeasures against unexpected power failure, like selecting power supply with
UPS.

If the RS485 reader is connected externally and shares the power supply with the device (The
control panel does not supterminal R5485 readers with fingerprint verification function), the
connection between the EXT RS485 terminal and the reader is recommended not to be longer
than 328 ft (100m). Otherwise, it is recommended to use a separate power supply for the reader.

The length of the connection between computer and elevator controller: R5485 communication is
less than 3937 ft (1200m). In order to make the communication more stable, it is recommended
to control within 2624 ft (800m). It is recommended to use the power supply delivered with the
system as the control panel power supply.

It is recommended to use the power supply delivered with the system as the control panel power
supply.

In a place with strong magnetic interference, galvanized steel pipes or shielded cables are recommended,
and proper grounding is required.
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Overview

System Introduction

The elevator control system is a digital management system that controls access to elevators for
personnels. This elevator control system introduced by ZKTeco mainly consists of the EC16 master
elevator controller, DEX16 floor expansion board, QR600 series reader and D147 card issuer and other
auxiliary equipment. Each elevator controller can be connected to up to seven floor expansion boards,
which can control up to 128 floors. After entering the elevator, users must swipe the card, QR code or
password inside the elevator to pass the authentication before they are authorized to press the
designated floor button and finally reach the corresponding floor.

Package C Enclosure Introduction

EC16 elevator master controller is a bare board, which can be installed and fixed to Package C enclosure, and
the DEX16 expansion board supports stacking and fixing on the master control board.

6 oy b - = 6
o ] i
o
o 1 L] ] i
o G “ et y
] 0
O = - - L
o O L LL] L
8 8
© O O 15.0%17.1*3.4inch (380*435*85.8mm)

Figure 1-1 Package C Enclosure Appearance

1 Status Indicator (Includes PWR, COMM, RUN)
2 Keyhole

3 Wire Hole

4 Heat Dissipation Holes
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2.3 System Equipment Composition

The elevator controller system is composed of the following equipments:

g0 0L 1 P T
OO S 6 0090

EC16 Master Controller DEX16 Expansion Board
9.1*6.5inch (230*165mm) 5.2%6.5inch (132*165mm)

USB(HID) DESK READER

QR600-HK QR600-VK D147 Card Issuer
3.1*4.7*0.9inch 2.3*5.4inch 4.2%4.2*0.9inch
(80*%120%*22.7mm) (58%138%22.7mm) (107*¥107*23mm)

Figure 1-2 System Equipment Appearance
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Description Description
1 Floor Button Control Port 16 Power Input
2 Extend Port 17 Ethernet Interface (LAN1)
3 Wiegand 18 TCP/IP Reader Interface (LAN2)
4 RS-485 19 U disk interface
5 LED Indicator 20 Reset Button
6 Elevator Door Closing Button 21 Floor Button Control Port
7 Elevator Door Opening Button 22 DIP Switch
8 Alarm Output 23 RS-485 Input
9 Speaker 24 RS-485 Output
10 Voice 25 Touch Keypad & RFID Card Reading Area
1 LED Indicator Port 26 Flash
12 Tamper Switch 27 QR Code Collector
13 FIRE 28 USB Jack
14 Emergency Button 29 RFID Card Reading Area
15 Manual Button 30 LED Indicator

2.4 Technical Parameters

EC16 Elevator Controller

Controllable Floors 16 floors Record Capacity 150,000

Adopt Package C enclosure

User Capacity 30,000 Power Supply matching adapter
Face Capacity 30,000 PC Communication TCP/IP
Card Capacity 30,000 Reader Communication Wiegand, RS-485
Fingerprint 30,000 Number of connectable Up to 7 DEX16s can be
Capacity ' expansion boards connected at the same time

Number of expandable

Block list Capacity 500 Up to 128 floors

floors
DEX16 Expansion Board ‘
Controllable Floors 16 floors Commur:slé:glon With Wiegand, RS-485

12V DC, powered

Power Supply by EC16

Page |11 Copyright©2023 ZKTECO CO., LTD. All rights reserved.



EC16 Elevator Control Panel & DEX16 Elevator Floor Expansion Board User Manual

2.5 LED Indicators Description

When the EC16 elevator controller is powered on, the LED indicators under normal circumstances will
show the following.

9 pwmm

oo
[eXeXoXsNoXo] NI [

i.

S

i

- E e .
[ImLe} ImKo) INLO) |NLON INLC] |NESNoNo] INKoXoNe] INEO] InToXe) Inked inkel I B8y

B

Oo

Figure 1-3 LED indicator diagram of the elevator controller

= POWER indicator (Red):

Solid Red LED indicates normal energization.
= RUN indicator (Green):

Slowly flashing Green LED indicates normal working status of the system.
= COMM indicator (Yellow):

Slowly flashing Yellow LED indicates data communication is in progress.

= PWRindicator (Red):

Solid Red LED indicates normal energization.
s COMM indicator (Yellow):

Slowly flashing Yellow LED indicates data communication is in progress.
= RUNindicator (Green):

Slowly flashing Green LED indicates normal working status of the system.
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3 Terminal Instructions

T T I er
GOOD® S 6 0090

iBEo1 pmreximaerin e

EC16 Master Controller DEX16 Expansion Board

Figure 3-1 Terminal diagram of the elevator controller and the expansion board

The terminals are described as follows:

Floor Button .
1 16 Used to connect elevator buttons for floor selection control.
Control Port

2 Extend Port 1 Expansion output for connecting DEX16 expansion board to expand floors.
. Wiegand reader communication terminal. Used to connect Wiegand readers,
3 Wiegand 2 oo .
etc. And supports line interruption alarm message alerts.
4 RS-485 1 RS-485 reader communication terminal, used to connect RS-485 reader.
5 LED Indicator 1 Equipment operating status indicators, respectively, are power light (POWER),

operating status indicator (RUN) and communication indicator (COMM).

Elevator r . .
6 € ?to Doo 1 Used to connect the door closing button on the elevator operation panel.
Closing Button

Elevator r . .
7 € at.o Doo 1 Used to connect the door opening button on the elevator operation panel.
Opening Button

8 | Alarm Output 1 Used to connect with the alarm.

9 Speaker 1 Used to extend the voice announcement function.

Used to connect the voice control magic box to realize voice contact-free

10 i
Voice 1 elevator ride.
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11 | LED Indicator Port 1 Used to indicate the operating status of the system. Connect to the enclosure.
12 | Tamper Switch 1 Used to connect to the tamper switch of the enclosure.
13 | FIRE 1 Itis used to connect the fire switch, after starting the fire button, all the keys of
the elevator cannot be lit normally.
In an emergency, when the emergency interface receives a short-circuit signal,
14 Emergency 1 the elevator control will not control the elevator keys, and the equipment can
Button only be restored to the control state if it is powered off and restarted or set by
software.
When the manual interface receives a short-circuit signal, the elevator control
15 | Manual Button 1 will not control the elevator keys, and the elevator will resume the control state
after release.
16 | Power Input 1 12V power supply terminal, used to connect the Package C enclosure matching
adapter to power the elevator controller.
Ethernet Interface . .
17 (LANT) 1 Used for equipment networking and remote control.
TCP/IP R r . . . . .
18 CP/IP Reade 1 Used to connect TCP/IP multimodal intelligent collection terminal.
Interface (LAN2)
19 | U Disk Interface 1 Mainly used for upgrading the elevator controller.
20 | ResetButton 1 Long press 1 to 5 seconds for U disk upgrade, 5 to 10'seconds to restart the
controller, 10 seconds or more to restore factory settings.
Floor Button . . .
21 16 Used for connecting elevator extension floor buttons for floor selection control.
Control Port
22 | DIP Switch 1 Set the RS-485 address of the expansion board according to the current connection
order of the expansion board and follow the operation prompt next to it.
23 | RS-485 Input 1 Used to conqect the signal output terminal of the EC16 controller (i.e. Extend
Port) or the signal output terminal of the upper level DEX16.
24 | RS-485 Output 1 Used for output when connecting to DEX16 expansion floor.

Recommended use of wires:

Maximum transmission distance

Interf Wi ificati
nterface ire specifications (theoretical value)
Power Supply 18AWG*2PIN 1.5m
Adopt 6-core communication shielded wire
X (RVVP 6*0.5mm) (6PIN, 8PIN, 10PIN for
Wiegand . . . 100m
different readers) to reduce interference in
the transmission process
Floor Control 24AWG*2PIN 50m
Input 24AWG*2PIN 100m
. Share power with control panel: 100m.
Adopt 4-core communication cable (RVVP . .
RS-485 40.5mm) Use independent power supply (connect with
.5mm
RS-485 signal interface only): 1000m.
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Wiring Description

Elevator Controller Networking Cabling

=5 [ =

Elevator

Elevator
Followers Cable

Followers Cable

4 4

Elevator RVVSP 2*1.0 Low Elevator RWVSP 2%1.0 Low
Shaft 485 Twisted Pair Vpltage Shaft 485 Twisted Pair VF’ltage
Shielded Cable™ b Silo Shielded Cable } N Silo

Elevator ’ Elevator ‘
Cabs @ Cabs i @
=]
£ =/ 83
QR600-HK QR600-HK gg
il &
z] Switch
< TCP/IP |I TCP/IP
Other PC
TCP/IP | TCP/IP
Manage Hosts —>
D147
Card Issuer

Figure 4-1 Diagram of elevator controller networking cabling

Note: Make sure the power is turned off before wiring. Wiring in the energized state may cause serious

damage to the equipment.
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4.2 Connection Power Supply

This device uses the adapter matched with the Package C enclosure to supply power to the elevator
controller, providing a 12V power supply which takes into account the power consumption of the
elevator controller itself, the power consumption of up to seven DEX16 expansion boards and the
output power consumption of the RS-485 reader. The wiring is shown in the following diagram.

©

T

™ Package C

Power Supply
ﬁnﬂ %000 § ]
o > B g H 2, ] LS T 1 .
@) BECXT 1 REOTOl IBEOTO] IBEOXO] 1NSXS] INIST0) INLOXO] |NEOX0 [®) © O T ©
o dl °

WEel In (o} INES] INEeN INEe) InEeNoXol InloXoXel INLe] InLeXe] InioX INL0]

12V DC

. Package C
v [O EHol Power Su
pply
q = A ¥ 12VDC

Figure 4-2 Power wiring diagram
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4.3 Ethernet Connection to the Computer

Connect the elevator controller and the computer software via Ethernet cable. The wiring is shown in

the following diagram.

[oXeNoNsLoXoNu]

[eXoXoNeNoNo1N] [SNONO1E]

REO] INEON INEON INEORONo] I EoNONo] NEO] INEoNoN INEON HNLO) Y

:| Primary NIC IP Address:192.168.1.201

o %

Extended NIC IP Address:192.168.2.202

B _;;&,“E,a.
B 5o
o A G0l & ©

i

oo or
coo

_ gBa

o ©

Y
|/

) Switch

TCP/IP

Switch

IP address: 192.168.1.160
Subnet mask: 255.255.255.0

qg] E LAN1

Default IP address: 192.168.1.201
Subnet mask: 255.255.255.0

Figure 4-3 Ethernet wiring diagram

Note:

1. IP addresses can cross network segments, but they must belong to the same subnet, and the gateway
and IP address must be in the same network segment.

expansion NIC.

must be 192.168.2.(1 to 253).
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Dual Ethernet interfaces: the default IP address 192.168.1.201 for the primary NIC and 192.168.2.202 for the

The IP address of the primary NIC can be set by yourself, and the network segment of the expansion NIC
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4.4 Elevator Control and Elevator Button Wiring

N1 [41811ST0RN] (410118

»

Elevator original
logic controller

NO
com |
NC |

QOO

OOLVOE

é

Elevator Operation Panel EC16Elevator Controller

Lamp Cord 1
® Lamp Cord 2 )
Elevator Logic
Signal Cable 1 Controller
ED Signal Cable 2

Figure 4-4 Elevator button wiring schematic

Elevator Button

Instruction:

Connect Signal Cable 1 to the NO terminal on the corresponding floor of the elevator logic controller. After
Signal Cable 2 is disconnected, COM and NC terminals are connected to the COM and NC terminals of the

corresponding floor respectively.

S1
oM NC

Controller Button Controller | I Button

NO

Elevator Logic 1 Elevator Elevator Logic 2 Elevator

Original Elevator Button Connection Elevator Button Connection for Elevator Control
Figure 4-5 Swipe card to select the floor and direct selection of floor wiring diagram
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Instruction:

S1 and S2 switches are two relays (S1 relay is normally closed and S2 relay is normally open) of the elevator
control board respectively. S1 is disconnected after power on, and S1 is closed after swiping the layer
selection card, then the elevator button can be lit by pressing; S2 is closed after swiping the direct access
card, then the elevator button will be lit automatically.

MO, EMG, FIRE, TAMPER Interface Description

@ feXeNu| [sXe)ul [sXoXu| [sXoXu] [sXolu] [sXoNul [sXoXu] [sXoXu
EF TR TR R R TR

o+ Y -
[sXoXoXoXoXoNu| [sXoXeNnl o+ R v @
= =t

[eXeXsXoXoXein|

Y

[IREeRiNEeN INEON INTON INRONInToXoNo] INToToXoN INEeN IntoXel inzox inre:

B
— Fire Switch
:,” Can be connected to
— the elevator fire system.
= 4. g
S % 2 Switch
. o © —_—
& 2D 1 TCP/IP TCP/IP
TAMPER . 7
" — 1
FIRE |&_ a 1
.0 [ e !
EMG |z -0 1 0
[t
ol _I —_—
MO |& "E : -
Figure 4-6 MO, EMG, FIRE, TAMPER interface wiring diagram
Instructions:

1. When the MO interface becomes a short circuit, the elevator controller will cancel the control function
of the floor button. At this time, the elevator buttons can be operated manually. The "manual” function
can be canceled by directly changing the MO interface from short circuit to broken circuit.

2. When the EMG interface becomes short circuit, the elevator controller will cancel the key control of
each floor. To cancel the "emergency” function, please log in ZKBio CVSecurity software, click
[Elevator] > [Elevator Device] > [Real-time Monitoring] > [Emergency interface recovery button].
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1)ZKBio CVSecurity

Ele

Elevator Device v

Device
Expanding Board
Reader

Floor

Auxiliary Input
Event Type

Device Monitering

[

«

*®

vator / Elevator Device / Real-Time Monitoring

gency_interface recovery button

Device Name

|®

Reader Name

Area Remotely Release the Button Remotely Lock the Bux.luﬂl Emer:

Card Number Person

©

Time Area Name Device Name Event Point Floor Event Description

Cancel the state of emergency

2022-12-19 11:37:29 Area Name 92.168.163.201 92.168 163.201 1 192 168 163 201-Re

When the FIRE interface becomes a short circuit, all the keys of the elevator cannot be lit normally. If

| the "fire" function, please log in ZKBio CVSecurity software, click [Elevator] >

[Elevator Device] > [Device] and then check the equipment that needs to restart, select [Control] >

complete the restart of the elevator control equipment, see the following figure for

#®

levator / Elevator Device / Device

Device Name Device Model IP Address More

O Refresh ¥ New @ Delete T Export Q Search @ setup - [ View/ Get

Device Name Serial Number  Area Name Ensble Device Model Device.. Firmware Version Operations

EI 192 168 163 201 CS5J9224660005 Area Name

© Disable

Lo

& Upgrade Firmware

ZC16 Online ACVer12.02Nov22 £ W

@ synchronize Time

€@ Synchronize All Data to Devices

When the TAMPER interface becomes a broken circuit, the system will push the tampering alarm

information in real time and send an alarm sound.

Fire and emergency functions require no software setup, just a hardware connection for use.

In this elevator controller system, the fire interface has the highest level, followed by the emergency

interface, and finally the manual interface.

3.
you want to cance
[Restart device] to
detailed steps.
1JZKBio CVSecurity
Elevator Device v e
[ _Je
Expanding Board
Reader
Floor
Auxiliary Input
Event Type
Device Monitoring
Real-Time Monitoring
4.
5.
6.
7.

When an alarm is connected to the auxiliary output of the controller, the status of the alarm and the

event description of the software side after the interface is short circuit or broken circuit are as follows.

Short circuit

MO
Broken circuit
Note: The ala
Short circuit
EMG Broken circuit

Real-time pushing of "manual button short circuit" information

Uninterrupted alarm
and one alarm sound

Real-time pushing of "manual button short circuit" information

Stop alarm
P and one alarm sound

rm can be canceled by disconnecting the "manual” interface of the elevator control equipment.

Real-time pushing of "emergency button short circuit"

Uninterrupted alarm . .
information and one alarm sound

Real-time pushing of "emergency button short circuit"

Uninterrupted alarm . .
information and one alarm sound

Note: The alarm can be cancelled by clicking the [Emergency Interface Recovery] button or by restarting the
device on the software side.
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Short circuit

Uninterrupted alarm

Real-time pushing of "fire button short circuit" information and
one alarm sound

FIRE - , Real-time pushing of "fire button break" information and one
Broken circuit Uninterrupted alarm
alarm sound
Note: The alarm can be cancelled by restarting the device on the software side.
Short circuit No alarm No information push and no alarm sound.
TAMPER : : " wi :
Broken circuit No alarm Real-time pushing of "tamper alarm" information and one

alarm sound

4.6 Wiring of Expansion Board

EC16 Elevator Controller
Default IP address: 192.168.1.201
Subnet mask: 255.255.255.0

ZKBio CVSecurity |

IP address: 192.168.1.160
Subnet mask: 255.255.255.0

+12V
GN

4858
485A

Note:

) L
T b

e 3 4

Ei - 1} [}l- I} i

- 1 (- Aegd® 11 ==

TN Tz 501 =

«1@@: 415:@:;
i!!! #1 DEX16 !i!! #2 DEX16 iii! 47 DEX16

Figure 4-7 MO, EMG, FIRE, TAMPER interface wiring diagram

1. Use the software setup after connecting the DEX16 module to the EC16 master controller.

2. Amaximum of seven DEX16 extended boards can be connected to one EC16 controller.The total can be
expanded to 128 layers at most.

3. Before power is supplied, use the DIP switch to set the RS-485 addresses of the DEX16s, following the
order in which each DEX16 is connected.

4. The DIP switch needs to be set with the control board powered off and takes effect after restart. After
setting, the DIP switch does not need to be set back to its original position.
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Installation of Elevator Management System

The elevator management system consists of two parts, which are the management workstation (PC)
and the elevator controller. The management workstation and elevator controller adopt TCP/IP
communication mode. The communication line is as far away from the high-voltage electric line as
possible, and should not be wired in parallel with the power line, let alone bundled together.

The management workstation is a PC connected to the network, and the elevator manager can realize
various remote management functions, including adding/removing users, viewing various event
records, entering/exiting elevators and monitoring the status of each elevator in real time, etc. just by

running the elevator control management software on it.

The following diagram shows the installation of EC16 elevator controller system.

Manage Hosts

7z

B0E O

| rconp

7\
— “ Printer

> D147
n Card Issuer

A
[}
| QR600-HK
__________ T

| QR600-HK

#2 Elevator

TCP/IP

A

(]
:QR600-HK
""""" #NElevator

Figure 4-8 Diagram of elevator management system
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4.8 Elevator Controller System Power Supply Structure

Fire Power
Master Switch

Management
Workstation

UPS Uninterruptible
Power Supply

Controller Power
Supply (12V)

Controller Power
Supply (12V)

AC220V

Building No. 1
Power Master
Switch

P I I

14# Elevator Controller

2# Elevator Controller

Controller Power
Supply (12V)

N# Elevator Controller

Controller Power
Supply (12V)

Controller Power
Supply (12V)

Controller Power
Supply (12V)

Building No.N
Power Master
Switch

14# Elevator Controller

2# Elevator Controller

N# Elevator Controller

Figure 4-9 Diagram of elevator controller system power supply structure

The EC16 elevator controller is powered by +12V DC power supply.

When using +12V DC power supply, generally speaking, in order to reduce the influence of power
interference between elevator controllers, each elevator controller should be powered separately. In
order to prevent the loss of power to the elevator controller and cause the whole system to fail to work

normally, the elevator management system is generally required to be equipped with at least one UPS
uninterruptible power supply.
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Elevator control operating instructions

Connect to ZKBio CVSecurity Software

The elevator controller needs to be connected to the software and set the corresponding parameters
to use the elevator control function in the software system, and can manage the equipment through
the system, upload the user's elevator control data, download the configuration information and

output various reterminals to realize the digital management of the enterprise.

Login Software

] ZKBio CVSecurity x |F
€ C @ @ ntwnzoo: https://127.0.0.1:8098/

ZKBio CVSecurity
User Login

admin

Forget Password?

| nave read and agres

1. Open your browser, enter the server IP address and terminal number (e.g. https://127.0.0.1:8098/)

in the address bar, click Enter to enter the login page.

2. Ordouble-click the desktop the ZKBio CVSecurity icon to bring up the system login page.

3. Forthefirst time to use this system, default user name admin and password admin, click [Login],

or click [Fingerprint Login] on the interface, then press the administrator finger on the

fingerprint device to enter the system home page.

4. To use this system for the first time, enter the default user name admin and password admin and

click [Login]. Or click the icon of Other login mode on the interface, then press admin finger

on the fingerprint device to enter the system home page.

Note:

1. To ensure the safety of using the system, you must change the default password after logging into the

system.

2. For more details, please refer to the ZKBio CVSecurity User Manual.
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5.1.2 Add Device on the Software

Add elevator control device by searching, the operation process is as follows.

1. Click [Elevator] > [ElevatorDevice] > [Device] > [Search], to open the Search interface in the
software.

2. Click [Search] on the pop-up search page.

3. After the search is completed, the list and total number of elevator controllers will be displayed.

Search No device found? Download Search Tools to Local Disk

Searched devices count:3
Total Progress | INMIO0E I -*2(cheq dovices colt s

1P Address | \ Device Type \ | Serial Number | ®

IP Address MAC Address Subnet Mask Gateway Add Serial Number Device Type Set Server Operations

L RTRTT s el R B Ry il ECc16 Add Modify IP Address

(TR BT FEAES HETELEE MRl EIIIMEE EC16 Q MndiiylPAddress

vk E R TR BEARLEES  rhde i pooEe This device has been added

A\ The current system communication port is 8088, please make sure the device is set correctly.

e

4. Click the [Add] button after the device and make sure to finish adding it.

Add x
Device Name” [108.14.68 \
Communication Password I ...... }
Number of Expansion Board | 1 - ‘
Each expansion board relay number i 16 ‘ 9
Number of negative floors i 1 * ‘
Area” |Area Name b ‘

Clear Data in the Device when Adding

A\ [Clear Data in the Device when Adding] will delete data in the device (except event
record), please use with caution!

e
"o I

5. Setthe relevant parameters.
6. Click [OK] to complete the operation of adding elevator control device.

7. Click [Close] to close the Device Search Add interface.
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Note:

When the device cannot be added to the software, please check the following information.

1. When the device can not be added, please check whether the communication is HTTP or HTTPS.
2. Whether PC and Elevator control device can PING through.

3. Whether the corresponding server IP of the device is correct.

Synchronize All Data to Devices

Register user and send to elevator control device. The operation steps are as follows.
1. Click [Personnel] > [Personnel] > [Person] > [New] to register users in the software.
2. Add users to elevator control level.

3. Click [Elevator] > [Device] > [Control] > [Synchronize All Data to Devices] to synchronize all
data to the controller, including new users.

(JZKBio CVSecurity i %

Elevator Device G Elevator / Elevator Device / Device

o Device Name Device Model IP Address More

Expanding Board

O Refresh =+ MNew [ Delete T Export O Search Contre & Setup & View / Get

Reader

Device Mame Serial Mumber Area Name + Enable Device Model Device..
Floor

© Disable - ]

192.168.163.200 C5J9224660005 Area Name EC16 Online
Auxiliary Input 4% Reboot device
Event Type g & Upgrade Firmware
Device Monitoring & Synchronize Time

Real Time Monitoring (@ Synchronize All Data to Devices | e

|ml Elevator Control Rule >

1-1 50 Jump Te 1 /1 Page  Total of 1 records
m Elevator Control Reports > oW RerRang g
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5.1.4 Add Expansion Board on the Software

1. Click [Elevator] > [Elevator Device] > [Expanding Board] to enter the setting interface.

2. Click[New] to add a expanding board.

3. Click [Device Name] and select the expansion board in the pop-up window.

4. Select the expansion board and then click- ©  to move it to the selected column on the right.

5. Click [OK] to confirm and exit.

6. After setting all parameters, click [OK] on the New page, when the pop-up "The operation

succeeded!" prompt means add expansion board is completed.

New

Name* { Expansion Board 1

Device Name® Ii 192.168.163.200

Expansion board type* ‘
RS485 Address® "

Device Name Serial Number | e
Alternative Selected(0)
Device Name Serial Number Device Name Serial Number

192 168 163 200 C8J9224660005 I

©

)

e

|
| o

No dala

K ¢ 1-1 PO 50 rows per page - e

o

Note: The RS485 address is input according to the dip switch setting of the expansion board, check the dip
switch setting in 4.6 Wiring of Expansion Board for details.
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5.1.5 Add Reader on the Software

EC16 elevator controller supterminals connecting Wiegand or RS-485 communication reader.

5.1.5.1 Connect RS-485 Reader via RS-485

1. Connect the VCC, GND, 485A and 485B terminals of the reader to the RS-485 communication
terminal of the elevator controller, and the wiring is shown in the following figure.

F\\
Ve _ -

GND
4 WD1
L4
P WDO0
4
7 Beeper
F i (0)
LED .
e LED |
TCP/IP o~ NC
485A

—q 4858 |\ ‘
\ w
—; O S

QR600-HK

Figure 5- 1 Wiring Schematic of RS-485 Reader and EC16 Elevator Controller

2. Setthe 485 addresses (machine number) of the reader by software.
1)  Click [Elevator] > [Elevator Device] > [Reader] to enter the setting interface.

Z

2) Select the reader and click [Edit] icon = behind it to enter the editing screen.

3) Change the communication type of the reader to RS485 in the edit window and enter the RS485
address.

4) Click [OK] to confirm and exit, as shown in the figure below.
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Edit

Owned Device* |192.168.163.200 \

Reader Name* 192 168 153 200-Rsader!

Number® [1 \
Operate Interval’ |2 | second(0-254)

Verification Mode* |Automaticlden1iﬁca1ion - ‘

Communication Type® | R5485

RS485 Address® [4

#
\
\Wiegand Format | Auto -
RS485 Protocol Type | zKa85 -
Encrypt

Conceal Part Personnel

Information

The ahove seftings are

copied to

A The encryption is copied to all readers in current device!l

A\ The option to hide some personnel information is copied to all readers of
the same device by default!

A The RS485 orotocol tvoe is covied to all readers in current device. The i

o -

3. Each EC16 can connect a maximum of eight RS-485 readers, as shown in the figure below.

. RS-485A
sAA~~s RS-485B
—— GND

TCP/IP

Figure 5- 2 Wiring diagram of elevator controller and multiple RS-485 readers
Remarks:

When connecting the RS-485 readers through the RS-485 communication terminal of the elevator
controller, it can provide a maximum current output of 3A (12V), so when using the power output of
the RS-485 communication terminal to supply power to multiple readers, the overall working current
of the reader cannot exceed this value and should be left with sufficient margin. In the calculation, the
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maximum current for each reader is calculated (Note: the instantaneous current of the device at the
time of start-up is the largest, which can be more than twice the normal work, and this situation must
be considered when calculating). In addition, if the reader shares power with the device, it is
recommended that the RS-485 communication terminal and the RS-485 reader should not be
connected to more than 3937 ft (100m), otherwise it is recommended that a separate power supply be
used.

Note: For devices with high power consumption, it is recommended to use separate power supply to ensure
stable operation of the device.

Connect Wiegand Reader via Wiegand
EC16 elevator controller can connect two Wiegand readers.

The elevator controller provides Wiegand interface for the readers, which can be connected to
different types of readers. If your reader uses a voltage other than DC 12V, an external power supply
device is required. The reader should be installed about 55 inches (1.4m) from the ground and 0.1
inches to 0.2 inches (30 to 50mm) from the door edge frame.

= T ] T r s P
G0 AT | RD2 ™ .
%’“[ o e O VCC / \\
i J beep & ﬁ | 4 = .
= ol o \ GND
?ﬁ:g \ _ o, WD1

N x WDO =
I/ Beeper |
A 4 LED ° o

~ = NC 5
S=— / | o &

& 485A
i 4858 S—— T
L4 \ 7
\ - ”f;
\\~ Zip lfeme /
QR600-HK

Figure 5- 3 Wiring Diagram of EC16 Elevator Controller and Wiegand Reader

Set Elevator Control Rules on Software

Note that when setting elevator control rules, when the "Direct Selection Set" function is set, other
floor permissions such as those set in "Elevator Levels", "Set Access By Levels", "Set Access By Person”,
"Set Access By Department” will be invalid, when the "Direct Selection Set" function is canceled, the
floor permissions set will be valid again.

Note:

Elevator Levels, Set Access By Levels, Set Access By Person and Set Access By Department function are mainly
used as visitor authority.
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5.1.6.1 Set Elevator Control Levels Group

1.
2.

Click [Elevator] > [Elevator Control Rule] > [Elevator Levels] to enter the setting interface.

Click [New] to add a new elevator control level group.

Enter the level name, time zones and setting area, then click [OK] to confirm and exit.

New

Level Name® Test 1

Time Zones™ I 24-Hour Accessible

©

Area®

After adding successfully, check the levels group.

CIick:"—r-I [Add Floor] icon in the levels group bar to open the settings window.
Select the floor and then click * to move it to the selected column on the right.

Click [OK] to confirm and exit.

Add Floor

Floor Name Area Neme - Qe

Alternative Selected(1)

Floor Floor Name Area Name 1 Floor Floor Name Area Name

192.168 163.200(2) Area Name 1 192.168.163.200(1) Area Name

192.168.163.200(3) Area Name

192.168.163.200(4) Area Name

192.168.163.200(5) Area Name
192.168 163.200(6) Area Name
192 168 163.200(7) Area Name

192 1A8 163 20081 Area Name

5 31 5D rows perpage ~ o
o
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5.1.6.2 Set Access by Levels

Add personnel to the elevator control level group.

1. Click [Elevator] > [Elevator Control Rule] > [Set Access By Levels] to enter the setting interface.
Check the levels group and click the a* [Add Personnel] icon in its bar to open the settings window.

Select the person and then click = to move it to the selected column on the right.

> wonN

Click [OK] to confirm and exit.

@ Query () Department

Personnel ID | | | Card Number | morer Q &

Altenative Selected(0)

Perso First Last Card . Gen.. 1 [ Perso First .. Last_. Card
121403 karal214 1896055 U
121402 kara1214 4120468
121401 karal214 1310708 —

Judy 7228074 ---

5.1.6.3 Set Access By Person

Edit the elevator control level group for personnel.

1. Click [Elevator] > [Elevator Control Rule] > [Set Access By Person] to enter the setting interface.
2. Checkthe levels group and click the s [Add to Levels] icon in its bar to open the settings window.

Select the levels group and then click © to move it to the selected column on the right.

4, Click [OK] to confirm and exit.

Level Name Time Zones

Altemative Selected(0)

Level Name  Time Zones [ LevelName  Time Zones

Test 1 24-Hour Accessible

De

<=

50 rows per page ~ o
=
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5.1.6.4 Set Access By Department

Edit the elevator control level group for the department.

1.

Click [Elevator] > [Elevator Control Rule] > [Set Access By Department] to enter the setting
interface.

Check the department and click the 8 [Add to Default Levels] icon in its bar to open the
settings window.

Select the levels group and then click ®  to move it to the selected column on the right.

Click [OK] to confirm and exit.

‘Add to Default Levels
Level Name Time Zones | | a e

Alternative Selected(D)

[ Level Name Time Zones e [] Level Name

Test 1 24-Hour Accessible I

<

1 Klevelt 24-Hour Accessible

s [

5.1.6.5 Direct Selection Floor Setting

You can set a direct selection floor for users or visitors here; or set other floors that can be selected in
addition to the direct selection floor.

Direct Selection Floor

Click [Elevator] > [Elevator Control Rule] > [Direct Selection Set] to set the floor that can be
reached directly for personnel.

Click the query icon Q to search the list of editable personnel.

Check the people you need to set in the list, and click icon ) to add direct access to the floor for

the people.
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[JZKBic CVSecurity i 88
HH Elevator Device > Elevator / Elevator Gontrol Rule / Direct Selection Set
Direct selection editor <  Floor
Elevator Control Rule v g
: Personnel ID Name More - < Elevator Device Q
Time Zones
Haolidays
s O Refresh [ Elevator Control Setting T Refresh £ Edit B Delete
Elevator Levels ) .
Personne... First Na.. LastNa.. Card Num.. Department Operations Elevator Device  Direct Floor
Set Access By Levels
e D 12403 jtanaannegy 1896055808 Department Name| T 9 192.168.163.200 192.168.163.201
Set Access By Person
12402 ety 2 4120468224 Department Name v |
Set Access By Department
[ o it} 1201 et 1 1310708912 Department Name TJ‘I
) 2* 5ty L*e 7228074 Department Name iﬂ

Global Linkage

4. In the Add direct selection layer pop-up window, click on the drop-down menu to select the
elevator device, direct floor and time zones.

Add direct selection layer x

Elevator Device® 192.168.163.200 -

Direct Floor 192.168.163.200(1) -
Select floor Click to select
Time Zones™ 24-Hour Accessible -

(4]

[5)

Cancel

5. Click [OK] to save and exit.

1. In the pop-up window of Add direct selection layer, click [Click to select] in the select floor
column to select the floor.

2. Once the setup is complete, the user is allowed to access the authorized floor. Once the user is
authenticated at the reader, he/she can press his/her authorized floor button directly on the floor
panel to light up that floor.

Add direct selection layer x

Elevator Device®
Direct Floor
Select floor

Time Zones™

192.168.163.200 -
192.168.163.200(1) -

Click to select

24-Hour Accessible -

Cancel

Note: Unauthorized floor buttons will not respond when pressed.
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User Verification on the QR-600 Series Readers

When the QR-600 Series Reader successfully communicates with the elevator controller (see 5.1.5 Add
Reader on the Software for details on the connection method), the user can verify on the QR-600 series
reader.

Users can authenticate with passwords, cards and QR codes on the QR-600 series reader. When the
verification is successful, the user can reach the authorized floor.

When a user or visitor is authorized to go straight to the floor, the authorized floor is directly lit when
he verifies successfully.

When a user or visitor is authorized to reach multiple floors, when he verifies successfully, he needs to
manually light up the authorized floor to reach it.

Note: Unauthorized floors will not respond when the user presses the floor button.

Connect to ZKBioSecurity Mobile App

Employees can install ZKBioSecurity Mobile App on the mobile phone, and can use the QR code of the
electronic work card on the app to verify on QR-600 series reader to automatically light up the direct
floor or manually light up the optional floor. The specific operation steps are as follows.

Mobile App Configuration

After downloading and installing the App, the user needs to set the Server before login. The steps are
given below:

1. On the Server, choose [System] > [Authority Management] > [Client Register] to enter the
Client Register interface.
2. Click [New] to add a registered App client.

3. Select the Registration Code. If the app is used by an administrator, register "APP Client-Administrator",
and the mobile phone using the registration code can login to the administrator account and
employee account. If the app is used by an employee, register "APP Client-Staff" and the mobile
phone with the registration code can only login to the employee account.

4, Click [OK] to save and exit.
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{2 system Management > stgs__lem'n‘a_uﬂ'\qmy Management / Client Register | 0

© Authority Management  ~ Registration Code Client Type: ~ | Actvation | e &
User  Refresh 2 Reset W Delete
Role | | Registratio.. Client name Registration Key Activ.. Activated D... Creation Date Client Type Operations
System
| New x
Menu
Client Type™ APP Client-Staff -
Qperate
Registration Code”
AP| Authorization APP Client-Administrator
APP Clieni-Staff e
Client Register
Security Parametars [
J
Cancel
O Refresh =¥ New 2 Reset W Delste
Registratio...  Client name  Registration Key Activation  Activated Date Creation Date Client Type Operations
CD1AAB 123456789900634 (-] 2022-12-21 2022-12-20 18:21:24 APP Client-Administrator Eﬁ @
626494 Leo 123456789990634 ] 2022-12-21 2022-12-20 16:28:38 APP Client-Staff B

5. Open the App on the Smartphone. On the login screen, tap [Server Setting] and type the IP
Address or the Domain Name of the Server, and its Port Number.

6. Tap the QR Code icon to scan the QR code of the new App client. After the client is identified
successfully, set the Client Name and tap [Testing Connection].

7. After the network is connected successfully, tap [Save].

o= m Nl K@ o= m Wl il @

Server Setting

@

yd G Se_curity ZKBioSecurity
Mobile Mobile

Employee

CO1AA6

Mick

Testing Connection
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O Refresh  ZF New 2O Reset [ Delete
Registratio...  Client name Registration Key Activation Activated Date Creation Date Client Type Cperations
CO1AAG Mick 123456789990634 ] 2022-12-21 2022-12-20 18:21:24 APP Client-Administrator B W
626494 Leo 123456789900634 [~] 2022-12-21 2022-12-20 16:25:38 APP Client-Staff EE E

Note: The APP's network connection and the server's network connection need to be in the same LAN,
otherwise the network will be unavailable.

5.3.2 Login

Initially, it is required to configure the Server Settings before login. After the Server settings are
successfully saved, it will automatically return to the login screen.

1. Select the login identity which includes Administrator login and Employee login.

2. The default is "Admin". When the Employee needs to login, tap on Employee to switch to
Employee login screen.

|0Security
Mabile

Admin

3. The administrator can login with the username in [System] > [Authority Management] > [User]
and self-service password. The default self-service password is 111111.

2  System Management 3 System / Authority Management / User
SJ Authority Management  ~ Useimame First Mame Q ¢

O Refresh =¥ New W Delete

Role Username First Name Last Name Email Auth Department Authorize Area  State Superuser State QOperations
System B Mick (] -] Z m
Menu

admin a**n (] (] Z
Operate
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4. Employees can login with the Personnel ID in [Personnel] > [Personnel] > [Person] and self-
service password. The default self-service password is 123456.

& Personnel v Personnel / Personnel / Person
Department Name Personnel ID Name More ~ G
Department
O A% T Refresh  —# New g Personnel Adjustments ~ T Delete ~ T Export ~ X Import = -+ More ~
Position
[ Department Name(5) Personnel ID First Name Last Name Department Name Card Number Verification Mode

Dismissed Personnel

[ Testing Department(0)

Pending Revi B 22200) 2 Iy Lte Department Name 7228074 B8
ending Review Y
B 3300) w0y frtases
Custom Attributes B i 127*03 K 3 Department Name 1896055808 8
List Library [ 55(0) 12**02 Lohicaath) Department Name 4120488224 B8
B 66(0)
Paramesters 1201 { Gt 1 Department Name 1310708912 B8
E M**k L*e Department Name
%
Card Management N 1-5 50 rows per page ~ JumpTo 1 /1 Page Total of 5 records
=

5. The employee login diagram is shown in the figure:

ZKBioSecurity
Mabile

Employee
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6. The Administrator and Employee can change the Password in the App System Settings.

Notes: The license determines the number of available Mobile App connections. Users can view it by clicking
[Personal Information] > [About Path], as shown below.

Detalls
item status AvailablerTotal Points Expiration Date
Advanced Access Trial A 2023-02-07
AP Non activated -

APP-Admin Trial 0/1Points 2023-02-07
APP-Employee Trial 4/5Paints 2023-02-07
Personnel Trial 20000Faints Permanent
Department Trial 1000Faints Permanent
Area Trial 1000Points Permanent
Personnel InfOut Board Non activated

Advanced Visitor Trial 2023-02-07
Muster Point Trial v 2023-02-07

ID Reader Non activated  Personnel: 0/0Client(s) Visitor: 0/0Client(s)

7. Each registration code consumes a licensed App point and can only be assigned to one mobile
phone.

5.3.3 Enable the Dynamic QR Code on the Software

Open ZKBio CVSecurity software, click [System] > [System Management] > [Parameters] to enable
the dynamic QR code. Set the relevant parameters in the page, click OK to save and exit. As shown in
the figure below.

2 system « | system s system Management / Paramsters | 9

Language Pack
QR Code Setting
Operation Log

Database Management Enabte GR Gods
Area Settings QO No (® Yes e
System Parameter Qrcode Type

Static Dynamic
E-mail Management o @® Dyn

Encryption Mode
Dictionary Management Typt

(&) ModeA () ModeE

Data Cleaning
Valid Time:
Audio File
|20 5econd(30-300)
Certificate Type
£ A\ Switch between stafic OR code and dynamic OR code should be careful, frequent switch may lead
Print Template to device errorl

System Monitoring

— DateTime Format Settings
Parameters

Date

|2002-01-01 -

Time

|00:00:00 -

Video watermark

Enable watermark
® Authority Management > @ Mo () Yas

T ©

@ Communication mana... »
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5.3.4 Verification QR Code

After logging into the ZKBioSecurity Mobile App as an employee, click on the mobile credential icon
and bring up the QR code to verify on the reader. After successful verification, you can go straight to
the authorized floor or you can light up the authorized floor manually.

1. Select Employee and enter the account information, then click Login to enter the App.

2. Click the Mobile Credential icon to enter the QR Code interface.

3. Place this QR code in front of the QR code collector of the reader for verification.

o= m Nl =

ZKBioSecurity
Mobile

Employee

Page |40

11:43

) ZKBioSecuri

Mobile
Credential

il @& 11:44 o=mNkICD
€§3 4 Mobile Credential

Intelligent Video Surveillance
can be used for
wide range &fappllcaﬁcn

@ 3 :

 Manual refresh of QR Code
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Communication Connection

The backend PC software is able to communicate with the system via TCP/IP for data exchange and
remote management. Communication lines are as far away from high-voltage power lines as possible,
and should not be wired in parallel with power lines, let alone bundled together.

Access Control Networking Wires and Wiring

The power supply is 12V DC converted from 220V or POE.

2. The Wiegand readers use 6-core communication shielded wires (RVVSP 6x0.5mm) (usually there are
different types of wires available, namely, 6-core, 8-core, and 10-core for users to select according to
the ports) to reduce interference during transmission.

3. Asan electronic lock produces a big current, it generates strong interference signals during an action.
To reduce the effect of an electronic lock during an action on other elements, 4-core wires (RVVP
4x0.75mm?, two for a power supply and two for a door sensor) are recommended.

"EXT RS485" interface use 4-core communication shielded wires (RVVSP 4*0.5mm).
5. Other control cables like exit switches are all made of 2-core wires (RVVSP 2x0.5mm?).
6. Notes for wiring:
< Signal wires (like network cables) can neither run in parallel with nor share one casing pipe with
large-power electric wires (like electronic lock wires and power cables). If parallel wiring is
unavoidable for environmental reasons, the distance must be over 50cm.

< Try to avoid using any conductor with a connector during distribution. When a connector is
indispensable, it must be crimped or welded. No mechanical force can be applied to the joint or
branch of conductors.

< In a building, distribution lines must be installed horizontally or vertically. They should be protected
in casing pipes (like plastic or iron water pipes, to be selected according to the technical
requirements of indoor distribution). Metal hoses are applicable to ceiling wiring, but must be
secure and good-looking.

<> Shielding measures and shielding connection: If the electromagnetic interference in the wring
environment is found strong in the survey before construction, it is necessary to consider shielding
protection for data cables when designing a construction scheme. Overall shielding protection is
required if there is a large radioactive interference source or wiring has to be parallel with a large-
current power supply on the construction site. Generally, shielding measures include: keeping a
maximum distance from any interference source, and using metal wiring troughs or galvanized
metal water pipes to ensure reliable grounding of the connection between the shielding layers of
data cables and the metal troughs or pipes. Note that a shielding enclosure can have a shielding
effect only when it is grounded reliably.

<> Ground wire connection method: Reliable large-diameter ground wires in compliance with
applicable national standards are needed on the wiring site and should be connected in a tree form
to avoid DC loop. These ground wires must be kept far away from lightning fields. To ensure that
there is no lightning current through any ground wire when there is lightning, no lightning
conductors can be used. Metal wiring troughs and pipes must be connected continuously and
reliably and linked to ground wires through large-diameter wires. The impedance of this section of
wire cannot exceed 2ohm. The shielding layer also must be connected reliably and grounded at one
end to guarantee uniform current direction. The ground wire of the shielding layer must be
connected through a wire with large-diameter (not smaller than 2.5mm?).
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6.2 TCP/IP Communication

The Ethernet 10/100Base-T Crossover Cable, a type of crossover network cable, is mainly used for
cascade hubs and switches, or used to connect two Ethernet end-points directly without a hub. Both
10Base-T and 100Base-T are supterminaled.

I

O

2 | “A | p147

M?_ Card Issuer

= ] Switch

=]

TCP/IP I TCP/IP
TCP/IP
#1 Elevator Controller #2 Elevator Controller #N Elevator Controller

Figure 6-1 Diagram of TCP/IP communication
1. In ZKBio CVSecurity software, click [Elevator] > [Elevator Device] >[Device] to enter the setting
interface.
2. Click [Search] to open the Search interface in the software.

3. After the search is completed, a list of controllers will be displayed. Select the controller in the list
and click [Add] behind the action bar.

4. Inthe Add window, enter the relevant parameters for the controller.

5. Click [OK] to save and exit.

Add

Device Name® 192 168 163.200 e

Area’ | Area Name -

Addto Level | Test 1 -
MNumber of negative floors |2 -
Clear Data in the Device when Adding

A\ (Clear Data in the Device when Adding] will delete data in the device (except event
record), please use with caution!

o
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6.

The factory default IP address of the device is: 192.168.1.201, after the device is added successfully,
you can modify the IP address of the device in the communication column. Select the device, click
[Elevator] > [Elevator Device] > [Set up] > [Modify IP Address], modify the IP address of NIC 1
and click [OK].

6.3 Modify the IP address

The default IP address of the primary NIC when the elevator controller is shipped is 192.168.1.201. It
may conflict with the IP of other devices in the network, so the new device needs to modify the IP
address before use. It can be modified by the following ways.

Modify by Search Tool

After logging in the ZKBio CVSecurity software, click [Elevator] > [ElevatorDevice] > [Device] >
[Search], click [Download Search Tools to Local Disk] in the search device window, download
the search tool deviceSettingTool_overseas.exe to your computer.

Note: At the bottom of the search device interface will prompt the current system communication
terminal number.

No device ﬁmmll Download Search Tools to Local Disk | e

Total Progress || |

1P Address | Device Type | | Serial Number 57

IP Address MAC Address Subnet Mask Gateway Add.. Serial Number  Device Type  Set Server Operations

/

A\ Tne current system communication port is 8088, please make sure the device is set commectiy.
=

., <& deviceSettingToal y . .
Double-click NP devicasetingTonl owaseps to open the search screen, and click the d icon to

search for the device, then the IP address of the controller is displayed.

8 Communication Setting Tool V3.0 >

| Setting(S)  View(y) = | @ 5| v
NO. MAC IP Address Serial Number Device Type Firmware Version Access Server IP Address  Access Server Port Access Server Address
1 00:17:61:20:01:2f 192.168.152.36 (519224660005 EC16 AC Ver 12.0.2 Nov 22 2022 192.168.152.23 8088 https://192.168.152.23...
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Select the device to be modified, click the T§| icon to modify the IP address of the device, click
[OK] after setting the parameters, as the following figure shows.

)

NO MAC IP Address Serial Number Device Type Firmware Version Access Server IP Address  Access Server Port Access Server Address
1 00:17:61:20:01:2f 192.168.152.36 519224660005 EC16 AC Ver 12.0.2 Nov 22 2022 192.168.152.23 8088 https://192.168.152.23...

Modify IP Address

Old IP Address: | 192 . 168 . 152 . 36 |(%)
NewIP Address: | 192 . 168 . 163 . 201 |(n)

subnetMask: | 255 . 255 . 255 . O (%)

Gateway: | 192 . 168 . 163 . 1 (9
Accessserver®?| 10 . 8 . 14 . 127 ‘{x) Owre
Access Server Port;| 8088 (*) @HTTPS

1@ o

!

= Old IP Address: The IP address of the device. The factory default IP address of the device is:
192.168.1.201.

= New IP Address: The new IP address of the device. Note: The IP address of the device and the IP
address of the computer must be in the same network segment.

= Subnet Mask: Default subnet mask 255.255.255.0, can be modified as needed.

» Gateway: Default gateway address 0.0.0.0, can be modified as needed. Note: The gateway and
the IP address must be in the same network segment.

= Access Server IP: The IP address of the ZKBio CVSecurity software server.

= Access Server Port: Enter the communication terminal number of the current system, which is
indicated under the "Search" pop-up window.

After adding devices successfully in the software (see 5.1.2 Add Device on the Software), you can
change the IP address in the device list field.

Click [Elevator] > [Elevator Device] > [Device] to enter the setting interface.
Check the added device in the device list.

3. Click [Set up] > [Modify IP address] to bring up the settings window.

(JZKBio CVSecurity i &
Elevator Device v Elevator / Elevator Device / Device
: o Device Name Device Modsl IP Address More B
Expanding Board
O Refresh  # New [ Delste T Export Q Search & Control u & view / Get 9

Reader . ) ™

Device Name Serial Number Area Name IP Address I - Z it |f\rmware Version Operations
Floor

4 Modify Communication Password i

192 168 183 201 CSJ9224660005 Area Name 192 168 163.2 AC Ver 1202 Nov22 £ T
ST = Modfy RS485 Address
Event Type *F Modify the Fingerprint Identification Threshold
Device Monitoring E4 Set extended parameters

Real-Time Monitoring
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4. Modify the IP address of Network card 1 in the pop-up window.

5. Click [OK] to save and exit.

Modify IP Address

I Network card1 I

IP Address™ 192

Subnet Mask” 255 .
Gateway Address” 192
Network card2

1P Address™ e
Subnet Mask™ 1255

Gateway Address”®

Note: Network card 1 is the IP address of the primary NIC of the elevator controller, and Network card 2 is the
IP address of the extended NIC of the elevator controller.
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Others

USB Disk Upgrade

USB interface can be used to upgrade the elevator controller, the usage is as follows.

1.
2.

First, create a new “Udisk” folder in the USB disk, and put the upgrade file into “Udisk”.

Under the normal operation of the elevator controller, insert the U disk, press the [Reset] key for 1
to 5 seconds (the operation light will flash) and release it.

The operation light will keep flashing during the upgrade process (no power failure during the
upgrade, no unplugging of the U disk), and the elevator controller will restart automatically after
the upgrade is successful.

If the upgrade is unsuccessful, the elevator controller will return to normal operation.

Restore Factory Settings

The EC16 elevator controller can be restored to factory settings by [RESET] key. Press the [RESET]
button, 1 to 5 seconds to upgrade with USB disk, 5 to 10 seconds to restart the controller, 10 seconds
or more to restore the factory settings.

Note: When restoring the factory settings, only the network configuration of the device is restored,
and other data is not restored.
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Appendix 1 Buzzer, Indicator Light Prompt Instructions

EC16 elevator controller works normally online, when the user verifies the RFID card in RS-485 reader
and Wiegand reader, the buzzer and indicator prompts are shown in the following table.

Verification Success

Verification Failure
(swipe unregistered card)

Validation method error

Data transfer error
(Wiegand format error)

No permission (person has expired, the
operation interval is too short, door is
not valid time period verification open,
illegal time period, illegal access, wrong
verification method, block list)

Continue validation during combination
validation

Combined verification is not completed

Timeout

Page |47

1 short sound

2 short sound

2 short sound 1 long
sound

1 short sound 1 long
sound

3 short sound

4 short sound (timeout
time of 10s)

4 short sound (timeout
time of 8s)

LED indicator lights green.

LED indicator (red) lights up
briefly twice.

LED indicator (red) lights up
twice short and then once long.

LED indicator (red) lights up
one short and then once long.

LED indicator (red) lights up
briefly three times.

Flashing green light three
times.

LED indicator (red) lights up
briefly four times.

LED indicator (red) lights up
briefly four times.
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Appendix 2 Privacy Policy

Notice:

To help you better use the products and services of ZKTeco and its affiliates, hereinafter referred as
“we”, “our”, or “us”, the smart service provider, we consistently collect your personal information. Since
we understand the importance of your personal information, we took your privacy sincerely and we
have formulated this privacy policy to protect your personal information. We have listed the privacy
policies below to precisely understand the data and privacy protection measures related to our smart
products and services.

Before using our products and services, please read carefully and understand all the rules and
provisions of this Privacy Policy. If you do not agree to the relevant agreement or any of its
terms, you must stop using our products and services.

I. Collected Information

To ensure the normal product operation and help the service improvement, we will collect the
information voluntarily provided by you or provided as authorized by you during registration and
use or generated as a result of your use of services.

1. User Registration Information: At your first registration, the feature template (Fingerprint
template/Face template/Palm template) will be saved on the device according to the
device type you have selected to verify the unique similarity between you and the User ID you
have registered. You can optionally enter your Name and Code. The above information is
necessary for you to use our products. If you do not provide such information, you cannot use
some features of the product regularly.

2. Product information: According to the product model and your granted permission when
you install and use our services, the related information of the product on which our services
are used will be collected when the product is connected to the software, including the
Product Model, Firmware Version Number, Product Serial Number, and Product Capacity
Information. When you connect your product to the software, please carefully read the
privacy policy for the specific software.

ll. Product Security and Management

1. When you use our products for the first time, you shall set the Administrator privilege before
performing specific operations. Otherwise, you will be frequently reminded to set the
Administrator privilege when you enter the main menu interface. If you still do not set the
Administrator privilege after receiving the system prompt, you should be aware of the
possible security risk (for example, the data may be manually modified).

2. All the functions of displaying the biometric information are disabled in our products by
default. You can choose Menu > System Settings to set whether to display the biometric
information. If you enable these functions, we assume that you are aware of the personal
privacy security risks specified in the privacy policy.
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V.

3. Only your user ID is displayed by default. You can set whether to display other user
verification information (such as Name, Department, Photo, etc.) under the Administrator
privilege. If you choose to display such information, we assume that you are aware of the
potential security risks (for example, your photo will be displayed on the device
interface).

4. The camera function is disabled in our products by default. If you want to enable this function
to take pictures of yourself for attendance recording or take pictures of strangers for access
control, the product will enable the prompt tone of the camera. Once you enable this
function, we assume that you are aware of the potential security risks.

5. All the data collected by our products is encrypted using the AES 256 algorithm. All the data
uploaded by the Administrator to our products are automatically encrypted using the AES
256 algorithm and stored securely. If the Administrator downloads data from our products,
we assume that you need to process the data and you have known the potential security risk.
In such a case, you shall take the responsibility for storing the data. You shall know that some
data cannot be downloaded for sake of data security.

6. All the personal information in our products can be queried, modified, or deleted. If you no
longer use our products, please clear your personal data.

How we handle personal information of minors

Our products, website and services are mainly designed for adults. Without consent of parents or
guardians, minors shall not create their own account. If you are a minor, it is recommended that
you ask your parents or guardian to read this Policy carefully, and only use our services or
information provided by us with consent of your parents or guardian.

We will only use or disclose personal information of minors collected with their parents' or
guardians' consent if and to the extent that such use or disclosure is permitted by law or we have
obtained their parents' or guardians' explicit consent, and such use or disclosure is for the purpose
of protecting minors.

Upon noticing that we have collected personal information of minors without the prior consent
from verifiable parents, we will delete such information as soon as possible.

Others

You can visit https://www.zkteco.com/cn/index/Index/privacy_protection.html to learn more about how
we collect, use, and securely store your personal information. To keep pace with the rapid
development of technology, adjustment of business operations, and to cope with customer needs,
we will constantly deliberate and optimize our privacy protection measures and policies.
Welcome to visit our official website at any time to learn our latest privacy policy.
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Appendix 3 Eco-friendly Operation

f"‘* The product's "eco-friendly operational period" refers to the time during which this product
\j will not discharge any toxic or hazardous substances when used in accordance with the
prerequisites in this manual.

The eco-friendly operational period specified for this product does not include batteries or
other components that are easily worn down and must be periodically replaced. The
battery's eco-friendly operational period is 5 years.

Hazardous or Toxic substances and their quantities

Hazardous/Toxic Substance/Element
Component Mercurv | Cadmium Hexavalent Polvbiofinated Polybrominated
u iu i
Name Lead (Pb) (Ha) Y d) Chromium Bi {Ien Is (PBB) Diphenyl Ethers
g (Cré+) pRREny (PBDE)
Chip Resistor X O © @) O O
Chip Capacitor X O O O @) O
Chip Inductor X O @) O @ O
Diode X © O O O @)
ESD
X @) O O @) O
component
Buzzer X O @) @) @) O
Adapter X O @) O O O
Screws O @) O X O @)

o indicates that the total amount of toxic content in all the homogeneous materials is below the limit
as specified in SJ/T 11363—2006.

x indicates that the total amount of toxic content in all the homogeneous materials exceeds the limit
as specified in SJ/T 11363—2006.

Note: 80% of this product’s components are manufactured using non-toxic and eco-friendly
materials. The components which contain toxins or harmful elements are included due to the current
economic or technical limitations which prevent their replacement with non-toxic materials or
elements.
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